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Editorial

Keeping our cyber world safe
IoT has disrupted many industries, from agriculture, transport and energy, to healthcare,
manufacturing and retail

more robust and efficient, while the

while maintaining the functional and safety

convergence of IT and OT has enabled

aspects of the operational technologies.

smart factories to create flexible

Antoinette Price
Managing Editor e-tech

manufacturing processes which can

We learn how trustworthiness is at the

respond rapidly to changes in demand

core of the development of international

at low cost.

standards for an IoT framework, which
will serve as a basis from which to develop

Smart technology embedded in buildings

specific IoT architectures and systems for

and homes operates building access and

use in different sectors.

security, data and energy management,

As with any other day, you wake up, check the
smart phone, read emails, note sleep quality,
get the real-time weather update and dress
accordingly, adjust your smart home settings
from an app, jump in the car, ask your virtual
personal assistant for your agenda, read news
on phone in train, pay some bills and all before
arriving at work.

water use, light and temperature, and

The aviation industry already has many

offers disabled and ageing populations the

measures in place to ensure the safety and

independence needed to carry out their

security of millions of passengers and the

daily activities in their homes.

protection of economic assets worldwide,
which cover airport infrastructure, air

This is all great, but it only works if

traffic control systems and the aircraft

the security and privacy of data being

themselves. In addition to passenger,

gathered can be ensured, along with the

luggage and freight scanning, we look at

safety of these systems and products. It

how comprehensive protection of the entire

also raises other questions, such as who

aviation system and all its components on

actually owns all this data?

land and in the air rests to an even greater

The Internet of Things (IoT), with its billions

extent on the security of both IT and OT

of connected, sensorized devices and

IEC has developed many standards which

systems, has become a part of our daily

help protect critical infrastructure assets,

lives. In fact, connectivity, is increasingly

such as electric power utilities, ensure

As healthcare becomes increasingly

central to the way we live.

security for industrial automation, and

digitized, masses of patient data are

systems, to counter cyber threats.

address risk management for healthcare

being generated, stored and shared

Added to this, advancing artificial intelligence

devices and systems. IEC also works

in different healthcare systems. AI

(AI) technologies are being incorporated

on conformity assessment, including

algorithms could be used in a number

into more systems and products. Using

testing and global certification schemes

of situations, including for detecting and

analytics algorithms, machines are able

for electrotechnical equipment and

diagnosing diverse health conditions,

to learn intelligent (human-like) behaviour

components.

and replacing doctors and specialists in

from the huge amounts of data they gather,

intensive care units. We examine critical

gaining useful insights which can enhance

In this issue, we look at how standards

challenges, such as ethics, regulations,

the user experience.

contribute towards cyber security for some

privacy and algorithm bias, and how IEC

of these industries, for example what it

standardization efforts already underway

Intelligent systems are making cities,

takes to protect complex supply chains

for the entire AI ecosystem, will address

transport and critical energy infrastructure

in terms of security and interoperability,

these and other issues.
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Aviation safety requires a holistic,
systems-based approach
Protecting the aviation industry from physical and cyber threats is challenging
By Morand Fachot

Keeping the aviation industry safe and secure from
physical and cyber attacks and other risks linked
to potential information and operational technology
(IT and OT) issues is of utmost importance, but
presents more challenges than do most other
sectors.

Aviation is a highly important economic

access to critical assets such as

sector with an impact (direct, indirect,

aircraft (for maintenance, refuelling,

induced and linked to tourism) estimated

baggage handling, etc.), air traffic

at some USD 2 200 billion, equivalent to

management and control (ATM/

3.5% of global gross domestic product.

ATC) installations, IT systems,

The safety record of commercial aviation

security clearance of passengers and

is excellent: it transported some four billion

their luggage and freight handling,

passengers in 2017 without incurring a

to name but a few. Airports also

single casualty. The industry covers

derive significant revenues from

commercial (passengers), business, freight

non-aviation sources such as retail

and courier aviation. Each carries with

concessions for shops, restaurants,

The aviation industry includes many

it issues that require different levels of

and so on. These add to the large

domains, assets and interests that must

protection.

number of people working overall in

Multiple domains need to take a
systems-based approach to protection

ATM and ATC installations are

All-inclusive approach needed

be protected from a wide range of risks
and threats. Some of these are linked
to technology shortcomings such as

airports.
located mainly within airports, but
can now also be found at remote

software glitches, equipment or control
systems failures; others, like cyber attacks,

As well as aircraft, the aviation industry

locations, a move made possible by

which may exploit known weaknesses,

covers multiple domains that are linked to:

digitization. As early as 2015, flights
to Ornskoldsvik airport in Sweden

are deliberate. The industry also faces
risks of a physical nature, essentially from

Physical infrastructure located at

were controlled from a tower located

terrorism, which have been the focus of

airports. This includes aviation-

some 180 km away at another

protective measures for decades.

related activities and a wide range

airport. The introduction of these

of services, some connected to

remote towers is becoming more

A holistic approach that addresses all

critical physical security issues,

common and allows ATC staff to

possible physical and other threats, and

which requires granting access to a

oversee traffic from another location.

which includes IT and OT issues, is vital

very large number of staff. Airports

It was announced in 2017 that

for ensuring people (passengers and

can occupy vast areas and employ

London City airport would become

crews) and costly assets are afforded

tens of thousands of employees, as

the first in the UK to use a remote

the maximum protection possible,

does London Heathrow (over 76 000

tower as its primary control facility.

for safeguarding business continuity,

people work there). It is essential

maintaining resilience and, when possible,

that only vetted individuals have

ensuring recovery. It must involve all

access to certain designated areas.

stakeholders, such as industry trade

For obvious reasons of security,

Until recently, protecting air travel from

bodies, airports and airline operators.

these include granting proximity or

external security risks predominantly
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eGates for biometric passports to control passengers arriving at Heathrow airport (Photo: Heathrow Airport Limited)

concerned physical threats. This has

caused electronic flight bags used

a longer runway.

now evolved to include a broader range

by American Airlines crews to fail,

Control system errors. A computer

of risks (and threats), some linked to

grounding multiple aircraft in April

failure in April 2018 at Eurocontrol,

technology, others to deliberate cyber

2015.

the Brussels-based agency

attacks targeting IT and OT systems and

Hardware failures or software

coordinating Europe’s air traffic

attacks carried out by different actors for

glitches, such as those from Pitot

control operators, resulted in around

a variety of reasons.

tubes or angle of attack probes,

half of the 29 500 flights scheduled

which have caused at least two

for that period in the European zone

Risks facing aircraft and flights may be

crashes (Air France AF 447 May

facing delays.

linked to technology. These include:

2009, Lion Air JT610 October 2018)
after returning erroneous data to

Cyber vulnerabilities

The gradual introduction of so-called

automatic flight control systems,

electronic flight bags, the size of a

affecting their operation and leading

The European Aviation Safety Agency

laptop computer or tablet, to replace

to incorrect reactions by pilots which

estimates that some 1 000 cyber attacks

the traditional carry-on flight bags

resulted in these crashes. The use

target aviation systems worldwide each

containing aircraft operating manual,

of electronic flight bags may also

month.

flight-crew operating manual,

present risks, as was the case

navigational charts and other paper

when an airliner carrying some 165

A May 2018 UK Department of Transport

documents. They have improved

passengers and crew nearly overshot

Aviation Cyber Security Strategy

efficiency, as they can be updated

the runway at London Luton airport

report stresses that “it is not a matter

in real time. However they present

after data corrections entered by the

of if but when cyber-attacks or system

some risks, as was shown when an

pilot were incorrectly reported by the

compromises are perpetrated against or

iPad software and connectivity issue

software, indicating the existence of

impact upon the aviation sector”. There
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have already been cases of such attacks.

distributed denial of service (DDoS)

Communication systems to ground

A study by the Florida Institute of

attack on the flight operations system

control through data-links used to

Technology (Florida Tech) lists the following

of Poland’s LOT carrier at its main hub

send two-way information between

as aviation industry elements potentially

in Warsaw airport. The attack led to the

aircraft and ATC when an aircraft

vulnerable to cyber attacks:

cancellation of 22 flights, leaving some

is too far away to make voice

1 400 passengers stranded.

radio communication and radar

Access, departure and passport

observations possible

control systems

Airports and ATM/ATC operations rely

Inboard WiFi and entertainment

Cargo handling and shipping

heavily on a range of industrial control

systems which may be used to

Flight management systems

systems (ICS) to operate efficiently.

display false or alarming messages

Flight traffic management

ICS integrate IT and OT. OT systems

to passengers and crews

Hazardous materials transportation

are often the most vulnerable as they

On-board computer and navigation

incorporate commercial off-the-shelf

A US Department of Homeland Security

systems

(COTS) components that use IT protocols

official hacked into the systems of a

Reservation systems

(such as Internet Protocol), which can

Boeing 757 passenger aircraft parked

more easily become targets of cyber

at Atlantic City airport, New Jersey, in

Cyber threats (such as ransomware and

attacks than better-protected IT systems.

September 2016. This was “a remote,

viruses) targeting other sectors may also

ICS are central to air cargo handling,

non-cooperative penetration” without

affect the aviation industry. This was the

airfield lighting, fuel distribution, power

insider help or being onboard, using

case with the NotPetya ransomware that

management, heating, ventilation and air

“typical stuff that could get through

saw Ukraine’s Boryspil International Airport

conditioning systems. Any ICS-related

security”. It raises questions about the

in Kiev lose access to its systems in June

incident may affect entire airport facilities.

safety of onboard avionics systems.

Cyber risks to avionics systems are also

Aircraft manufacturers are aware of many

Other instances are the result of deliberate

real. The avionics systems potentially at

of the risks. A panel session on Securing

cyber actions, such as the June 2015

risk include:

the critical supply chain, held at a June

2017.

2018 conference on Managing Cyber Risk
in Critical Infrastructure organized by the
Financial Times and attended by e-tech,
highlighted the steps manufacturers take
to mitigate risks. Airbus Head of cyber
security architecture Dr Kevin Jones
explained that Airbus introduced a number
of measures to protect its supply chain.
These include secure remote access
for suppliers and a certain measure of
access segregation, a full audit of the
Airbus production facilities and those
of its suppliers and the identification of
vulnerabilities. Suppliers have to review
their processes and make sure they
meet Airbus standards. Similar practices
are followed by other manufacturers,
Bombardier Chief Information Officer Jeff
Hutchinson noted at the time.

Aviation security covers many aspects including airports and aircraft. Airbus introduced electronic flight
bags (EFB) for pilots in 2012 (Photo: Airbus)
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Thwarting cyber attacks in aviation
Collaboration is required from many organizations to make the flying experience safe and
secure on the ground and in the air
By Morand Fachot

Cyber attacks are carried out by a range of
perpetrators. They include individuals, organized
criminals and state-sponsored entities.
Sometimes their malicious goals are distinct
or overlapping and may include one or more
of the following: extortion, fraud, business or
reputational damage and disruption interfering
with (or taking down) the infrastructures of
companies or states. Actors, like goals, often
span several areas, making identification and
attribution difficult.

Collaboration and information
exchange between stakeholders

of airlines. It has released a cyber
security toolkit, now in its second
version.

Many trade organizations are working

The International Civil Aviation

hard to ensure the safety and security

Organization (ICAO) is a specialized

of the aviation industry. They include the

United Nations (UN) agency set up

following:

in 1944, whose members agreed
on a Civil Aviation Cybersecurity

The International Air Transport

Action Plan in December 2014. ICAO

Association (IATA), created in 1945,

members also reached a number

is a worldwide trade association

of cyber-related resolutions. ICAO

Air traffic controllers at work in the area control centre (Photo: Skyguide)
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organized its “Second high-level

purpose. Its members “exchange a wide

of cybersecurity risk”. For this, the

conference on aviation security“ in

range of information, including on best

‘Framework Core’ refers specifically to

Montreal in November 2018.

practice; the aim is to expand this ISAC to

ISO/IEC 27001 and to standards from the

The Société Internationale de

include service providers, airports, traffic

IEC 62443 series.

Télécommunications Aéronautiques

management, etc. In cyber security one

(SITA) is an air transport IT and

has to manage the whole chain.”

communications provider established
in 1949. It has some 400 members

“As regards air freight,” Buchner added.

that include airlines, airports,

“there is also a multimodal aspect as

aerospace companies, air traffic

it may include maritime, rail and road

management organizations, air

transport operators, so it is important to

freight businesses, governments and

oversee the whole chain.”

A holistic industry-wide
risk management approach
to safety and security is
essential for the aviation
industry.

international organizations and more.
SITA offers cyber security solutions.

Air freight may present also liability

In addition to managing and protecting

The Airports Council International

problems, in particular related to the

from cyber threats, IEC has developed

(ACI), created in 1991, is the global

disclosure of cyber breaches, it is a

many international standards which are

trade body representing all airport

complex issue that may involve several

critical for airport security. For example,

authorities. ACI develops standards,

actors, Buchner said.

for cards and personal identification,

policies and recommended practices
for airports; these include work on
cyber security issues. ACI works

for machine-readable passports,

International standards are central to
aviation security

with ICAO and governments and

machine-readable visas and official travel
documents, and standards for biometrics.
ISO/IEC 24713-2:2008 is an international

presented a joint contribution

All these trade organizations stress the

standard covering “biometric profiles for

(together with IATA) on ‘Vision for

importance of international standards for

interoperability and data interchange”

aviation security at airports’ at the

protecting the aviation industry from cyber

specific to “physical access control for

ICAO November 2018 “Second high-

attacks. For this they refer constantly to

employees at airports”. It covers the

level conference on aviation security”.

ISO/IEC 27001:2013, but also to other

basic biometric functions of enrolment,

In February 2017, the European

standards from the ISO/IEC 27000

verification and identification and includes

Aviation Safety Agency (EASA)

family developed by the IEC and ISO

a database interface.

signed a memorandum of mutual

joint technical committee for information

cooperation (MoC) with the European

technology. Additionally, the IEC 62443

A holistic industry-wide risk management

Union Computer Emergency

series of standards developed for

approach to all safety and security aspects,

Response Team (CERT-EU) for

industrial-process measurement, control

(including physical and cyber security), is

the implementation of a European

and automation, defines procedures

essential for the aviation industry. This

Centre for Cyber Security in Aviation

for implementing electronically-secure

approach requires close cooperation,

(ECCSA), aimed at increasing

industrial automation and control systems

communication and exchange of

collaboration and information sharing

(IACS), and is also mentioned as being

information between all stakeholders and

in cyber security amongst aviation

essential for the protection from cyber

operators, implementation of existing

stakeholders.

threats.

standards and the future adoption of
those under development. When possible,

IATA IT Service Director and Chief

Aviation industry stakeholders also list

and ideally, airports should be secure by

Information Officer, Pascal Buchner,

the US National Institute of Standards

design, with physical and cyber security

told e-tech, at the 7th High-Tech Bridge

and Technology (NIST) Cyber Security

measures incorporated from the design

Geneva Information Security Day (GISD),

Framework for Improving Critical

phase, not added later.

that collaboration and information sharing

Infrastructure, as being vital for cyber

were essential. Buchner explained that

security. The framework gives guidance

a sector-specific Information Sharing

to “identify, protect, detect, respond and

and Analysis Centre (ISAC) that brings

recover” from cyber threats in order “to

together airlines, suppliers and other

provide a high-level, strategic view of the

contributors had been set up for this

lifecycle of an organization’s management
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Healthcare needs doctors and machines
Disruptive technologies bring healthcare improvements but raise new issues
By Antoinette Price

Imagine being able to predict medical conditions
in healthy people and take steps to prevent
them before symptoms develop, or having fully
autonomous systems monitor critical patients in
intensive care units instead of requiring a team
of specialists.

The evolving field of artificial intelligence (AI)
may help realize these predictions sooner
than expected. According to research
by MarketsandMarkets, AI software
and deep learning technologies in the
global healthcare market will be worth
USD 7 988,8 million by 2022.

The key role of standards
The approach to healthcare is changing
rapidly, thanks to the Internet of Things
(IoT), which continues to drive the demand
for services offering more intelligent

Smart healthcare uses AI biomedical algorithm and machine learning to detect pneumonia and cancer
cells in digital X-rays

analytics. As machine learning advances,
there is also a broadening applicability of AI.

ISO. This is the first of its kind to consider

will want to use them. Trustworthiness and

the entire AI ecosystem rather than focusing

related areas such as resiliency, reliability,

In an increasingly digitized world of

on individual technical aspects. Headed by

accuracy, explainability, safety, security

connected devices and intelligent systems,

Wael Diab, a senior director at Huawei, it

and privacy must be considered from a

international standards play a key role in

draws on the breadth of application areas

systems perspective from the get-go.

addressing the ethical, technical, safety

covered in IEC and ISO, with IT and domain

Standardization will need to adopt a broad

and security aspects of the technologies

experts coming from different sectors.

approach to cover the AI technologies and

we encounter in daily life.

consider synergies with analytics, big data,
“Connected products and services such as

Work is already underway in a joint

medical devices and automated healthcare

committee for AI established by IEC and

systems must be safe and secure or no one

IoT and more”, says Diab.
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An apple a day keeps the algorithm
away

specialists. The argument is that this

Maintaining regard for clinical

technique of sifting through big data

experience, so that the human

rapidly could help reduce the time taken

aspect of patient care is not lost

From robotically-assisted surgery, virtual

for patients to be seen by a consultant, and

Maintaining confidentiality as

nursing assistants, dosage error reduction

possibly save a person’s sight, but there are

the dynamics of doctor-patient

and connected devices to image analysis

many hurdles to overcome before trials are

relationships change

and clinical trials, AI technologies already

fully approved.
Find out more by reading the article

play many different roles in the delivery
of healthcare treatments, surgeries
and services. They include improving
diagnostics and helping doctors make
better decisions for patients.
Health insurance is a critical part of the
industry and is also making use of AI. For

Connected products and
services such as medical
devices and automated
healthcare systems must be
safe and secure or no one
will want to use them.

issue.

Looking ahead
Disruptive technologies like artificial
intelligence pose both challenges and
opportunities across all sectors. AI has

example, some software platforms use

already changed many aspects of daily

machine learning to identify and reduce
inefficiencies in the claims management

Eliminating bias from algorithms in this

How safe is AI in the medical context?

life and will continue to have a massive
impact on the lives of people and on entire

process such as fraudulent inaccurate
billing or waste through under-utilization

What happens if we are not in the 94%

of services. Others help patients choose

accuracy group? What if the algorithm

tailored insurance coverage to reduce

developers get it wrong and create biases

The important task of ironing out the many

healthcare costs and assist employers

which impact patients negatively?

ethical questions already raised is vital to
the successful adoption of these innovative

looking for group coverage options.
While it has been acknowledged that

Digitizing healthcare

societies.

technologies.

technology has the potential for improving
patient care greatly, thereby saving costs,

IEC also contributes towards this effort

The personal data of millions of patients

some physicians and scientists are warning

as a founding member of the Open

worldwide is being gathered, stored

the AI community to get their ethics right

Community for Ethics in Autonomous

and shared electronically in healthcare

first. In the healthcare context, errors could

and Intelligent Systems (OCEANIS).

management delivery systems, clinical

potentially harm or be fatal. If this doesn’t

This community provides a space for

research and medical consultations.

happen, we run the risk of introducing

interested organizations from around the

Doctors and researchers alone can’t

automated systems into the mix in a

world to share information and collaborate

leverage all this information to enhance

blind fashion. If errors occur, who will be

on initiatives and programmes, while

patient care, but in a growing number of

accountable: machines or healthcare

enhancing the understanding of the role of

trials, algorithms have successfully mined

professionals?

standards in facilitating innovation.

images in a timely manner, with the result

Recent research by Stanford University,

“Consensus-based international standards

that diverse conditions are detected and

published in the New England Journal of

will play a crucial role in accelerating

diagnosed. Examples include certain

Medicine, raises a number of key issues

adoption of AI technology in industry

cancers, the risk of heart disease and eye-

which need to be addressed thoroughly

application verticals,” says Diab. “End

related conditions.

before rolling out AI into healthcare. They

user societal concerns, ethical and

include:

trustworthiness considerations are being

huge numbers of patient files and medical

For example, AI-powered imaging

discussed and incorporated from the

technology has learned to read thousands

Ensuring that data bias in algorithms

of anonymized complex eye scans and

doesn’t skew results

detected more than 50 eye conditions

Making sure physicians have an

successfully. With an accuracy level of

adequate understanding of how

94%, the algorithms matched or beat

algorithms are developed and don’t

the performance of world-leading eye

over-rely on them
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Keeping kids safe
International Standards help parents navigate the dangers of smart toys
By Natalie Mouyal

With the holidays approaching, many parents
have entered the mad rush to find the perfect gift
for their offspring. And, as a stroll through the toy
section of any department store demonstrates,
the choice is unlimited.

From games and dolls to model cars

Games can serve as educational tools by

and stuffed bears, the toys available do

introducing new skills, such as coding, as

not differ significantly from those used

well as interactive play.

by previous generations apart from one
caveat – the connection to the Internet.

The popularity of toys connected to

Dolls make conversation, stuffed bears

the Internet is growing. According to

send messages and smart watches allow

the market research firm Zion, the

parents to locate their children at all times.

global smart toys market, valued at

Data collected by many smart toys are made available to manufacturers
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In addition to hacking, parents
may also be concerned about
the data collected by many of
these toys.

In addition to hacking, parents may also

and data protection standards, including

be concerned about the data collected by

the well-known ISO/IEC 27000 Standards,

many of these toys and made available

that have been developed by experts in

to manufacturers. Some toys will gather

the joint ISO/IEC subcommittee on IT

data by default and, for many parents, it

security. Specifically, they identify potential

USD 3,87 billion in 2017, is expected

is not clear what data is being collected

risks to data and ensure that organizations

to grow to USD 5,41 billion by 2024.

much less how it is being used. In Europe,

implement the relevant controls to mitigate

And it is not only the purchase of smart

the General Data Protection Regulation

them. They provide not only a complete

toys that is driving the growth. Juniper

(GDPR) places stringent requirements

toolkit and methodology for data security

Research predicts that in-app purchases

on the collection, storage and sharing of

management, but also demonstrate best

will become a key driver for growth within

personal data. However, such regulations

practices from the real world.

smartphone-connected toys.

have not been implemented in other parts
of the world.

But while these toys can bring many
benefits, their safety remains questionable.

To ensure that all of its standards take into
account cyber security issues, the IEC has

International standards can help

Several countries have issued warnings

set up the Advisory Committee on Security
(ACSEC) which provides guidance to all

to consumers about threats to privacy

How much trust can parents place

IEC technical committees in the areas of

and security.

in the ability of a manufacturer to take

information security and data privacy. ASEC

the necessary measures to secure data

not only advises technical committees but

In Germany, government officials banned

and privacy? Ultimately, trust will be the

also follows closely research activities

the sale of a talking doll connected to the

overriding issue in determining whether

and trends in academia. In June 2018,

Internet since it could be hacked easily and

parents can or should buy an Internet-

it published IEC Guide 120 to provide

used to spy on children. The database for

connected device for their child. As a first

guidelines on cyber security issues that

a stuffed animal that can send and receive

step, they will need to educate themselves

should be addressed in IEC publications

audio messages suffered a massive data

about products to determine if the

and how they can be implemented.

breach that exposed millions of messages

manufacturer has put in place sufficient

sent between parents and children. And,

safeguards.

more recently, security researchers found

While toys can never be fully protected
against hacking and privacy invasions, the

that a location-tracking smart watch used

International standards provide a framework

adoption of international standards is an

by thousands of children could be hacked

for gathering, storing and processing

important step in making smart toys safer.

with ease thereby providing access to

sensitive data in the context of different

personal information as well as the ability

regulatory requirements. Manufacturers

to track and listen to the child.

can benefit from the many cyber security

Smart toys can bring unexpected dangers
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The risks of connected lives
Securing devices and data on the internet of things
By Natalie Mouyal

Turn on the radio, set the timer for dinner, turn
down the temperature, switch off the lights. With
the Internet of Things (IoT), all of this is possible
from the comfort of the couch or while sitting on
the bus. As noted by a New York Times journalist,
IoT makes homes, offices and vehicles “smarter,
more measurable and chattier”.

The research firm IoT Analytics

An increasing number of devices in homes are now connected to networks

estimates that in 2018 the total number
of connected devices in use worldwide

in an internet-like structure”. Digital

only applicable to consumer goods but

exceeds 17 billion, of which seven billion

intelligence is added to a physical device,

can also be incorporated into larger

are defined as IoT devices (i.e. excluding

allowing for the merger between the

systems such as buildings, transportation

smartphones, tablets, laptops and fixed

physical and digital worlds.

networks and utility grids. Combined with

line phones). It estimates that the number

the analysis of data, this can ultimately

of IoT devices will reach 21,5 billion by

The phrase internet of things was coined

lead to the emergence of smart buildings,

2025 although Business Insider offers

by a young manager at Procter and

smart factories and smart cities.

even higher estimates, at more than

Gamble, Kevin Ashton, who wanted to

55 million IoT devices in use by 2025.

use RFID tags to better understand his

While individual predictions may vary, the

company’s supply chain and, specifically,

numbers remain high overall.

why a certain colour of lipstick was rarely

Living a parental nightmare, a young

available at his local supermarket. While

mother in New York discovered that a

Ashton concedes that the term internet

complete stranger was talking to her

Defining IoT

Vulnerability of IoT devices

‘for’ things would be more correct,

young son through the video camera in

The internet of things (IoT) refers to any

grammatically speaking, he notes that the

his bedroom. Although she immediately

device that can connect, collect and

“internet ‘of’ things deliberately describes

disconnected the camera, it is unclear

share data within a network. Generally,

something deeper: the interconnectedness

how long this stranger had been watching

it is understood to be a physical object

of all our tools and supplies”.

the family. It could have been someone

that is connected and controlled via the

playing a prank or with malicious

internet. According to IEC Electropedia,

All sorts of devices have been connected

the internet of things is the “link between

to the IoT sphere, from video cameras and

clearly identifiable physical objects (things)

light bulbs to television sets, thermostats

Connected devices like security cameras

and services and a virtual representation

and fitness bands. IoT devices are not

are prime targets for hackers. Like many

intentions.
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connected devices, they have little built-in

can then be sent back to the device

processing sensitive data. Within ISO/

security. In one study, researchers found

manufacturer.

IEC Joint Technical Committee (JTC) 1

two specific models of webcams – with

on information technology, Subcommittee

100,000 units currently in use – could be

It is not clear what happens to this data

(SC) 27 on IT security techniques has

hacked with ease.

and how useful it could be. But the many

developed the ISO/IEC 27000 family of

bits of data taken together can create

standards. It offers a complete toolkit and

These security vulnerabilities can also

a detailed profile of an individual which

methodology for data security management

be exploited as an entry point into a

can then be used for marketing – or

as well as best practices in the areas

wider network. This was the case with a

other – purposes. In a recent speech at

of data security, information exchange,

smart thermostat in a fish tank that cyber

the European Parliament, Tim Cook, the

storage protection and processing.

criminals used to hack into the network

CEO of Apple, noted that “these scraps

of a casino and steal data, including the

of data…each one harmless enough

JTC 1/SC 41, which addresses the

banking details of its customers.

on its own…are carefully assembled,

internet of things, has recently published

synthesized, traded, and sold. Taken to its

its reference architecture. ISO/IEC 30141

The threat posed by IoT devices has

extreme, this process creates an enduring

provides a framework for IoT which serves

been recognized by national governments

digital profile and lets companies know

as a basis from which to develop specific

given that the consequences of hacking

you better than you may know yourself”.

IoT architectures and systems. One of

into a network via an IoT device can be
devastating. Consider a hospital being
forced to shut down or cars that are driven
off the road.
The weak security inherent in IoT devices

the aims of this standard is to protect

In 2018 the total number of
connected devices in use
worldwide exceeds
17 billion.

is due to a number of reasons. These

privacy by ensuring that data cannot be
hacked. According to its Chair, François
Coallier, “it is crucial for users to feel they
can trust IoT systems. Trustworthiness
was one of the key concepts that guided
our work in this document”. SC 41 is

include the use of default passwords

Cook also lauded the European Union for

currently working on two other projects

that can be easily exploited, the lack of

its adoption of the General Data Protection

with trustworthiness as a guiding

a mechanism for software updates and

Regulation (GDPR) which places stringent

principle: a trustworthiness framework

limited hardening to secure the system,

requirements on the collection, storage

and a methodology for implementing

such as the ability to install firewalls or

and sharing of personal data gathered

and maintaining trustworthiness of IoT

disable cookies.

online. The GDPR includes such concepts

systems.

as the individual’s “right to be forgotten” as
Because the cost and complexity of

well as the right to “data portability” which

Because not all risks are technology-

making a device “smart” has decreased

allows the individual to transfer personal

based, the technical staff responsible

significantly, manufacturers can easily offer

data between service providers easily.

for managing data requires training,

“smart” devices. But for manufacturers

knowledge and skills. The work of the

of low-margin appliances, they have little

Elsewhere, regulatory action to protect

Committee on Conformity Assessment

incentive to maintain security. And even

privacy has been limited. According to one

(CASCO) – a joint effort by IEC and ISO – is

fewer will possess the necessary expertise.

academic, Bruce Schneier, the economic

vital to the process of determining whether

and technical incentives of the IoT

an organization meets the requirements

industry are not aligned with the security

related to its technical competence in

and privacy needs of society. It is for this

this area.

Guarding personal privacy
IoT devices collect a significant amount of

reason that he believes that government

data about their users. In a home, this data

regulation and standards are necessary to

In addition, cyber security is the focus of

can include wake-up and sleep times, the

help protect citizens.

the IEC Conformity Assessment Board

films that are watched, the purchases that
are made, and the times when someone

(CAB) Working Group (WG) 17 and the

The need for standards

is – or is not – in the house. Voice-enabled

Certification Management Committee
Task Force of IECEE, the IEC Conformity

assistants are continually monitoring

International standards provide a robust

Asse ssme nt for E le c t rotechni cal

conversations and can potentially record

and reliable framework, based on best

Equipment and Components.

every word spoken in a home. This data

practices for gathering, storing and
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Protecting supply chains against cyber
attacks
Cyber resilience can only be achieved by focusing both on information and operational
technologies
By Mike Mullane

In recent months, a number of international
studies and reports have highlighted an alarming
increase in cyber attacks targeting the supply
chain. One such survey, conducted in the
Americas, Asia and Europe, suggests that in
the past year two thirds of companies have
experienced a cyber attack on their supply chain.

Generally speaking, a supply chain is

interactions with plant operations,

the journey that products and services

employees, customers and shippers,

make from supplier to customer. It is a

among others. It can be difficult to know,

system that encompasses organizations,

let alone control, the security procedures

people, activities, information and

that are in use along the chain.

resources. Supply chains are especially
vulnerable because of their complex

Supply chains are especially vulnerable because of their complex interactions with plant operations, employees, customers and shippers
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Another issue identified by a US Department

in electricity demand or that an overflow

of resources and processes, each of

of Defense report is that security in the

valve opens when a chemical tank is full,

which acts as an acquirer, supplier, or both

manufacturing industry tends to focus on

so as to avoid hazardous substances

to form successive supplier relationships

cloud services, data management and

spilling.

established upon placement of a purchase

other types of information technology (IT),

order, agreement, or other formal sourcing

while overlooking security of the supply

In the past IT and OT had separate

chain, much of which runs on operational

roles. OT teams were used to working

technology (OT). The Pentagon’s primary

with closed systems that relied heavily

A definition of supply chain for smart

concern is of course the American defence

on physical security mechanisms to

manufacturing plants would encompass

industry, but the issues covered in the

ensure integrity. With the emergence of

not only IT but also the OT supply

report apply to all industrial sectors and

the industrial internet of things (IIoT) and

chain. This includes people (developers,

critical infrastructure worldwide.

the integration of physical machines with

suppliers, vendors and staff working on

networked sensors and software, the lines

OT) and processes as well as products:

between the two are blurring. As more and

components and systems central to OT,

Cyber security for IT and OT

agreement”.

more objects connect, communicate and

such as industrial automation and control

The crux of the problem identified in the

interact with each other, there has been a

systems (IACS), and, increasingly, Internet

146-page publication is that cyber security

surge in the number of endpoints and of

of Things (IoT) elements.

programmes are too often IT-led. In reality,

potential ways for cyber criminals to gain

the operational constraints in industry

access to networks and infrastructure

When it comes to protecting the supply

sectors such as manufacturing, as well

systems.

chain, installing secure technology is of

as in others including energy, healthcare
and transport, mean that the approach

crucial importance. Legacy technology

Protecting supply chains

employed in terms of cyber security also
needs to safeguard OT.

is an acute problem, especially when
compromised devices become gateways

This brings us back to supply chains, where

into industrial control or supervisory control

it seems likely that the vast majority of

and data acquisition (SCADA) systems.

The primary focus of IT is data and its

cyber breaches originate. Again, there are

Researchers recently used a fax line to

ability to flow freely and securely. It exists

important differences between IT and OT.

access network devices connected to an

in the virtual world, where data is stored,

all-in-one printer.

retrieved, transmitted and manipulated.

The IT supply chain is defined as consisting

IT is fluid and has many moving parts and

of “a set of organizations with linked sets

gateways, rendering it vulnerable to, and
offering a large basis for a wide variety of
constantly evolving attacks. Defending
against attacks is about safeguarding
every layer as well as continuously
identifying and correcting weaknesses so
as to keep data flowing.
OT, in contrast, belongs to the physical
world. While IT has to safeguard every layer
of the system, OT is about maintaining
control of systems: on or off, closed or
open. OT ensures the correct execution
of all actions. Everything in OT is geared
to the physical movement and control of
devices and processes to keep systems
working as intended, with a primary focus
on security and increased efficiency. For
example, OT helps ensure that a generator
comes online when there is an increase
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The importance of risk management

international standards, which reflect

security. However, it excludes the scope

global best practices

of industrial automation applications

Secure technology only represents part

Apply the appropriate level of

covered by IECEE CMC WG 31.

of the challenge; on its own it will not

conformity assessment – testing

CAB WG 17 also communicates to other

ensure resilience. The safest approach

and certification – against the

industry sectors the generic cyber security

involves understanding and mitigating

requirements

approach taken by IECEE CMC WG 31

risks in order to apply the right protection

and how this may apply to those other

at the appropriate points in the system.

A risk-based systems approach increases

This applies to both IT and OT.

the confidence of all stakeholders by

sectors.

demonstrating not only the use of security

The main task of IECEE CMC WG 31 is

It is vital that this process is very closely

measures based on best practices, but

to “make a unique approach for CA to

aligned with organizational goals because

also that an organization has implemented

the IEC 62443 series”. To this end, it has

mitigation decisions may have a serious

the right measures efficiently and

prepared OD-2061, a guidance Operational

impact on operations. Ideally, the process

effectively.

Document published in June 2018, to

would be based on a systems approach

describe how the conformity assessment
can be handled and applied to certain

the organization.

Standards and CA to protect the supply
chain

Once an organization has understood the

The IEC has developed many standards to

OD-2061 also explains under which

system and identified what is valuable and

protect industrial and critical infrastructure

conditions IECEE Cyber Certificates of

needs most protection, there are three

assets, including broad Standards that

Conformity – Industrial Cyber Security

steps to take in order to deal with the risk

apply to many different situations and

Capability – can be delivered. They are

and consequences of a cyber attack:

specialized Standards, for instance, for

valid only when “signed by an approved

nuclear power plants or healthcare. At

Certification Body (CB) Testing Laboratory

Understand the known threats

the same time, the IEC also works on

and appended to a Certificate issued by a

through threat modelling and risk

conformity assessment (CA) and global

National CB (NCB)”.

assessment

certification schemes through Working

Address the risks and implement

Groups (WGs) set up by its Conformity

Currently these certificates are defined

protection with the help of

Assessment Board (CAB) and by the

for the following assessments, each

Certification Management Committee

applying to one or more Standards in the

(CMC) of IECEE, the IEC System for

IEC 62443 series:

that involves stakeholders from throughout

Standards in the IEC 62443 series.

Conformity Assessment Schemes
for Electrotechnical Equipment and

Product capability

Components.

Process capability
Product application of capabilities

In addition to the ISO/IEC 27000 family

Process application of capabilities

of Standards for IT service management

Solution application of capabilities

and the IEC 62443 series of horizontal
publications for industrial communication

Together with IEC cyber-related security

networks and IACS, a number of

standards, the recent introduction of

IEC technical committees (TCs) and

comprehensive CA certification schemes

subcommittees (SCs) have developed

should ensure that systems which rely on

Standards, Technical Specifications (TSs)

industrial communication networks and

and Requirements for specific sectors.

IACS, including supply chains, are better
protected against cyber threats.

IEC CAB has set up WG 17 to investigate
market needs and a timeframe for CA
services (global certification schemes)
for products, services, personnel and
integrated systems in the domain of cyber
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Eliminating bias from algorithms
Eliminating bias from the data used to train algorithms is a key challenge for the future of
machine learning
By Mike Mullane

Wael Diab, who is leading international efforts
to standardize artificial intelligence (AI), has
identified the mitigation of data bias as a priority
challenge for eventual future standards work.
Diab recently told the IEC General Meeting, in
Busan, South Korea, that a broad standardization
approach is necessary.

IEC and ISO set up the joint committee
that Diab chairs a little over six months
ago. It has already formed a working group

IEC White Paper: Artificial intelligence across industries

which is looking into a wide range of issues
related to trustworthiness and related

Diab. Combined with the breadth of

and indicates what kinds of problems

areas such as robustness, resiliency,

application areas covered in IEC and

they typically help to solve. It provides a

reliability, accuracy, safety, security, and

ISO technical committees (TCs), this will

detailed overview of four areas that are

privacy within the context of AI.

provide a comprehensive approach to AI

likely to develop significantly by deploying

standardization with IT and domain experts.

AI technologies: homes, manufacturing,

Leading industry experts believe that

transport and energy.

ensuring trustworthiness from the outset

“The resulting standardization efforts will

is one of the essential aspects that will

not only be fundamental to practitioners

On the issue of data bias, the White Paper

lead to the wide-spread adoption of

but essential to all stakeholders interested

notes that even removing attributes prone

AI. Connected products and services,

in the deployment of AI”, Diab concludes.

to biases from training data (such as race,

whether in a vehicle, smartphone, medical
device or building security system,

gender, sexual orientation or religion) may

White paper

must be safe and secure or no one will

not be enough as other variables may
serve as proxies for bias in the model.

want to use them. The same goes for

At the meeting in Busan, IEC officially

The authors call for further interdisciplinary

critical infrastructure like power plants or

launched a new White Paper on artificial

work to develop more refined approaches

manufacturing sites.

intelligence. The aim of the authors is to

to controlling bias.

help bring clarity as to the current status

Mitigating bias

“One of the unique things about what

of AI and the outlook for its development

IEC and ISO are doing is that we are

in the next five to ten years. The paper

looking at the entire ecosystem and

describes the main systems, techniques

As E.B White reminds us, bias is difficult to

not just one technical aspect,” explains

and algorithms that are in use today

avoid. He is perhaps best known nowadays
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as the author of children’s books, including

women shop and cook, while men work in

doctor. An algorithm must be able to take

‘Stuart Little’ and ‘Charlotte’s Web’, but

offices and factories. This kind of problem

all of the variables into account in order to

he also was a regular contributor to the

usually occurs when the scientists who

make an accurate prognosis.

‘The New Yorker’ magazine and the co-

train the data unwittingly introduce their

author of one of the best known and

own prejudices into their work.

Algorithmic bias

Sampling bias

Algorithmic bias is what happens when

most influential writing style guides. In
the context of bias, White claimed there

a machine learning system reflects the

was no such thing as objectivity: “I have
yet to see a piece of writing, political or

Biases can also occur when a sample

values of the people who developed or

non-political, that does not have a slant,”

is collected in such a way that some

trained it. For example, confirmation bias

he said. “All writing slants the way a writer

members of the intended statistical

may be built into an algorithm if the aim,

leans, and no man is born perpendicular.”

population are less likely to be included

whether intentional or unintentional, is

than others. In other words, the data used

to prove an assumption or opinion. This

Bias is a fact of life in machine learning.

to train a model does not accurately reflect

might happen in a business, journalistic, or

In data science, it usually refers to a

the environment in which it will operate.

political environment, for example.

deviation from expectation, or an error

A sampling bias could be introduced, for

There have been several high profile cases

in the data, but there is more to bias

instance, if an algorithm used for medical

of algorithmic bias related to social media

than that. We are all conditioned by our

diagnosis is trained only on data from one

and search engines and even in the field

environments and experiences — “no man

population. Similarly, if an algorithm meant

corporate recruitment.

is born perpendicular” — and carry with us

to operate self-driving vehicles all year

different kinds of social, political or values-

round is trained only on data collected

based baggage. Sometimes our horizons

during the summer months, falling

are not as broad as we would like to think

snowflakes might confuse the system.

In addition to the joint committee with ISO
on AI, IEC is a founder member of the Open

and as a result, the vast volumes of data
used to train algorithms are not always

OCEANIS

Systematic value distortion

Community for Ethics in Autonomous and
Intelligent Systems (OCEANIS). It brings

sufficiently diverse or variegated. More
often than not there is actual human bias

Systematic value distortion occurs when

together standardization organizations

in data or algorithms.

the true value of a measurement is

from around the world with the aim of

systematically overstated or understated.

enhancing awareness about the role of

The good news is that bias in machine

This kind of error usually occurs when

Standards in facilitating innovation and

learning can be detected and mitigated

there is a problem with the device or

addressing issues related to ethics and

quite easily. The bad news is that it can

process used to make the measurements.

values.

algorithms are making decisions in order

On a relatively simple level, measurement

It is vital that machines continue to follow

to solve the problems, as more often than

errors might occur if training data is

human logic and values, while avoiding

not algorithms operate within a “black box”.

captured on a camera that filters out

human bias, as they replace people in some

some colours. Often the problem is more

decision-making processes. International

complex.

standards offer an answer to many of

be difficult to get to the bottom of how

There are four common types of bias

the concerns. Creating consensus-based

related to machine learning.
In healthcare, for instance, it is difficult

standards means opening the ‘black box’

to implement a uniform process for

to provide the transparency needed to

measuring patient data from electronic

ensure the quality of the data used. The

Algorithms are only as good as their

records. Even superficially similar records

standardization process will also require

developers. As ‘The New Scientist’

may be difficult to compare. This is

understanding and taking steps to mitigate

reports, machine learning is prone to

because a diagnosis usually requires

the impact of potential biases resulting

amplify sexist and racist bias from the real

interpreting test results and making several

from algorithms. Above all, standardization

world. We see this, for example, in image

judgements at different stages in the

will increase knowledge about the way

recognition software that fails to identify

progression of a disease, with the timing

algorithms are built and operate, making

non-white faces correctly. Similarly, biased

of the initial decision depending on when

it easier for the victims of bias to challenge

data samples can teach machines that

a patient first felt unwell enough to see a

data-supported decisions.

Stereotype bias
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How secure is your medical device?
Technology advances and the rising awareness of fitness are driving the smart medical
devices industry
By Antoinette Price

In 2007, when cautious doctors replaced a
former US Vice President’s heart defibrillator,
a battery-powered device placed under the
skin to monitor heart rate, they modified it so it
couldn’t be hacked by terrorists, by having the
manufacturer disable the wireless feature.

by 2025, according to a report by Grand

Michael Appel, certified anaesthesiologist

View Research. Manufacturers must

and Chief Patient Safety Officer for

ensure these devices remain secure

Northeast Georgia Health System, leads

from cyber threats for user safety, while

IEC work in this area and discusses the

maintaining the privacy of all the personal

evolving challenges of the medical industry,

data they gather, store and share with

which must follow a growing number of

other healthcare services and providers.

regulations for safety and security aspects
of medical equipment and systems.

The role of standards
A booming industry

“Cyber threats and personal data privacy
Since 1968, IEC has been developing

are the most essential questions that need

The development of connected portable

international standards for safety and

to be answered. In the US, very strong

medical devices, wearables and apps,

performance of electrical equipment used

privacy laws, and laws like the GDPR in

and implants is booming, thanks to the

in medical practice. The IEC 60601 series

the EU, could hinder the collection of such

advent of the Internet of Things (IoT),

covers a wide spectrum of devices, systems

large amounts of data. This will have to

connected technology and advances in

and domains. The standards are developed

be overcome, and the other big question

artificial intelligence (AI).

by experts from the medical professions,

which needs answering is: who owns the

industry, healthcare establishments, the

data gathered by these devices?”

The global smart medical devices market

information technology and software

is expected to reach USD 24,46 billion

worlds and regulatory bodies.

IEC develops international standards to ensure safety and data privacy in healthcare devices and systems
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From transport and accommodation,
to storage and distribution of goods,
technology companies are changing the
way diverse industries operate, thanks to

Cyber threats and personal
data privacy are the most
essential questions that
need to be answered.

software, emphasizing the specific roles
and obligations related to regulated
medical devices, health software and the
systems that incorporate health software

innovative software platforms, which offer

and medical devices among the involved

new ways of doing business.

stakeholders.
They also improve quality of life, from

“If we’re not more nimble, new players

hearing aids, apps for the visually impaired

“Publications produced will embrace new

will enter the industry, disrupt it, and do

and pace makers, to orthopaedic implants

solutions, but be independent of specific

what is demanded by the market. Already

and continuous glucose monitoring

technologies. Some areas being covered

there is talk of a shake up in the entire

devices, which check glucose readings

are new ‘fog’ and ‘cloud’ architectures and

medical device and healthcare delivery

in real-time and enhance the treatment of

applications in the field of digital health,

world by entities not classically considered

certain forms of diabetes.

artificial intelligence and data analytics. We

“healthcare companies”. These big tech

also expect to carry out another strategic

companies will figure out a way to use the

Other rapidly evolving AI technologies

analysis of the requirements of new

data within what is traditionally considered

such as algorithms help doctors improve

technologies – notably AI and analytics by

the realm of healthcare, so unless we

diagnostics and treatments and could

the end of the first quarter in 2019”.

acknowledge that there is a revolution

be used in intensive care units, to run

unfolding before our very eyes and adapt

fully autonomous systems which monitor

to it, it will happen anyway”.

critical patients, thereby replacing teams

Creating trust through testing and
certification

of specialists.

Evolving global demographics
World demographics are changing. By

People will be reluctant to use medical

Ensuring data privacy, security and
safety in a connected world

2050, people aged 60 are expected to

technology unless they know it is safe and
their personal medical data and records
remain private. One way to address this is

number nearly 2,1 billion worldwide, and

When it comes to data, it doesn’t get more

those aged 60 or over to outnumber

personal than medical. In our connected

children under 10 by 2030, according to

world, if the security of smart medical

IECEE, the IEC System of Conformity

a report by the United Nations.

devices is compromised, it could be fatal

Assessment Schemes for Electrotechnical

for users.

Equipment and Components, ensures

Aging populations, decreasing fertility rates,

through testing and certification.

that electrical and electronic devices and

increased life expectancy and a growing

Against this backdrop, IEC 80001 series

equipment meet expectations in terms of

prevalence of chronic diseases, represent

of publications developed developed for

performance, safety, reliability and other

major challenges for governments, who

the application of risk management for IT

criteria by testing and certifying these

must implement policies to address the

networks incorporating medical devices,

against international standards developed

needs of older people, including housing,

also offers guidance for the disclosure and

by IEC.

employment, social protection and

communication of medical device security

healthcare.

needs, risks and controls.

Medtech is a vital part of the
healthcare solution

The standards can be used by medical

– doctors, nurses and technicians, for

device manufacturers and also support

instance – and maintenance personnel.

The System also covers risks to patients,
those who operate the equipment

healthcare delivery organizations with the
Medical devices play an increasingly

risk management of IT-networks with one

As the number of smart medical devices

important role in alleviating overstressed

or more wireless links.

continues to grow, both the IEC Conformity

healthcare services, by reducing the

Assessment Board (CAB) and IECEE have

amount of doctor visits and saving costs.

Georg Heidenreich, coordinates Technical

broadened their scope to include activities

For example, patients can monitor their

Regulations and Standardization at

related to cybersecurity for the medical

vitals in real time and send this information

Siemens Healthcare and leads the IEC/

industry, to ensure user safety from

to their healthcare providers, who decide if

ISO group working specifically on safety,

potential cyber threats and data privacy.

treatment is necessary.

security and effectiveness of health
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Technical committees

How to get your motor going
Energy efficiency is a key driver for electric motor related standards
By Catherine Bischofberger

One of the earliest IEC technical committees
(TCs) prepares the future for electric motors
and generators.

from an energy efficiency point of view”,

measurement over recent years, that

he explains. Another important standard is

chapter is about to be closed, according to

IEC 60034-1, which measures the ratings

Doppelbauer. “Most of the standardization

and performance of rotating electrical

work on the energy efficiency of motors is

machines. A new 226-page edition of the

completed. We are planning to issue an

document was published in 2017.

energy efficiency guide for motors, but

What do conveyor belts, water pumps

once that document has been published

and elevators have in common? All are

While much of the work has been devoted

we will turn our focus to maintenance”,

powered by electric motors. Motors were

to energy efficiency classification and

he comments.

arguably one of the key drivers of the
Industrial Revolution and they remain
indispensable today. One of the first IEC
TCs founded in 1911 began work on
rotating machinery. It is still as active as
ever and has led the way in helping to
improve the energy efficiency of these
invaluable devices through its publication
of international standards and technical
specifications (TS) relating to generators
and motors of all sizes.

Key standards on energy efficiency
For example, the IEC 60034 series
of international standards is widely
used around the world. Regulators, in
particular, have taken up the system that
ranks motors according to their efficiency
classes. Martin Doppelbauer, who is Chair
of the TC, has led the work on efficiency
classes, which specifies the energy
efficiency of motors: “One of the standards
we developed is IEC 60034-30-1, which
includes an efficiency classification for
standard industrial motors. This enables
different types of motors to be compared
24
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Conveyor belts would not function without electric motors (Photo: Florstein Wikimedia Commons)

Technical committees

Maintenance is crucial

and use them, they need to be kept up

Doppelbauer. The TC already liaises with

to date with the most recent technologies

ISO in the area of internal combustion

Maintaining standards is another key task.

and developments. We have a very

engines, pumps, and condition monitoring

Ten maintenance teams deal with aspects

active number of participating countries

and diagnostics of machine systems.

as varied as noise emission (IEC 60034-9),

(32) although we would welcome

synchronous generators (IEC 60034-3)

more involvement from some large

In the future, there will be greater

and vibration (IEC 60034-14). Some of

manufacturing countries like Brazil and

cooperation with the IEC TC which covers

the Standards, published in the 1970s, are

India.”

the overall system aspects of electricity

still in use today. In relation to IEC 60413,
which establishes test procedures for
determining the physical properties of

supply systems. This will include, for

More work with ISO further down the
line

brush materials for electrical machines

instance, developing publications relating
to the connection and integration of
generators with the grid.

Doppelbauer remarks, “We are planning

A new focus area in the coming years will

a new edition of this standard, which has

be for motor driven systems that include

“We are looking at power generators which

been prompted by market requirements.

power electronics. A liaison has been

work in an environment strongly impacted

We work from the bottom up and are

established with the IEC subcommittee

by renewable energy systems. One of the

very receptive to demands coming from

for adjustable speed electric drive

issues is how to adapt these generators

various users.”

systems incorporating semiconductor

to fluctuating energy sources like wind and

power converters, in order to facilitate the

solar”, Doppelbauer explains. Additionally

preparation of standards in that area.

a liaison group has been formed with

Doppelbauer expands on the membership
of his technical committee: “We have a

the European Environmental Citizens

high number of observer countries (17)

There is also planning for collaboration

Organisation for Standardisation (ECOS),

because not all of them manufacture

with ISO on the very specific topic of

with those same issues in mind.

electric motors. However, as they buy

auxiliary energy generators, according to
Last but not least, work with other
IEC TCs covers the areas of equipment
for explosive atmospheres, winding
wires, and evaluation and qualification of
electrical insulating materials and systems.
Looking ahead, some of the 14
publications in the pipeline include,
the first edition of IEC 60034-33 and
specifying the technical requirements for
hydro generators or the second edition
of IEC 60034-2-3, which establishes the
test methods for determining losses and
efficiency of converter-fed Alternative
Current (AC) motors.
The technical committee for rotating
machinery has contributed widely to
the world as we know it today. It’s work
remains relevant as it prepares for a future
in which renewable energy systems will
be widespread and sensors will be used
in devices we would never even have
thought of, as recently as couple of years
ago.
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Conformity assessment

Asian financial institutions sign MoU
supporting IECRE conformity assessment
Growing investment in renewables requires industry to ensure its equipment and systems
are safe, reliable and durable
By Antoinette Price

“IECRE certification will de-risk the investments
of financial institutions in large renewable energy
projects at insignificant cost”, according to Sandy
Butterfield, Chair of IECRE, who talked about the
benefits of the conformity assessment system at
a promotional event held during the China Wind
Power 2018 event. “Financial investors benefit
the most from IECRE certification, yet of all the
state holders, they are probably the least aware
of the benefits”, Butterfield added.

Huang Yutong from China General
Certification Center (CGC) also presented,
explaining why IECRE was established, its

Financial institutions attend IECRE promotion event during China Wind Power 2018 event

About IECRE

role and the value of certification, which

Memorandum of Understanding (MoU)

guarantees consistency with consensus-

in support of the development of IECRE

based IEC International Standards.

System and in recognition of IECRE

IECRE, the IEC System for Certification

certificates and reports.

to Standards Relating to Equipment for
Use in Renewable Energy Applications,

Attended by 13 financial institutions,
including banks, insurance and leasing

The aim of the MoU is to outline areas

was created in recognition that the ever-

companies, the session enabled

of cooperation among the parties, such

increasing demand for electricity and the

constructive discussions and for attendees

as communication and supporting

need to address the specific requirements

to express their requirements for large-

development of the IECRE system,

of the RE sector. The System aims to

scale RE investments.

in order to build collaboration among

facilitate international trade in equipment

IECRE, certification bodies and financial

and services for use in RE in the marine,

Financial institutions recognize that

institutions and to consider endorsing

solar PV and wind energy sectors, while

harmonized standards and certification

IECRE certificates and reports as a proof

maintaining the required level of safety. It will

contribute to a more transparent and

of qualification.

cover products, services and personnel, to

efficient certification environment for all
stakeholders. Following the presentations,
several Chinese financial institutions
and two certification organizations (one
Chinese and one American) signed a

26
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provide testing, inspection and certification.

Conformity assessment

A lifetime of Ex-perience
Interview with Prof Dr-Ing Thorsten Arnhold, IECEx Chair
By Claire Marchand

In an interview with e-tech, IECEx Chair Prof DrIng Thorsten Arnhold speaks about his lifelong
involvement in the Ex sector and in IECEx.

the company’s first QMS for explosion

Vice President of Product Management

protection (based on ISO 9001). At the

and Marketing. He is currently Chief

time, Stahl had two different branches:

Technology Officer (CTO).

large lifting devices such as cranes
and hoists, and explosion-protected

First steps in standardization

equipment, for example, interface

Early days

products for process information, HMIs,

Very early on, Arnhold was involved in

low voltage components and systems,

standardization. In 1995 he met Michel

Thorsten Arnhold was born in Berlin, six

and the whole range of light fittings

Brénon – a key player in IEC Conformity

months before the Berlin Wall was erected.

to name a few. Since 1997, Stahl has

Assessment through the IEC Conformity

“On the wrong side of it” he adds with a

concentrated its operations on the latter.

Assessment Board (CAB) and three

smile. His mother was working and often

of the CA Systems (IECEE, IECEx and

travelling, so he moved to Dresden, to stay

Over the years at Stahl, Arnhold has had

IECQ) – who was then at CENELEC, the

with his grandparents. He obtained his

different positions, including Head of the

European Committee for Electrotechnical

PhD in microelectronic technology from

Design and Marketing Department and

Standardization. They met in Brussels

Dresden Technical University.
After the fall of the Wall in November 1989,
Arnhold moved to Braunschweig, to work
in quality management at Commodore
International, an American/Canadian
company which helped develop the
home personal computer industry in the
1970s and 1980s, and famous notably
for the Amiga computer. He stayed there
around three years, as the first quality
management systems (QMSs) were
emerging. He and his team established the
first QMS in Europe and in Hong Kong at
the Commodore main production facility.

Joining Stahl
In 1992, Arnhold joined R. Stahl as
quality manager. As such, he set-up

Thorsten Arnhold (left) with CAB Chair Shawn Paulsen during IEC Thomas A. Edison Award ceremony
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Conformity assessment

where CENELEC was working on a project

Becoming Chair

to develop a European standard for QMS

The service facilities scheme is equally
valued by regulators and industry. Arnhold

in explosion protection, needed for ATEX,

Arnhold has enjoyed working with

remarks that “many companies outsource

which resulted in ISO/IEC 80079-34,

people from different countries and the

these auxiliary but important activities such

Explosive atmospheres - Part 34:

international exposure IECEx chair has

as installation, inspection, repair, overhaul

Application of quality management

offered him. “We – the IECEx secretariat

and maintenance to specialized outfits,

systems for Ex Product manufacture.

people and all who have a role in the

knowing that these are IECEx-certified

System – form a close group. We have,

facilities and that their workers have the

Brénon asked Arnhold whether he would

most of the time, the same motivations,

skills and competence to operate in Ex

like to become convenor of the project,

objectives and targets. For me it’s the

environments. This is a definite plus that

which he accepted.

best way of being global. To be global, you

adds value and brings confidence.”

need solid foundations – sharing points

Country representation

Because it attracted much interest in

of views, goals, friendship even – and

and outside the European Union (EU),

that’s what we have in IECEx.” He adds

the decision was made, under the

that “chairing such a group is not always

Arnhold’s only regret is that the number

Dresden Agreement (predecessor of

easy, but I have received great support

of member countries in IECEx hasn’t

the current IEC and CENELEC Frankfurt

from Chris Agius, the IECEx Executive

increased significantly. “When I started,

Agreement) to increase harmonization

Secretary, and his team.”

we had 30 countries, and today 33.
I would have expected more, but I’m

between international and European
standards, to move the standard to IEC

Taking stock

confident this will change. IECEx is the
only international CA System that offers a

Technical Committee (TC 31: Equipment
for explosive atmospheres. This is how

Valued by regulators around the world,

certificate of personnel competence and

Arnhold also became involved in IEC

the recognized training provider (RTP)

a certified service facilities scheme. Many

standardization work, as a member of the

programme, launched a few years ago, has

countries may not have Ex industries, but

TC 31 maintenance team responsible for

met with great success. The programme

they often have service providers. We

ISO/IEC 80079-34.

assists applicants in their preparation for

need to convince them that participating

the certificate of personal competence

in IECEx would be beneficial for them.”

Logical move to IECEx

(CoPC). The RTPs provide candidates
with knowledge and understanding of the

As IECEx Chair, Arnhold has actively

His work in standardization for Ex areas

terminology and protection concepts for

promoted the System at major regional and

led to the next logical step: IECEx,

electrical and non-electrical equipment

international events. He speaks regularly

the IEC System for Certification to

used in explosive atmospheres, based on

at the annual HazardEx conference, and

Standards Relating to Equipment for

the IEC 60079 and the ISO/IEC 80079

writes a bimonthly column in HazardEx

Use in Explosive Atmospheres. Arnhold

series of international standards prepared

magazine. He also received the IEC

was head of the German delegation to

by TC 31 and its subcommittees.

Thomas A. Edison Award during the 2018

the IECEx annual meetings in Denver,

They cover theoretical and practical

General Meeting in Busan, Republic of

Colorado, US in September 2007, a role

assessments and assist candidates in

Korea.

he kept until 2014.

selecting and preparing for the relevant
units of competence. “We have now more

Bringing young professionals onboard

While it was unusual, for someone from

than 2 200 certified persons. Korea and

industry to hold such a position, the IEC

Malaysia have the greatest number of

In addition to activities at Stahl and IECEx,

Masterplan issued in 2011 advocated a

CoPCs. They have recognized the value

he lectures at two German universities, in

stronger representation and involvement

and the benefits of the programme. In

Jena on strategic management for small

from industry. Arnhold was encouraged to

Germany also, where we are proud of

and medium enterprises and Heilbronn on

apply for the position of Chair, which was

our own skilled-worker programmes, an

basics of safety in explosion protection.

bestowed on him in 2014.

increasing number of people active in Ex

“It is important for SMEs to be able to hire

sectors are seeking obtainment of the

young professionals. I am proud to say

CoPC.”

that, through my lectures, two very good
young engineers have joined Stahl.”
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Join the discussion!
Launch of the IECQ Avionics Users Forum
By Claire Marchand

In 2018, IECQ, the IEC Quality Assessment
System for Electronic Components, held its
annual meetings in October, in conjunction
with the 82nd IEC General Meeting in Busan,
Republic of Korea. One of the highlights of the
week-long events was the official launch of the
IECQ Avionics Users Forum (AUF), a discussion
platform that aims to bring together professionals
working in the avionics field as well as in
counterfeit avoidance.

Long-time involvement

Avionics Users Forum is an additional
service offering of the IECQ that provides

IECQ has run the IECQ aerospace,

several technical forums dedicated to

defense and high performance (ADHP)

specific issues pertaining to the avionics

component management scheme

industry sector, a result of the cooperation

(IECQ ADHP) and the IECQ counterfeit

between IECQ and STACK International.

avoidance programme (IECQ AP-CAP) for
several years. In 2018, as a complement

The decision to set up the AUF was made

to the schemes, the IECQ Management

at the IECQ MC meeting in May 2017, in

Committee (MC) established a discussion

preparation for the transfer of technical

forum for the avionics community. The

committee activities from non-profit

Lighting also plays a major part in avionics (Photo: Collins Aerospace)
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–

IECQ AC-AQP (Automotive

subscription-based STACK International,

TF 1: Audit programmes

with which IECQ had been cooperating

TF 2: Harmonization standards

for many years. STACK International, a

TF 4: Electronic Component

consortium of defense and aerospace

Management Plan (ECMP) and

peers “committed to sharing experience,

Commercial off-the-shelf (COTS)

market intelligence, emerging initiatives

assemblies, including uprating

and best practices to optimize supply

TF 5: Lead-free/REACH

chain excellence and mitigate risk”,

TF 6: Anti-counterfeit/obsolescence

IECQ Avionics – IECQ ADHP

terminated its operations in December

management

(Aerospace, Defense, and High

2017.

TF 8: Microcircuits, diodes,

Performance)

transistors, passive and

IECQ HSPM (Hazardous Substances

semiconductor wear-out

Process Management)

Interactive tool

Qualification Programme)
–

IECQ Scheme for LED Lighting
(LED components, assemblies
and systems)

–

IECQ AC-TC (Technology
Certification)

TF 9: LED lighting

IECQ ITL (Independent Testing

The objective of the forum is to discuss

TF 11: Atmospheric single-event

Laboratory)

relevant industry standards and their

effect (SEE) radiation

The System provides a single process

audit programmes, with the aim of

TF 12: Mechanical parts

of qualifying certification bodies (CBs)

providing technical assistance, technical

capable of issuing IECQ certificates as

benchmarking activities, information

TF 2, the harmonization forum, may have

well as a single set of standard operating

on new technical issues and greater

additional discussions on standards

rules and procedures that must be

clarity to the user community. It also

strategy and consider appropriate

adopted by all TLs and CBs.

provides comments and advice back

common wording for other external

into the relevant standards committees,

committees outside IECQ.

qualified CBs are publicly available in one

in particular IEC Technical Committee
(TC) 107: Process management for

If you are interested, please visit

avionics, and the IECQ ADHP component

iecqhub.org to register and participate in

management scheme.

the different technical forums.

Valuable support

About IECQ

AUF does not publish any standards

IECQ is a worldwide approval and

or audit schemes but provides the

certification system that covers the

framework for information exchange

supply, assembly, associated materials

between members and may make

and processes of a large variety of

recommendations and offer standardized

electrotechnical products that are used

wording to other committees.

in millions of devices and systems. The
IECQ System provides manufacturers

Members are typically avionics original

with independent verification that

equipment manufacturers (OEMs) and

component specifications – relevant

their subcontractors although regulators

IEC International Standards and other

and air-framers can attend select

manufacturing specifications – are met by

technical forums pending AUF approval.

suppliers who hold an IECQ certification.

Forum membership is international and

IECQ operates industry-specific

participation from all areas of the globe

certification schemes:

is actively encouraged to provide a
balance.

IECQ AP (Approved Process)
–

As stated above, AUF oversees and
manages a series of topic-specific
technical forums (TFs) on:

30
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IECQ certificates issued by all IECQ-

IECQ AP-CAP (Counterfeit
Avoidance Programme)

IECQ AC (Approved Component)

location only, the official IECQ website.

In store

Clean bill of health
Setting the safety requirements for in vitro diagnostic devices
By Catherine Bischofberger

A new edition (IEC 61010-2-101) of a bestselling international standard fills a gap and
meets manufacturer requirements for the
safety of medical equipment. There is no other
equivalent.

techniques used to analyze biological
markers in the individual’s genetic code.
These tests are increasingly used by
oncologists, for instance.
Health and safety go hand in hand:
hospitals and labs, in particular, have

Ahead of the game

to make sure they comply with the
strictest safety regulations. IEC prepares

The market for in vitro diagnostic (IVD)

international standards for the safety

devices is on an upward trend, driven by

of measuring, control and laboratory

an ageing population and rising rates of

equipment, which among other things,

obesity and chronic disease. According

apply to laboratory equipment used in

to research consultancy GlobalData

the analysis, handling and preparation

Healthcare, the market is expected to

of materials. These specifications apply

generate revenues of USD 69 billion by

to areas such as research, medicine,

2024. The demand for self-testing kits

industry, education and environmental

is a case in point. These IVD appliances

monitoring.

Holger Pufahl is Convenor of IEC TC66/MT 10
which led the work on the new edition of
IEC 61010-2-101

are used for the in vitro examination of
specimens derived from the human body

“Many IVD device manufacturers are

These publications are part of the wider

to provide information for diagnostic,

medium-sized companies which spend a

IEC 61010 series of standards which

monitoring or compatibility purposes.

lot of money to develop the right medical

specifies safety requirements for electrical

equipment and make sure it is safe. They

and electronic equipment, essentially

“The self-testing devices are mostly used

need to export IVD devices all around the

used for test and measurement purposes.

for monitoring diabetes and have been

world to recoup their initial investment.

This group of safety publications sets out

around for a number of years. But as the

Meeting the standard’s specification is

the procedures for the preparation of

number of people suffering from diabetes

a way of ensuring their products can be

these standards.

is growing around the world, the demand

sold on a worldwide basis”, says Pufahl.

Regulations are a key driver

for these devices is increasing”, says
Holger Pufahl, who led work on the new

The IEC 61010-2 family of standards deals

edition.

specifically with laboratory equipment

A new publication IEC 61010-2-101,

safety. It covers heating and sterilization

brings the specifications for IVD analyzers

New technologies such as molecular

devices, as well as radiation equipment,

up to date, whether they are used for

testing are also driving growth. Molecular

centrifuges and IVD analyzers.

clinical chemistry, immunochemistry,

diagnostics involve a collection of

haematology, microbiology, nucleic acid
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In store

The number of people with diabetes is growing and so is the demand for self-testing kits

probe systems or self-test equipment.

are specific features of in vitro diagnostic

The rise in chronic illnesses will pose

“The reason we initially decided to draft a

medical devices, in particular in terms of

growing challenges for medical facilities,

separate standard for IVD equipment was

risk classification, conformity assessment

whether hospitals or labs. Making sure

to comply with EU legislation. The first IVD

procedures and clinical evidence which

testing equipment for these chronic

Directive was published in 1998 which led

require the adoption of specific legislation,

illnesses respect international standards

to the initial standard. A more recent one

distinct from the legislation of other

is one step in the right direction.

was published in 2017, which prompted

medical devices”.

a new version”, says Pufahl. According
to the EU 2017/746 Regulation, “there
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Best wishes

Best wishes for 2019

Blue glowing microlenses with particles

Happiness and success to all for 2019

Making electrotechnology work
for you.

We would like
to offer you our best wishes for a happy, safe
and prosperous new year.
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In the next issue

2019 Technology trends
In the next issue of e-tech we will be
taking a look at some of the technology
trends that promise to be big in 2019, from
the latest on self-driving cars and RFID
technology, to cloud computing, and the
innovations coming out of the Consumer
Electronics Show in Las Vegas. We will
also be reporting on key technological
areas the IEC aims to focus on in the
coming year.

Stay up to date in between issues
Find us at:

IEC Blog
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