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EDITORIAL

Powering the planet
Electricity is the modern lifeline
By Zoë Smart

Electric power is so much more than
switching on a light bulb, and the havoc
wreaked by hurricanes Irma and Maria in
September was a stark reminder of this.

In the hurricanes’ immediate
aftermath, nearly seven million people
in Florida and a number of Caribbean
islands were left without electricity.
More than a week later thousands of
homes were still in the dark due to
extensive damage to the electricity
distribution system.
While taken for granted in much of the
developed world, such events bring
home the fact that so many services
and daily activities rely on a constant
supply of electric power. Without it,
transportation, healthcare facilities,
communication and production, to
name but a few, are brought to a halt.
Not only is electricity essential to
much of our everyday lives, demand
for it continues to rise and renewable
energy sources such as hydro, wind
and solar are being increasingly
deployed, as technologies become
more efficient and more competitive.
The intermittent nature of some
renewables is, however, an issue for
the stability of the electric grid. In this
context hydropower provides excellent
storage capacity with pumped-storage
installations pumping water into a high

reservoir when electricity is abundant
and cheap and releasing it to generate
electricity at short notice.
The IEC has long been at the forefront
of international standardization in
the wind, solar and marine energy
fields, an activity that culminated in
the establishment of IECRE, the IEC
System for Certification to Standards
Relating to Equipment for Use in
Renewable Energy Applications, in
2013.
Zoë Smart

IEC is also leading efforts to promote
the benefits of low-voltage direct
current (LVDC) through SyC LVDC,
its new Systems Committee on LVDC
and LVDC electricity access. In an

energy-hungry world, LVDC provides
affordable, safe electricity access even
to those who do not have access to
the grid.

The Emosson dam, Switzerland
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FOCUS OF THE MONTH - Power generation - Issue 07/2017
As demand for electricity continues to rise, renewable energy sources such as hydro, wind and solar are
being increasingly deployed around the world. This issue of e-tech focuses on hydropower, the oldest and still
largest source of renewable energy. We also look at advances in low-voltage direct current (LVDC) and
PV technologies.
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Cyber security for the modern grid
Protecting the keystone of critical infrastructure from cyber threats is an absolute priority
Didier Giarratano, head of Marketing Cyber Security at Energy Digital Solutions/Energy, Schneider Electric,
member of IEC SyC Smart Energy/WG 3: Smart Energy Roadmap, member of IEC CAB WG 17: Cyber security

Mitigating risk and anticipating attack
vulnerabilities on utility grids and systems
are not just about installing technology,
but also about understanding risk.

generation, intermittent renewable
sources like solar and wind, a two-way
flow of decarbonized energy and an
increasing engagement from demandside consumers.

Emerging challenges

Decentralized model

Things are evolving fast in the utilities
industry to build a modern distribution
automation grid.

The grid is moving to a more
decentralized model, disrupting
traditional power delivery and creating
more opportunities for consumers and
businesses to contribute back into the
grid with renewables and other energy
sources. As a result, the coming
decades will see a new kind of energy
consumer – one who manages energy
production and usage to drive cost,
reliability and sustainability tailored to
their specific needs.

As the demand for digitized,
connected and integrated operations
increases across all industries, the
challenge for utilities is to provide
reliable energy delivery with a focus on
efficiency and sustainable sources.
The pressing need to improve the
uptime of critical power distribution
infrastructure is forcing change.
However, as power networks
merge and become ‘smarter’, the
benefits of improved connectivity
also bring greater cyber security
risks, threatening to affect progress
adversely.
Electrical distribution systems across
Europe were originally built for
centralized generation and passive
loads – not for handling evolving levels
of energy consumption or complexity.
Now we are entering a new world
of energy, with more decentralized

6
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The rise of distributed energy is
increasing grid complexity. It is
evolving the industry from a traditional
value chain to a more collaborative
environment in which customers
interface dynamically with the
distribution grid, energy suppliers and
the energy market. Technology and
business models will need to evolve
for the power industry to survive
and thrive. The new grid will be
considerably more digitized, flexible
and dynamic. It will be increasingly
connected, with greater requirements
for performance in a world where

electricity makes up a higher share
of the overall energy mix. There will
be new actors involved in the power
ecosystem such as transmission
system operators (TSOs), distribution
system operators (DSOs), distributed
generation operators, aggregators and
prosumers.
Regulation and compliance
Cyber security deployment focuses on
meeting standards and complying with
regulations. This approach benefits
the industry by increasing awareness
of the risks and challenges associated
with a cyber attack. As the electrical
grid evolves in complexity, with the
addition of distributed energy resource
integration and feeder automation, a
new approach is required – one that is
oriented towards risk management.
Currently, utility stakeholders are
applying cyber security processes
learned from their information
technology (IT) peers, which is putting
them at risk. Within the substation
environment, proprietary devices once
dedicated to specialized applications
are now vulnerable. Sensitive
information available online that
describes how these devices work
can be accessed by anyone, including
those with malicious intent.

TECHNOLOGY FOCUS

With the right skills, malicious actors
can hack a utility and damage systems
that control the grid. In doing so, they
also risk the economy and security
of a country or region served by that
grid.
Regulators have anticipated
the need for a structured cyber
security approach. In the US, the
North American Electric Reliability
Corporation Critical Infrastructure
Protection (NERC CIP) requirements
set out what is needed to secure
North America’s electrical system.
The European Programme for Critical
Infrastructure Protection (EPCIP)
does much the same in Europe. We
face new and complex attacks every
day, some of which are organized by
state actors and this is leading to a
re-evaluation of these and the overall
security approach for the industry.

(IP), systems that manage critical
infrastructure have become
increasingly vulnerable. As operators
of critical utility infrastructure
investigate how to secure their
systems, they often look to more
mature cyber security practices.
However, the IT approach to cyber
security is not always appropriate,
given the operational constraints
utilities are facing.

IT–OT integration

These differences in approach mean
that cyber security solutions and
expertise geared toward the IT world
are often inappropriate for operational
technology (OT) applications.
Sophisticated attacks today are able
to leverage co-operating services like
IT and telecommunications. As utilities
experience the convergence of IT and
OT, it becomes necessary to develop
cross-functional teams to address
the unique challenges of securing
technology that spans both worlds.

Due to the shift towards open
communication platforms such
as Ethernet and internet protocol

Protecting against cyber threats now
requires greater cross-domain activity
where engineers, IT managers and

security managers are required to
share their expertise to identify the
potential issues and attacks that may
affect their systems.
A four-point approach
Cyber security experts agree that
standards by themselves will not
bring the appropriate level of security.
It’s not a matter of having ‘achieved’
a cyber-secure state. Adequate
protection from cyber threats requires
a comprehensive set of measures,
processes and technical means and
an adapted organization.
It is important for utilities to think
about how organizational cyber
security strategies will evolve over
time. This is about staying current
with known threats in a planned and
iterative manner. Ensuring a strong
defence against cyber attacks is a
continuous process and requires
ongoing effort and a recurring
annual investment. Cyber security
is about people, processes and
technology. Utilities need to deploy
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a complete programme consisting of
proper organization, processes and
procedures to take full advantage of
cyber security protection technologies.

where the greatest vulnerabilities lie,
as well as being able to document
the creation of security policy and risk
mitigation.

To establish and maintain cyber-secure
systems, utilities can follow a four-point
approach.

2. Design a security policy and
processes
A utility’s cyber security policy provides
a formal set of rules to be followed.
These should be led by the
ISO/IEC 27000 series of International
Standards on IT security techniques,
which provides best-practice
recommendations on information
security management. This series of
Standards is developed by
ISO/IEC JTC 1/SC 27: IT security
techniques, a Subcommittee (SC) of
ISO/IEC JTC 1, the Joint Technical
Committee set up by the IEC and the
ISO. The purpose of a utility’s policy
is to inform employees, contractors
and other authorized users of their

The IEC Advisory Committee on
Information security and data privacy
(ACSEC), is working on the same
issues, which will be incorporated
into it's forthcoming IEC Guide 120,
Security aspects – Guidelines for their
inclusion in publications.
1. Conduct a risk assessment
The first step involves conducting a
comprehensive risk assessment based
on internal and external threats. By
doing so, OT specialists and other
utility stakeholders can understand

8
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obligations regarding the protection
of technology and information assets.
It describes the list of assets that
must be protected, identifies threats
to those assets and describes
authorized users’ responsibilities
and associated access privileges as
well as unauthorized actions and the
resultant accountability for violation
of the security policy. Well-designed
security processes are also important.
As system security baselines change to
address emerging vulnerabilities, cyber
security system processes must be
reviewed and updated regularly. One
key to maintaining an effective security
baseline is to conduct a review once or
twice a year.
3. Implement the risk mitigation plan
Select cyber security technology that
is based on international standards,
to ensure appropriate security policy
and proposed risk mitigation actions

TECHNOLOGY FOCUS

can be followed. A ‘secure by design’
approach that is based on international
standards. These can help further
reduce risk when securing system
components.
They include, among others, the
IEC 62443 series of publications on
security for industrial communication
networks and for industrial automation
and control systems (IACS), the
IEC 62351 series of International
Standards on power systems
management and associated
information exchange and the
IEEE 1686 Standard for Intelligent
Electronic Devices Cyber Security
Capabilities, developed by the Institute
of Electrical and Electronics Engineers
(IEEE).
4. Manage the security programme
Managing cyber security programmes
effectively requires not only taking
into account the previous three

points, but also the management of
information and communication asset
lifecycles. To do that, it’s important
to maintain accurate and living
documentation about asset firmware,
operating systems and configurations.
It also requires a comprehensive
understanding of technology upgrade
and obsolescence schedules, in

systems is not just about installing
technology. Utilities must also
implement organizational processes to
meet the challenges of a decentralized
grid. This means regular assessment
and continuous improvement of their
cyber security and physical security
process to safeguard our new world of
energy.

conjunction with full awareness of
known vulnerabilities and existing
patches. Cyber security management
also requires that certain events trigger

* This is the edited version of an article
first published in Power Engineering
International.

assessments, such as particular points
in asset life cycles or detected threats.
For utilities, security is everyone’s
business. Politicians and the public
are increasingly aware that national
security depends on local utilities being
robust too.
Mitigating risk and anticipating attack
vulnerabilities on utility grids and

Didier Giarratano is Head of Marketing
Cyber Security at Energy Digital
Solutions/Energy, Schneider Electric.
He is a member of Working Group
(WG) 3 of the IEC Systems Committee
on Smart Energy (SyC Smart Energy/
WG 3: Smart Energy Roadmap), and
of IEC Conformity Assessment Board
(CAB)/WG 17: Cyber security.

Critical infrastructures most vulnerable to cyber attacks include electricity generation plants
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Helping thwart cyber threats on
nuclear plants
Bespoke IEC International Standards to help against cyber attacks on nuclear power plants
Morand Fachot

Cyber attacks on civil nuclear power
plants (NPPs) would have devastating
consequences for a country relying, even
in part, on nuclear energy. It could affect
the entire power network, might cause the
release of radioactive material and would
have a highly adverse impact on public
opinion. A Subcommittee (SC) of the IEC
is developing International Standards that
reinforce the cyber resilience of NPPs.

Safeguarding critical infrastructure
– a priority for all countries
The range and cost of global malicious
cyber activities is growing. A May 2015
Juniper Research report forecast
that the cost to affected businesses
will reach USD 2 000 billion by
2019, a threefold increase from the
2015 estimate of USD 500 billion. In
addition to financial losses, concern is
growing regarding attacks on critical
infrastructure.
The concept of critical infrastructure
is categorized differently by various
countries. The US government lists
16 critical infrastructure sectors. Three
of these, dams, energy and “nuclear
reactors, materials and waste” are
directly related to power systems.
Lists from other countries may be the

10 Issue 07/2017 I e-tech

IEC SC 45A is developing International Standards that reinforce the cyber resilience of NPPs
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same, or dams and the nuclear sector
might be covered together in a single
energy sector.
Safeguarding various parts of critical
infrastructure from malicious acts
by digital means (cyber attacks) is
becoming a priority for most countries.
Energy installations are central to
the entire critical infrastructure.
They have become prime targets for
cyber attacks in recent years, some,

arguably, with a view of identifying
possible vulnerabilities that can be

NPPs were built for safety, not
cyber threats

exploited with a crippling effect at
a later date. Power grids have been
taken down (Ukraine 2015-2016);
dams (US 2013) and NPPs (US 2014)
have been targeted.
Of all these, successful attacks on
NPPs will have the most devastating
consequences.

Systems within a nuclear power
plant fall broadly into two categories,
according to Bill Gross, a senior
project manager at the US Nuclear
Energy Institute (NEI).
Primary systems control the reactor
itself and, when needed, shut it down
and maintain it in a safe condition to
protect it. Secondary systems control
the power generation equipment.
Many of these systems, built years
ago, are still based on analogue
equipment that is not connected to the
network and so is less susceptible to
cyber attacks.
"Primary systems are designed
from the ground up to perform their
intended safety function irrespective
of any type of natural or manmade
phenomenon. There is not a cyber
attack that could prevent our safety
systems from effectively shutting the
reactor down," Gross said, adding that
primary and secondary systems in
nuclear plants are isolated from each
other for greater protection.
However, both systems in older NPPs
are being gradually retrofitted with
digital equipment, while new NPPs are
designed with fully digital primary and
secondary systems, he says.
A 2015 nuclear safety report by the
London-based Royal Institute of
International Affairs, commonly known
as Chatham House, notes that digital
systems have been adopted later than
in other types of critical infrastructure.
“In addition, the industry’s longstanding focus on physical protection
and safety has meant that while these
aspects of risk response are now
relatively robust, less attention has
been paid to developing cyber security
readiness,” the report says.
Furthermore, it adds that “the cyber
security risk is growing as nuclear
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IAEA Director General Yukiya Amano has said that cyber attacks on nuclear-related facilities or activities should be taken very seriously
(Photo: AP/Ronald Zak)

facilities become increasingly
reliant on digital systems and make

Long IEC involvement in cyber

communication networks, control

security

systems and power installations

increasing use of commercial ‘off-

against cyber threats. They include:

the-shelf’ software, which offers

The IEC has been closely involved in the

considerable cost savings but

development of Standards relevant to

increases vulnerability to hacking

cyber security for years through

attacks”.

its work in IEC/ISO JTC 1/SC 27:
IT security techniques. This

•

IEC 62443, Industrial
communication networks –
Network and system security

•

IEC 61850, Communication

In October 2016, International Atomic

Subcommittee was set up by

networks and systems for power

Energy Agency (IAEA) Director

ISO/IEC JTC 1: Information technology,

utility automation

General, Yukiya Amano, speaking

the Joint Technical Committee created

of an unspecified "disruptive, not

by the IEC and ISO.

destructive" attack on an NPP

IEC/ISO JTC 1/SC 27 has prepared

"two or three years ago", told the

dozens of documents covering various

management and associated

Reuters news agency and a German

aspects of IT security techniques,

information exchange

newspaper: “This issue of cyber

including the ISO/IEC 27000 family

attacks on nuclear-related facilities

of Standards on information security

Addressing the NPPs’ specific

or activities should be taken very

management systems.

needs

everything or if it’s the tip of the

Other series of IEC Standards

To date, these Standards, and those

iceberg.”

are relevant to the protection of

developed by IEC/ISO JTC 1/SC 27,

•

IEC 60870, Telecontrol equipment
and systems

•

IEC 62351, Power systems

seriously. We never know if we know
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have not addressed certain special
needs of the nuclear industry.
To fill this gap, IEC SC 45A:
Instrumentation, control and electrical
systems of nuclear facilities, set out to
develop specific Standards.
The scope of this SC includes the
preparation of “Standards applicable
to the electronic and electrical
functions and associated systems and
equipment used in nuclear energy
generation facilities (…) to improve the
efficiency and safety of nuclear energy
generation”.
Until recently SC 45A had dealt with
safety, including some software
aspects, but not tackled the generic
issue of NPP cyber security. Its
ambition was to develop Standards
to prevent, detect and react to cyber
attacks on NPPs.
This led to the publication in August
2014 of IEC 62645, Nuclear power
plants – Instrumentation and control
[I&C] systems – Requirements for
security programmes for computerbased systems.
The Standard notes that
“ISO/IEC 27001 and ISO/IEC 27002
are not directly applicable to the cyber
protection of nuclear” computer-based
systems “due to the specificities
of these systems, including the
regulatory and safety requirements
inherent to nuclear facilities”.
However, it also states that “this
standard builds upon the valid highlevel principles and main concepts
of ISO/IEC 27001 and 27002, adapts
them and completes them to fit the
nuclear context”. This IEC Standard “is
expected to coordinate more closely
with the IEC 62443 series in the next
few years”.
This Standard is being revised
and the second edition will have a
slightly different and more specific
title, as Requirements for security

programmes for computer-based
systems will be replaced by Cyber
security requirements.

Second Standard addresses
coordination between safety and
cyber security

IEC 62645:2014 was the first
IEC International Standard aimed at
defining “adequate programmatic
measures for the prevention of,
detection of, and reaction to malicious
acts by cyber attacks” on computerbased systems in NPPs.

A second Standard,
IEC 62859:2016, Nuclear power plants
– Instrumentation and control systems
– Requirements for coordinating
safety and cyber security, “provides a
framework to manage the interactions
between safety and cyber security for
NPP systems, taking into account the
current SC 45A Standards addressing
these issues and the specifics of
nuclear I&C programmable digital
systems”. It "establishes requirements
and guidance to:

IEC 62645 also compares the overall
security framework it described with
that of the framework developed by
the National Institute of Standards and
Technology (NIST) in SP 800 82 and
other supporting NIST documentation.
IEC 62645 includes coverage of the
following issues:
•

•

•

Establishing and managing a
nuclear computer-based system
security programme. This
includes overall concepts for
the preparation of programme,
policies and procedures, roles and
responsibilities, establishment,
implementation and operation of
the programme
Life-cycle implementation for
system security, which embraces
requirements, planning, design,
installation, operation and
maintenance activities and more
All aspects of security controls,
such as policy, organizing security,
asset management, access
control, etc.

IEC 62645, developed to prevent and/
or minimize the impact of attacks
against computer-based systems, is
intended to be used by designers and
operators of NPPs (utilities), licensees,
systems evaluators, vendors,
subcontractors and licensors.
It is the first Standard to be specifically
designed for cyber security in NPPs.
As such, it should prove essential for
the nuclear power industry. Together
with other International Standards
developed by Technical Committee
(TC) 45, IEC 62645 will help improve
safety and security in nuclear power
installations.

•

•

•

integrate cyber security provisions
in nuclear I&C architectures and
systems, which are fundamentally
tailored for safety;
avoid potential conflicts between
safety and cyber security
provisions;
aid the identification and the
leveraging of the potential
synergies between safety and
cyber security”.

Referring to ISO/IEC 27001 and
ISO/IEC 27002, this Standard notes
that “it adapts them and completes
them to fit the nuclear context and
coordinates with the IEC 62443
series”.
Like other IEC SC 45A Standards,
IEC 62645 and IEC 62859 were
prepared taking into account the
“principles and basic safety aspects
provided in the International Atomic
Energy Agency code on the safety of
NPPs”.
The terminology and definitions used
by SC 45A Standards are consistent
with those used by the IAEA. These
Standards refer to various IAEA
publications, in particular its Computer
Security at Nuclear Facilities manual.
These Standards and ongoing work
by IEC SC 45A are set to make a
significant contribution to a more
robust protection of civil NPPs against
cyber threats.
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Expanded pumped-storage power
station goes into service
IEC experts, e-tech, visit new Veytaux pumped storage plant
By Morand Fachot

Electricity is consumed predominantly
as it is produced. Electricity generation
relies increasingly on new renewable
energy (RE) sources, mainly sun and
wind. These are intermittent and not
always available when needed, so
electrical energy storage (EES) becomes
essential in integrating them successfully
into the energy mix. Pumped storage is
by far the largest-capacity form of EES
available, representing around 95% of the
total available globally, according to the
US Department of Energy Global Energy
Storage Database.

installations. There are a number of
utility-scale storage solutions that
can be classified under the following
headings: electromechanical,
electrochemical, thermal, hydrogen,
liquid/compressed air energy storage
and pumped storage.
Mature but still valid
EES is not recent: some storage
solutions have been around for well
over a century.
Pumped-storage hydropower was first
used in Italy and Switzerland in the
1890s.

Balancing needs, ensuring grid
stability
To balance increasing levels of
intermittent RE generation from wind
and solar systems and help improve
grid stability and flexibility, EES
solutions are needed to use and store
energy efficiently.

IEC Technical Committee (TC) 4:
Hydraulic turbines, develops
International Standards for “hydraulic
rotating machinery and associated
equipment allied with hydropower
development”. This includes
conventional hydraulic turbines and
pumped-storage equipment.

The IEC strongly supports EES. The
IEC Market Strategy Board (MSB)
has published two White Papers, the
first on EES, the second analyzing the
role of large-capacity EES systems
that integrate large-capacity RE
sources. Both White Papers stress the
crucial importance of EES in future

In pumped-storage installations,
energy generated at low-demand
periods is stored by pumping water
into a higher reservoir. It can then
be released at peak time to produce
electricity. Since electricity is used to
pump water into the higher reservoir,
the overall efficiency of pumped

14 Issue 07/2017 I e-tech

Pelton turbine with spare wheel at Veytaux
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hydro installations varies, but is lower
(around 80-87%) than that of large
modern hydraulic turbine installations
(95%).
Pumped-storage installations are
very useful for balancing load within
the overall power system. They prove
particularly valuable when used
together with RE sources: excess

electricity produced by wind or sun
can be used to pump water into the
higher reservoir. The limitation of
pumped storage is that it can only be
installed in places where water can be
pumped into a higher reservoir.
Last year, 6,4 GW of pumped storage
was installed. This is nearly twice the
installed figure for the previous year.

IEC experts meet at Swiss
Laboratory for Hydraulic Machines
Experts from IEC TC 4/Working
Group (WG) 36, which “prepares
documents on transient calculations
of hydraulic transients in hydropower
turbine-generator units”, met in midJune at EPFL-LMH, the Laboratory
for Hydraulic Machines at the Swiss
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The Hongrin dam,
Switzerland (Photo: Alpiq)
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Federal Institute of Technology in
Lausanne (EPFL).
The meeting was supported by
IEC TC 4 Secretary Robert Arseneault,
who was awarded the 2016
IEC Thomas A. Edison Award, that
“recognizes exceptional current
achievements of technical committee/
subcommittee (TC/SC) and conformity
assessment officers”.
The experts, and e-tech, seized the
opportunity to visit the recentlyupgraded Veytaux underground
pumped-storage power station near
Montreux, on the shores of Lake
Geneva.
The operation of the new installation
was studied in the machine hall of the
EPFL-LMH on a 1:30 scale model.
Visiting the new expanded pump
storage installation
The Veytaux power plant first entered
in service in 1971, with four Pelton
hydroelectric turbines, each with a
capacity of 60 MW (total capacity
240 MW), and four pumps.
The turbines generate electricity
by processing water from the Lake
Hongrin reservoir, 880 metres higher
(altitude 1255 m) at a rate of up to
32 m3 /sec. When demand for
electricity is low, the pumps can send
water in the opposite direction, from
Lake Geneva up to Lake Hongrin at a
rate of 24 m3 /sec.
To meet the increasing demand for
balancing energy, prompted by the
rapid development of new
RE sources that generate electricity in
an intermittent and fluctuating manner,
the operator, Alpiq’s group Forces
Motrices Hongrin-Leman (FMHL),
decided to double the station’s
generating capacity. It started work in
2011 to fit two new groups of 120 MW
pump turbines (each consisting of two
Pelton turbines and two pumps) in an
underground cavern measuring

Reverse pump at the Veytaux pump storage installation

100 x 25 x 56m. The work cost some
CHF 330 million (USD 337 million)
and the new system was inaugurated
in May 2017, 10 years after the first
feasibility study was initiated.

enclosures with only the pumps at the
lower end of the enclosures visible.

The upgraded Veytaux facilities have
a total installed capacity of 480 MW.
420 MW is used for operations and the
rest is held in reserve. Veytaux is now
the second most powerful pumpedstorage power station in Switzerland.

Speaking at the inauguration of the
new installation, the chairman of the
FMHL board of directors said: “The
new FMHL power station will make
a significant contribution towards
meeting our country’s future power
supply challenges and is perfectly in
line with the [Swiss] Energy Strategy
2050”.

After visiting the 1971 installation,
TC 4 experts were given a
comprehensive tour of the new group
of pump turbines by an FMHL official.
The contrast between the two is
striking: the first group of turbines
is fully visible while the new pump
turbines are ensconced in large

Switzerland, in common with many
other countries, will see the share of
electricity it generates from new
RE sources grow steadily. As a result,
EES facilities like the Veytaux pumpedstorage installation will play a major
role in ensuring grid stability and
flexibility.
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Flexible hydro operation for lean
integration of new renewables
Hydropower helps incorporate the growing share of intermittent renewable sources
into the energy mix
By Dr Arthur Favrel, Mech. Eng. MSc. Université Claude Bernard de Lyon, France, EPFL-LMH post doctoral
assistant and Prof. François Avellan, Eng. Dr Université d’Aix Marseille 2, Director of EPFL-LMH, Convenor
of IEC TC 4 Maintenance Team 32

In 2015, global generation of electricity
was 24 255 TWh. Hydropower accounted
for around 16% of the total, making it the
main renewable energy (RE) source for
electricity generation. It will also play a
key role in the future integration of power
generated by new RE sources and in
balancing its impact on the grid.

Steady growth of electricity
production
•

•

•

•

During the last three decades, annual
electricity production worldwide has
grown by an average of 3,14%
Conventional thermal electricity
generation represents two-thirds of
the total
Electricity generation is strongly
correlated with the economy as
was demonstrated by the large
drop following the 2008 financial
crisis
Hydropower makes a significant
contribution, at around 16% of the
total, making it the main RE source

The contribution made by New
Renewable Energies (NREs) was
considerable in the last decade,
particularly in Europe where it
accounted for a 14% share of
total generation. Electricity supply
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worldwide is still heavily reliant
on conventional thermal power
plants, mainly coal-fired. Coal alone
represented nearly 40% of total
electricity generation in 2015.
In Europe, the development of NRE
capacity in the last decade has
superseded that of other types of
fuels due to the public energy policies
adopted by several European Union (EU)
states. 2015 saw the installation of
almost 20 GW of NRE power plants,
predominantly wind power. Annual
generation of more than 10 GW by
conventional thermal power plants
in 2002, 2005 and 2008 is due to

new constructions of large gas-fired
combined-cycle power plants.
As for hydropower, it is estimated that
by 2050, a total capacity of
1 000 GW will be installed, mainly
in Africa, Asia and South America,
representing a massive potential
contract volume for suppliers of hydro
equipment. It goes without saying
that, in this highly competitive area,
it’s vital to maintain a significant and
consistent Research & Development
(R&D) effort in order to keep ahead of
the competition in terms of installing
and refurbishing hydropower plants.
When modernizing existing

World total primary energy supply (TPES) by fuel from 1971 to 2015 (Credit: IEA)

Hydroelectric unit at Xiangjiaba hydropower plant (Photo: Alstom)

hydropower plants, adding one unit

gases and dependence on the

with modern technology is usually an

producers of fossil fuels. This has

economically viable and technically

meant that global electrical energy

interesting option. It is likely that plants

production from RE sources has risen

accounting for a total capacity of

constantly over the last two decades.

1 000 GW will be refurbished in the

It has been particularly notable in the

next few decades.

case of solar and wind power, the
total output production of which has

New challenges for hydro:

multiplied by 57 and 10, respectively,

enhancing the integration of NREs

in the last decade.

in electric power systems
In Europe, the 20-20-20 strategic
In recent years, environmental and

energy policy adopted by

geopolitical concerns have led to

the European Union with its

the establishment of energy policies

accompanying Renewable Energy

promoting the development of

Directive is leading towards a dramatic

alternative RE sources such as wind

transition in terms of its electrical

and solar power, so as to reduce

energy system. The two major pillars

drastically the emission of greenhouse

of this transition are:

•
•

a massive penetration of alternative
renewable energies
a broad deployment of energy
efficiency initiatives and
technologies

With the ratification of the Paris
Agreement on climate change
(UNFCCC COP21), this energy
policy will be reinforced further in
the future. For instance, a proposal
was published by the European
Commission in November 2016 to
ensure that renewable energies
account for at least 27% of total
energy consumption in the EU
by 2030.
The intermittent nature of NRE
production seriously affects the
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energy balance between production
and consumption, as well as the
stability of the electrical grid. Typical
examples are wind and solar energy
sources, which are highly dependent
on weather conditions. In order to
guarantee NRE integrates smoothly
with the existing power system, the
electrical grid must have sufficient
storage capacity as well as primary
and secondary grid control capability
to allow the energy balancing process
to succeed.
Hydropower plants are key to NRE
integration
In this context, hydropower already
plays an important role. This will
increase in order to:
•
•

contribute to renewable energy
production, and
provide for the highly-dynamic
energy storage requirements that
enable an injection of solar and
wind energy to be distributed
widely within the transmission
and distribution systems while
preserving their stability through
the provision of advanced system
services

In the period between
15 and 30 June 2012, 38 TWh of
energy was generated by photovoltaic
(PV) power plants and wind farms
in Germany. The continuous
changeability in power generation
leads to a minimum requirement of
10 GW of storage capacity.
In this context, the transmission
system operator (TSO) needs to be
able to balance energy generation and
consumption rapidly to achieve a lean
integration of NRE sources within the
power network.
Both gas-fired and hydropower plants
are capable of generating power
flexibly to accommodate peaks and
other regulation ancillary services on a
large scale. However, unlike gas-fired
facilities, only hydropower plants can
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exploit a renewable primary energy
source with negligible emission of
greenhouse gases. In addition, only
pumped-storage power plants are
suitable for large-scale electricity
storage and fast control over an
extended operating range with an
unrivalled pumping-generating cycle
efficiency of more than 80%.
This fast change of power generation
by NREs has a direct effect on the
operating range required of hydro
units going from overload down to part
load, 20% to 30% of maximum power,
as well as on the number of start-ups
and changes between pumping and
generating modes.
Extension of the operating range
of hydropower stations from
deep part load (i.e. with very low
discharge) to overload (i.e. with
very high discharge), as well as fast
and frequent mode transitions for
pumped-storage hydropower units,
are increasingly required to enhance a
lean integration of NRE sources within
the power network.
Predicting dynamic loads
Extreme operating points like deep
part load or overload lead the hydro
turbine to experience complex
two-phase flow phenomena such
as cavitation. These represent
the source of dynamic loading of
turbine components as well as of the
complete system, including water
piping, turbine structure, rotating
train, generator, controllers and grid.
Examples of the development of
dynamic cavitation vortex structures

in the draft tube cone of a Francis
turbine for various operating regimes
are shown below. The development
of a cavitation vortex can cause the
existence of an unstable operating
condition, characterized by pressure
pulsations, additional mechanical
loading on the machine components
and, in some cases, unexpected
active power fluctuations coming
out of the generator, preventing
the hydropower plant being made
available to the TSO.
HYPERBOLE research project to
enhance hydropower plant value
The HYPERBOLE research project
consortium was assembled to take
on the challenge of enhancing the
capability of hydropower plants
to function over a larger operating
range and with a faster response
time. It is made up of three leading
electric equipment manufacturers of
hydraulic turbines, storage pumps and
reversible pump-turbines as well as
small and medium-sized enterprises
(SMEs) and world-renowned
academic institutions. The project,
funded by the European Commission
(ERC/FP7-ENERGY-2013-1-Grant
608532), and led by the Laboratory
for Hydraulic Machines of the Swiss
Federal Institute of Technology in
Lausanne (EPFL-LMH), has reached
important milestones and objectives
for enhancing the capability of
hydropower stations as required.
The overarching objective of the
HYPERBOLE project was to enhance
hydropower plant value by extending
the operating range of machines

Visualization of a draft tube cavitation vortex rope of a reduced-scale physical model of a Francis
turbine for part load (left) and full load operations (right).
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while also improving the long-term
availability of components. More
specifically, the project aimed to study
the hydraulic, mechanical and electrical
dynamics of several hydraulic machine
configurations under an extended
range of operations: from overload
to deep part load. A two-pronged
modelling approach relied on numerical
simulations as well as reduced-scale
physical model tests. Once there was
sufficient concurrence between the
two sets of results, validation took
place on a carefully selected physical
hydropower plant, properly equipped
with monitoring systems. The benefits
resulting from the extended control
flexibility provided by a set of hydro
units were demonstrated through
extensive simulation of the operational
conditions of an electric power network
with a large variety of sources.
Towards a revision of IEC Standards
for assessing hydropower plant
stability?
One of the main milestones of
the HYPERBOLE project is the
development of a complete
methodology for predicting and
assessing the dynamic behaviour of
hydropower stations operating outside
their rated operating ranges and in
transient conditions.
Reduced-scale physical model tests
for hydraulic turbines, storage pumps
and pump-turbines (defined by IEC
60193:1999) are often performed for
predicting and assessing the behaviour
of prototype machines installed in
power plants.
Notably, these tests are performed
to ensure smooth operation, as
numerical simulations may not offer
reliable predictions. However, while a
model that is similar to the prototype
should behave similarly, this is no
guarantee that the generating units
will perform reliably when installed in
the hydropower plant. The generating
unit behaviour can only be predicted
if mathematical models can capture

Methodology developed for assessing stability of hydraulic turbine or pump-turbine unit in a power plant

the differences between the test rig
hydraulic circuit and the hydropower
plant hydraulic system and how these
will affect the scaled-up hydraulic
excitation coming from the machine.
A complete methodology, presented in
the figure below, has been developed
to transpose the reduced-scale
physical model test results – such as
active power, vibration, stress and
pressure fluctuations – to the real
hydropower plant. This will enable
hydropower plant stability to be
assessed fully over a wide operating
range and might lead in the future to
the revision of the scale-up relating to
oscillating phenomena in the IEC 60193
Standard for industrial model testing.

power output can cause critical
perturbations in the connected grid,
especially with the long transmission
lines to be found in Asia, Africa and
Latin America or where there is less
inertia, as is seen in Europe. This
means that harnessing the dynamic
behaviour of hydropower power plants
will require drastic improvements
in knowledge of machine internal
hydrodynamics and fluid-structure
interactions as well as of system
stability. The detailed knowledge of
the dynamic loads experienced by
hydro-electrical equipment during the
transient operation of conventional or
pumped-storage hydropower plants
will necessarily contribute to the
development of improved components
with a longer life expectancy.

Outlook for hydropower
The Xiangjiaba hydropower plant,
which holds the world record for
power per unit, paves the way to
the appearance of a 1 GW turbine.
Absolute control of stability over an
extended operating range is essential,
since the smallest fluctuation in the

Future R&D activities will be more and
more oriented to the disruptive concept
of Turbine Digital Twin. This will
prove to be the only viable approach
to expanding the flexibility and fast
response time of hydropower plants
while keeping or even enhancing plant
reliability and safety.
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Reduced scale model testing for
hydropower projects
New and refurbished hydropower projects require extensive testing
By Dr Loïc Andolfatto, Mech. Eng. MSc. Ecole normale supérieure de Cachan, France, Head of EPFL-LMH
Testing Group, Expert for IEC TC 4/Working Group 33 and Prof. François Avellan, Eng. Dr Université d’Aix
Marseille 2, Director of EPFL-LMH, Convenor of IEC TC 4 Maintenance Team 32

Hydropower projects are usually very
large, designed to last for decades and
then to be refurbished. Owing to the huge
costs involved and the need to achieve
the best possible results and efficiency,
extensive testing of hydropower
performance is required, although the
sheer size of these projects precludes
testing at full scale. An independent
facility from EPFL, the Swiss Federal
Institute of Technology, in Lausanne
carries out reduced-scale tests of
hydraulic machinery from all over the
world, based on IEC industry Standards.

Hydraulic power plants, which account
for about 16% of global electricity
generation, are engineered to fit the
specific hydraulic conditions of the
hydropower plant site, i.e. head (the
difference in vertical elevation between
the head [reservoir] water level and the
level where the generating turbines
are installed) and yearly flow duration
curves.
Every project undergoes a competitive
tendering process designed to
identify the maximum value that
can be generated from the available
hydropower resource. This helps
hydro equipment suppliers shorten the
development, design, manufacturing
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and installation time of turbine units
as much as possible. Computer-aided
tools are used systematically to design
the turbines, while experimental tests
on reduced-scale physical models of
the turbines are carried out to verify
that the design will meet or even
exceed expected turbine performance.
This model testing stage, which is
a key milestone in the development
phase and is subject to stringent
contractual conditions, relies on an
International Standard developed
by IEC Technical Committee (TC) 4:
Hydraulic turbines.
Model testing helps optimize
hydropower turbines
One feature of hydropower turbine
technology that often surprises is that
the hydraulic design of each turbine
unit – the shape of the runner blades
or the hydraulic layout – is unique.
It is optimized and tailored for the
operating conditions, head and flow,
of the specific project. For any of
the hydropower plants listed below,
a mere 0,1% deviation in efficiency
represents at least 500 MW, which is
equivalent to the entire capacity of the
Swiss Mühleberg nuclear power plant!
The risk analysis of such large projects
leads to the performance of reduced-

scale physical model tests. These
allow the consequences of further
unexpected problems during the
operation time of the prototype to
be mitigated – for instance a lower
efficiency than the one guaranteed
by the turbine supplier, high levels
of pressure fluctuation or cavitation
that limits the operating range of
the turbines. Tests also allow for
verification that the turbine runaway
speed (i.e., maximum speed at full
flow) does not exceed the maximum
speed limit for the generator.
When a unit is modernized, the risk
of unexpected outage and lack of
generation increases. Modernization
consists of upgrading key components
of the turbine or the pump-turbine,
such as runner, guide vanes and
ancillary equipment. This is achieved
by optimizing these components
within the aged layout of the existing
base line machine. This is likely to
have been designed and engineered
anywhere between 30 and 90 years
ago and the drawings for it may no
longer even exist. As a result, early
on in the modernization process of a
hydropower plant, most often at the
time of the water-use licensing renewal
process, a so-called base line model
test is performed to assess accurately
both the efficiency of existing units and
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the value of the modernized units that
are being proposed by manufacturers
competing for the work.
Renowned lab key work relies on
IEC Standard
In this context, the Laboratory for
Hydraulic Machines (EPFL-LMH) of the
EPFL in Lausanne has played a key role.

It has been involved in the modernization
process for more than 25 years.
Its “main activities are teaching,
research and service in the field of
hydrodynamics of rotating machines
such as hydraulic turbines, pumps,
pump-turbines, etc.”

IEC 60193:1999. This is a standard
specification for performing reducedscale model acceptance tests for all
types of hydraulic machinery such
as turbines, storage pumps and
reversible pump-turbines, with either
vertical or horizontal axis.

EPFL-LMH is equipped with three
“universal type” test rigs complying with

The three rigs are equipped with highprecision measuring instruments. As

Cavitation visualization during model tests of the reduced-scale physical model of a Francis turbine installed on EPFL PF3 test rig (Photo: EPFL)
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flow meter is performed by comparing
the flow meter output values with the
corresponding discharge value given
by the time required to fill the
150 m3 tank.
Measurements other than the classic
efficiency and cavitation tests can
also be performed in model scale,
ranging from air injection for pressure
fluctuation mitigation to four quadrant
measurements:
•
•
•

Reduced scale model cavitation test of a 120 MW Kaplan turbine, EPFL PF2 test rig (Photo: EPFL)

such they are suitable for performing
development and acceptance tests
with an accuracy of better than 0,3%
measured efficiency, as prescribed by
IEC 60193.
They are generally used in closed
circuit mode for performing efficiency
and cavitation tests. Cavitation flows
are commonly observed in hydropower
plants when the generating unit is
operating in off-design conditions:
i.e., with the output power lower or
higher than the nominal value. They
might represent a risk in terms of the
stability of the hydromechanical system
by inducing pressure pulsations in the
hydraulic circuit as well as erosion of
the runner blades.
For a given project, a 1/10 to 1/14
reduced-scale model featuring
geometrical homology with the
prototype is manufactured and
installed on EPFL-LMH test rigs
between the high-pressure pipe
(headwater) and the low-pressure tank
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(tailwater) for efficiency tests. The lowpressure tank features a free surface
where the reference pressure can
be adjusted with a vacuum pump to
investigate cavitation development.
An efficiency hill chart is commonly
used to illustrate measurements made
over an enhanced operating range.
The “hydraulic” power is derived
from measurements of the differential
pressure between the machine inlet
and outlet sections and of the mass
flow discharge while the “mechanical”
power is derived from measurements
of the rotation speed and of the
resulting torque acting on the DC
electrical machine. The efficiency of
the machine is then calculated and the
maximum error should be less than
0,3%, according to IEC 60193.
Discharge is the factor most likely
to display the highest error. Every
EPFL test rig is equipped with an
electromagnetic flow meter measuring
discharge values ranging from 0,05 to
1,35 m3 /s. The inline calibration of the

•
•
•
•
•

•

hill chart efficiency measurements
over an enhanced operating range
Winter-Kennedy and/or ultrasonic
flow meter index tests
cavitation mapping and
observations such as visualization
of cavitation development in the
draft tube cone of a reduced-scale
physical model of a Francis turbine,
according to the operating points
of the efficiency hill chart
pressure fluctuation survey
air injection for mitigating pressure
fluctuations
axial thrust measurements
guide vane torque measurements
runaway speed and, for reversible
pump-turbine, four quadrant
measurements
dimensional checks of the runner
and guide vane blades

The list of model tests performed
by EPFL Laboratory for Hydraulic
Machines is available at
lmh.epfl.ch/expertise
It is estimated that an additional hydro
capacity of 1 000 GW will be installed
by 2050, mainly in Africa, Asia and
South America. This represents a
massive potential contract volume for
hydro equipment suppliers. In addition,
a total capacity of 1 000 GW will be
refurbished over the next few decades.
All of this hydropower work, together
with the development of renewable
energy sources, offers significant
research and testing activity potential
for hydropower electrical generation in
general and for EPFL-LMH in particular.
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Tried and tested
LVDC projects pave the way for standardization
By Adrian Pennington

A number of low-voltage direct current
(LVDC) trials are preparing the ground
for a wider use of the technology, both in
developed and developing countries.

LVDC is seen increasingly as a green
and efficient method of delivering
energy, as well as a way of reaching
the millions of people without
any access to electricity. It’s fully
in line with the UN’s Sustainable
Development Goal 7, of providing
universal access to affordable, reliable
and modern energy services by 2030.

phones and LED lighting - already
consume DC power. In addition,
renewable energy sources, such as
wind and solar, yield DC current.
No need to convert from DC to AC
and convert back to DC, sometimes
several times, as a top-down AC
transmission and distribution set-up

requires. This makes DC more energyefficient and less costly to use.
IEC expertise comes in handy
The environmental gains from using a
more energy-efficient system supplied
from renewable sources make LVDC a

In direct contrast to the traditional
centralized model of electricity
distribution via alternating current
(AC), LVDC is a distributed way of
transmitting and delivering power.
Today electricity is generated mostly
in large utility plants and then
transported through a network of highvoltage overhead lines to substations.
It is then converted into lower voltages
before being distributed to individual
households. With LVDC, power is
produced very close to where it is
consumed.
Using DC systems makes a lot of
sense because most of the electrical
loads in today’s homes and buildings
– for instance computers, mobile

Fukuoka is one of the cities in Japan which looked at a DC alternative (Photo: Atago Jinja)
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viable alternative for use in developed
countries as well as in remote and
rural locations where there is little
or no access to electricity. “The
potential benefits of LVDC already
have been demonstrated by a number
of pilot projects and niche studies
in developed nations. For example,
a pilot data centre run by ABB in
Switzerland running on low direct
current power has shown a 15%
improvement in energy efficiency
and 10% savings in capital costs
compared to a typical AC set-up.
This is interesting because data
centres have most of their loads
as ITs which inherently run on DC,”
comments Dr Abdullah Emhemed
from the Institute of Energy and
Environment at Strathclyde University
in the UK. Dr Emhemed leads the
University’s international activities on
LVDC systems. He is a full member
of the IEC new Systems Committee
(SyC) on LVDC and LVDC electricity
access. He is also a member of the
IEC UK National Committee (NC).

has published a number of TSs
on rural electrification, the
IEC TS 62257 series, which make
a huge raft of recommendations for
renewable energy and hybrid systems.
Trial and error
Japan is one of the countries in which
DC trials have mushroomed. More
than ten different projects scattered
across the country rely on DC power.
They include the hybrid AC/DC
Fukuoka Smart House inaugurated in
2012, which utilizes energy supplied
from a number of different DC
sources.
In Europe, one of the most advanced
projects is in Finland. LVDC RULES
began in October 2015. It is led
by the Lappeenranta University
of Technology (LUT) and financed
by the Finnish Funding Agency for
Technology and Innovation (TEKES).
The project aims to take the final

steps towards the industrial-scale
application of LVDC in public
distribution networks by building on
the data gathered from laboratories
and research sites and transferring
the technology into everyday use in
Nordic distribution companies. The
data is drawn from trials which started
in Finland as early as 2008.
“The LVDC RULES project consortium
has put together complete
specifications for LVDC equipment
optimized for public power distribution,
especially in a Nordic environment,”
explains Tero Kaipia, one of the
researchers from LUT involved in
the project. “The development of
the equipment is in good progress
and the critical tests have been
completed. The construction of the
pilot installation into the distribution
network will start in 2018. Design
methods and practical guidelines
have been developed to enable the
economic utilization of LVDC networks

According to Emhemed, further
standardization work is required on
“voltage levels, as well as safety and
protection issues” amongst other
things. The IEC is leading efforts to
promote the benefits of LVDC and
to assist in the specification and
ratification of these new Standards.
SyC LVDC has begun standardization
work through a systems-based
approach, identifying gaps where
International Standards are needed.
Many of these gaps can be filled
by adding provisions about DC into
existing Standards. The IEC has also
published a number of Standards and
Technical Specifications (TS) already
relevant to LVDC. They include
IEC 62031 on the safety specifications
for LED modules for general lighting,
published under the remit of
IEC Technical Committee (TC) 34:
Lamps and related equipment, for
instance.
IEC TC 82: Solar photovoltaic energy
systems provides another example. It
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LUT is pioneering research on
LVDC in Finland (Photo: LUT)
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as part of a larger distribution
infrastructure,” he adds.
While this project demonstrates a
workable LVDC system, a number
of key outstanding challenges have
been identified by the researchers
involved. Chief among them is the
lack of appropriate Standards.
“Standardization at system and
equipment level is an essential
prerequisite for the wide-scale rollout
of LVDC in Finland,” says Tero Kaipia.
“Without standardization there will
be incompatible components and it
will be difficult to construct systems
using components from different
manufacturers. And most of all, the
network companies will not buy LVDC
systems, if the certified components
and standard design guidelines are
not available.”
Indian summer
In India, LVDC is seen as one of the
solutions for bringing electricity to the

millions of homes which still have no or
only intermittent access to power, as
is the case in many other developing
nations.The Indian government’s
Ministry of Power and the Rural
Electrification Corporation (REC), a
public infrastructure finance company
in India’s power sector, are piloting a
number of projects.
One of these is the Solar-DC
initiative led by the Indian Institute of
Technology Madras (IITM). As a result,
an ecosystem for DC appliances and
DC microgrid projects is emerging.
As part of this global effort, IITM has
been working in collaboration with
Telangana State Southern Power
Distribution Company Ltd and REC
to bring uninterrupted power to four
hamlets in rural Telangana, which had
been living without electricity for six
to eight hours a day. The technology
in this particular case comprises a
125 W solar panel, a 1 kWh battery,
an inverterless controller unit and DC

loads operating on a 48 V DC internal
distribution line, installed in each small
hamlet.
Similar trials have also been taking
place in the Indian states of Bihar,
Assam, Rajastan, Karnataka, Odisha
and the city of Chennai. The Bureau
of Indian Standards (BIS), which
is the IEC Indian NC, has been
drafting documents based on these
trials aiming to standardize 48 V for
microgrids.
“India is in the process of finalizing
a 48 V standard for electricity
access suited to local needs. It is my
hope that this new standard will be
presented soon to the IEC community,
as an input for further discussions to
formulate a universally accepted
IEC Standard for electricity access,”
says Vimal Mahendru, member of the
IEC Standardization Management Board
(SMB) and Chair of the IEC SyC LVDC.
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How International Electrotechnical
Standards promote sustainability
Conversation between SCC and IEC ACEE Chair
By Standards Council of Canada

The world’s climate is changing.
This change will impact not only our
communities but also the global economy.
Organizations around the world are
responding to these challenges in many
ways and energy efficiency standards can
play a significant role in the fight against
climate change.

The IEC Advisory Committee on
Energy Efficiency (ACEE), led
by Canadian expert Luc Boutin,
coordinates activities related to
energy efficiency. A major initiative
of ACEE was the recent publication
of IEC Guide 118 and IEC Guide 119,
which offer guidance on the inclusion
of energy efficiency considerations
throughout the electrotechnical
standard development process.
The Standards Council of
Canada (SCC) is working to find
standardization solutions that address
climate change and mitigate its
impacts. Recently, SCC spoke with
Luc Boutin about his 20 years of
experience in standardization and
how his work on energy efficiency
standards will help pave the way for a
more sustainable future.
Standards Council of Canada:
Can you tell us how you got
involved with IEC?

Luc Boutin, Chair of the IEC Advisory
Committee on Energy Efficiency
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Luc Boutin: I’ve been involved in
standards work since 1993, when
I was first asked by Hydro-Québec to
attend a technical committee (TC) on
Residential Appliances. That’s when
I started to participate at the national
committee level in Canada.

At that time, my main duty was
to participate in standards that
were related to our commercial
programmes. Hydro-Québec was
among the stakeholders working
to enhance the minimum energy
performance requirements of these
standards. The standards referenced
in federal and provincial regulations
would be the benchmark for these
commercial programmes. They offered
incentives that encouraged customers
to buy more energy efficient products,
such as Energy Star products.
Through that, I became involved on
the subcommittees responsible for
energy efficiency standards. After
a few years, CSA Group asked
me to become a member of the
Steering Committee on Performance,
Energy Efficiency and Renewables
(SCOPEER). SCOPEER guides the
committees and subcommittees
that are responsible for writing and
updating the different standards that
will often be used in regulations.
It was through SCC that I got involved
at the international level at IEC. A few
years ago, I was recruited to represent
Canada in the first Strategic Group
(SG) set up by the IEC Standardization

LED bulbs are more expensive than incandescent
bulbs, but now they are a part of regulations in some
Canadian jurisdictions

Management Board (SMB). The
mandate of SG 1 was to develop a
roadmap for IEC standardization work
in the areas of energy efficiency and
renewable resources, and one of
our recommendations was to create
an Advisory Committee on Energy
Efficiency (ACEE). So I officially
became a member of ACEE around
2013, and last year – when our
chairperson moved on – I asked SCC

SCC: What has the ACEE been

if they would support me as the new

Energy Performance Standards

Chair of the ACEE. And here we are.

(MEPS) if required – but this guide

working on?
LB: In the years before I became
ACEE Chair, we started to produce
two guides. Guide 118 is for the
inclusion of energy efficiency aspects
in electrotechnical Standards. A
technical committee will always
develop testing methods, or Minimum

encourages them to also consider
energy efficiency aspects in their work.
The other guide was Guide 119,
and I was its convener. The aim
of Guide 119 is to standardize the
way of developing energy efficiency
Standards, helping technical
committees to coordinate with
other TCs who may be developing
Standards for similar products.
For example, one group may be
developing a Standard on an LED
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Customers are encouraged to buy more energy-efficient appliances (Photo: geappliances.com)

lamp, while another group may be
developing a product Standard for
the control of that LED lamp. It would
be preferable for them to produce a
grouped Standard that would cover
both, and any other Standards that
deal with this product. The aim of
Guide 119 was to explain in part the
importance of group Standards.

I think this really shows to the world
that energy efficiency is very important
– since this is the first guide at IEC to
be mandatory.

SCC: What would you consider
your greatest accomplishment in
standards to date?

LB: The one we’re always referencing
is refrigerators. Before energy
efficiency standards, around the
end of the 1970s, a fridge would
consume over 1 000 kWh of
energy per year. Today, after a few
decades of implementing energy
efficiency standards, annual energy
consumption is now under 300 kWh
for the same kind of model.

LB: Definitely, it was making
Guide 119 mandatory. I pushed for two
years for Guide 119, and especially
the second part, where TCs are
encouraged to work on “horizontal” or
group Standards. At first this wasn’t
mandatory, but after two years of
negotiating it was made mandatory.
But it is still a work in progress – it’s
mandatory, but we need to make
sure that groups know about the
guide, that they read it and implement
it. That’s the next step and it is the
priority of ACEE.
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SCC: Can you give a specific
example of how energy efficiency
standards affect a widely used
product?

SCC: How important do you feel
international standards are for
electrotechnical products/personal
interest in climate change?
LB: If I look back, climate change was
identified over 20 years ago. It was

always about our carbon footprint. If
we want to save the planet, we need
more efficient products, even if they
cost a little bit more. That’s why I’ve
been involved in energy standards,
because I believe they’re the best way
to get people to use more efficient
products. A lot of times in standards,
you develop a standard about new
equipment or technology, but over
time, regulations begin to reference
the efficiency standards of that new
technology. It’s nice to get financial
incentives like those offered to
consumers, but those are only for a
short period of time – once the market
is mature, people have accepted
the more efficient technologies, and
regulation comes in and affirms their
importance.
For example, LED bulbs are more
expensive than incandescent bulbs,
but now they are a part of regulations
in some jurisdictions. Now, it is
becoming natural to choose LEDs
over incandescent bulbs. I really
believe that standards, combined with
regulations, are an important aspect of
addressing climate change.
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Here comes the sun
Solar PV on the cusp of becoming widespread
By Catherine Bischofberger

Solar photovoltaic (PV) electricity is
rapidly increasing its share of global
power generation. Technology and
production breakthroughs are making
it cheaper to manufacture. The IEC is
leading the way with the appropriate
International Standards.

Rise and shine
The use of solar energy is rising
across the world and its share of the
global energy pie is at last becoming
significant. According to the 2017
Global Status Report by REN21, an
international non-profit association,
based at the United Nations
Environment Programme (UNEP) in
Paris, solar PV is increasingly costcompetitive with traditional power
sources. The report states that “largescale solar PV projects outcompete
even new fossil fuel projects in some
markets, especially in regions with
low-cost financing.”
Figures released in the same report
indicate that global production of
crystalline silicon cells and modules
rose sharply in 2016 compared with
2015, by 29% for cells and by 33%
for modules, year over year. China

Research into perovskite is opening up new perspectives for PV (Photo: Andrew Silver)

dominated shipments in 2016 for
the eighth year running, with Asia
accounting for 90% of global module
production (and China contributing
65% to that figure). Europe’s share is
at around 5% and the US 2%.
Lower prices due to increased
production capacity as well as
new technology and efficiency

breakthroughs are two of the main
reasons for the increasing adoption
of solar PV around the world.
Government subsidies are another
but then they also exist to encourage
other forms of renewable energy
- even traditional sources in some
countries. Off-grid projects including
solar PV are increasingly viewed as a
way of implementing electricity access
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Manufacturing of solar cells is becoming more efficient (Photo: Bosch Solar Energy AG)

in developing countries, leapfrogging
installations in the developed world.
The IEC has been facilitating the
adoption of solar PV for a number of
years. IEC Technical Committee
(TC) 82: Solar photovoltaic energy
systems, produces International
Standards enabling systems to
convert solar into electrical energy.
These include the IEC 60904 series of
Standards. The TC looks constantly
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at new technology, including the latest
thin-film developments.
IEC TC 21: Secondary cells and
batteries, has been publishing
Standards in the area of renewable
energy storage, both on-grid and offgrid. To better deal with rechargeable
renewable energy storage systems, it
formed a joint working group (JWG) with
TC 82, JWG 82: Secondary cells and
batteries for renewable energy storage.

More efficient production boosts PV
Manufacturers have been working to
reduce barren spaces on modules
to enhance light trapping, thereby
lowering the number of modules
required for a given solar capacity.
Passive emitter rear cell (PERC)
technology is being increasingly used
in production lines. The technique
reflects solar rays back to the rear of
the solar cell increasing the overall

INDUSTRY SPOTLIGHT

energy efficiency of the product and
improving its performance in lowlight environments. Pre-assembly
techniques and customized design
testing are equally improving the
efficiency of production.
Looking towards the future,
perovskite, a form of crystal-structured
compounds, is being envisaged for
solar cell production because it is
simpler to manufacture and reflects
light more efficiently than other
materials such as crystal silicon.
A number of research projects are
focusing on the new crystal as it
displays many exciting properties
including superconductivity, which
reduces the potential for energy loss.
Recycling is also part of the global
effort towards improving the solar
PV share of the market. A number of
companies have established recycling
procedures for solar cells. Two
Japanese firms, for instance, formed
a joint-venture in 2016 with the aim of
recycling 80% of panel materials and
reusing the rest.
Research lets the sunshine in
Research and development have
focused on different areas of solar
PV technology. A wide number of
universities and institutes around the
world are looking at techniques which
will ultimately make solar PV cheaper
and more efficient to manufacture.
In the US, the University of California,
Berkeley, has filed an important
number of patents and is the only
US-based research hub to compete
on that level with Chinese universities.
Berkeley has been working, among
other things, on improving the
efficiency of perovskite, by merging
two different perovskite solar cell
materials, making one cell that
absorbs nearly all the spectrum of
visible light.
Given China’s dominant role in PV,
it is not surprising that the country’s

research hubs have been at the
forefront of research into solar cell
technology. The Chinese Academy of
Science has been focusing on thinfilm copper indium gallium selenide
(CIGS) semiconductor solar cells. The
Laboratory of Photovoltaic Materials
and Devices (LMPD) at Shangaï
Institute of Ceramics is looking at
a new concept of nanostructured
PV materials and devices. It is also
working on the preparation of highquality graphene and its incorporation
into PV devices.

Applications, has been defining the
certification schemes for the solar
sector.

In Europe, Germany’s Frauenhofer
Institute has been looking at how to
make solar cells more efficient for a
number of years. It is also focusing
on other areas related to PV power
generation, including battery storage
as well as power plants. One of its
current R&D projects, entitled PV
Power Plant of the Future is focusing
on PV inverter regulators and is due
for completion at the end of this year.
The idea is to increase the energy
portion provided by PV power in
microgrids, thereby greatly saving
on diesel, diminishing costs and
reducing CO2 emissions. The project
has been contracted by the German
Federal Ministry of Economic Affairs
and Energy and is conducted in
association with a number of partners
ranging from German universities to
companies involved in the field of
solar PV.
The IEC has been publishing
Standards in some of these promising
new research areas. IEC TC 113:
Nanotechnology for electrotechnical
products and systems, for instance,
prepares Standards relevant to
products in the field of nanotechnology.
IEC TC 21: Secondary cells and
batteries, issues Standards for energy
storage (renewable, on-grid and
off-grid). IECRE, the IEC System for
Certification of Standards Relating to
Equipment Used in Renewable Energy

The share of solar PV in energy generation is
rising (Photo: Vera Kratochvil)
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Driving the internet of things
through standardization
IoT is all around us with millions of connected devices
By Gilles Thonet, Head of Information and Communication Technologies Standards, IEC

The internet of things (IoT) is now in sharp
focus for the technology industry and for
standards development organizations,
such as IEC, which publishes consensusbased International Standards and
manages conformity assessment systems
for electric and electronic products,
systems and services, collectively known
as electrotechnology.

Two major trends have made internet
connectivity progress from a network
of desktop users to a network of
things: the unprecedented expansion
of mobile connectivity, anywhere
and anytime, and the availability of
a myriad of connected, low-power
sensors and devices. Tiny sensors,
industrial machines, cars, buildings,
animals and even human body parts
are all part of the IoT.
Developing our connected world
Efforts so far have predominantly
focused on developing connectivity
frameworks (communication
architectures and protocols ranging
from physical layers to semantic
interoperability) and improving sensors
to make them smaller, rugged,
inexpensive and consume less energy.
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Building smart farms using the internet (Photo: Freedomsat)
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Making the IoT effective, however,
requires more than sensing and
communication capabilities. Recent
evolutions in artificial intelligence
and machine learning are bringing
a missing piece to the IoT puzzle,
by providing useful and actionable
information to manufacturers and
users.
ISO/IEC JTC 1, the IEC and ISO Joint
Technical Committee on information
technology defines the IoT as: "An
infrastructure of interconnected
objects, people, systems and
information resources together with
intelligent services to allow them to
process information of the physical
and the virtual world and react."

The importance of standardization
from the outset
The IoT is still delivering behind initial
expectations. One reason for this
is the absence of widely-adopted
international standards. As observed
by Forrester in one of their TechRadar
reports, “IoT technologies are
diverse and immature”, many of them
being timid evolutions of legacy or
proprietary technologies. They add:
“Standards are nascent, as vendors
are only a couple of years into the
process of creating general-purpose
interoperability standards. And IoT
security technologies are still in the
creation phase, with no established
products.”
While international standards are no
substitute for a dynamic, innovative
and competitive marketplace, they can
support the IoT marketplace in several
different ways, such as:
•

•

•

Reducing fragmentation among
numerous consortia, fora, local
or regional initiatives, all with
the same objectives but with
different and often incompatible
technologies, can help mitigate the
risk of investing in technologies
that may quickly be displaced by
more open, widely accepted ones.
Interoperability between devices
and brands is not only an enabler
for developing attractive product
ecosystems for end users, but also
a driver for manufacturers to scale
up their product offerings thanks
to more cost-effective sourcing
of largely adopted, off-the-shelf
technologies. Interoperability is
fostered at various levels, from
shared semantics frameworks, to
common reference architectures,
using a well-defined terminology
that is understood by all market
parties.
Handling and making sense
of data, developing robust IoT
security mechanisms, and

effectively addressing privacy
issues, require the involvement of a
wide set of stakeholders to develop
adequate technical solutions that
address societal concerns and
respond to policy needs.
The international standardization
system is the place where these
issues can be discussed and agreed
upon in a neutral and consensusbased manner.
IEC ramps up IoT standardization
activities
Even before IoT became a widely
known and used term,
ISO/IEC JTC 1 and its subcommittees
were developing International
Standards which have addressed
several parts of the overall IoT
landscape, for example communication
protocols, systems engineering,
interconnection equipment, IT security,
cloud computing and distributed
platforms, and Big Data.
More recently, a subcommittee for IoT
and related technologies,
ISO/IEC JTC 1/SC 41, was set up
to regroup existing ISO/IEC JTC 1
standardization activities in this area,
using a systems integration approach.
Its work will comprise sensor networks
and IoT, and it will develop new
International Standards, which aim to
provide the missing pieces of the IoT
puzzle.
These work-in-progress Standards
include defining a common IoT
vocabulary (ISO/IEC 20924),
specifying an IoT Reference
Architecture (ISO/IEC 30141), as
well as devising an interoperability
framework to support seamless
communication between various IoT
entities (ISO/IEC 21823). A report on
IoT use cases (ISO/IEC TR 22417)
will also be published to inform the
marketplace on existing IoT success
stories and emerging deployments.
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•

•

•

By 2020 there will be 50 billion connected objects, according to Cisco

Many more activities are under way
and planned within the newly created
IoT subcommittee, with the ultimate
goal of providing the marketplace with
a consistent, relevant and future-proof
set of IoT Standards that will facilitate
the advent of the “all connected
things” paradigm. Cooperation with
other organizations, including industry
consortia, has been part of the
committee’s charter from the onset,
to help address the fragmentation
issue. Its deliverables will not only
benefit manufacturers of IoT solutions,
but also other application-focused
standardization committees that are
willing to incorporate IoT capabilities
into their standards.
A market set to boom
Several research organizations
have attempted to define significant
market opportunities for the IoT. While
estimated size and volumes may
vary, all concur on the point that the
effects on markets are projected to be
huge – by 2020 there will be 50 billion
connected objects representing a
USD 19 trillion opportunity according
to Cisco; there will be 12 billion
machine-to-machine connections
according to Machina Research; while
Gartner believes that more than half of

36 Issue 07/2017 I e-tech

new business processes and systems
will incorporate some IoT elements.
Rather than leading to abrupt
disruptions in existing businesses and
processes, the IoT is developing in a
continuous and steady way, affecting
a broad number of technology sectors.
These range from automated homes
and buildings, medical wearables, to
intelligent transportation and industrial
manufacturing.
Although forecasters and investors
have tried hard to identify “killer
apps”, market outlooks remain
difficult to converge, given the broad
variety of opinions. Several market
observers even note that this lack
remains a significant hurdle for rapid
market development. A recent survey
conducted by the World Economic
Forum (WEF) provides an insightful
perspective into which applications
could help drive the IoT to maturity.
In this study, 800 leaders were polled
on 21 tipping points (i.e. moments
when specific technological shifts hit
mainstream society) expected to be
enabled by 2025. It reveals that by that
date:
•

91% believe that 10% of people
will wear clothes connected to the
internet.

89% believe that one trillion
sensors will be connected to the
internet.
85% believe that 10% of reading
glasses will be connected to the
internet.
70% believe that over 50% of
internet traffic to homes will go to
appliances and devices.

A large number of the executives
surveyed believe the IoT will be driven
by myriads of connected sensors,
home appliances and wearable
devices. Several IEC technical
committees are working on these
topics, including for household
appliances and for wearable smart
devices.
Moving into the IoT future
More industries around the world, from
advertising, agriculture, broadcasting
and construction, to health, mining
and tourism, are embracing the IoT.
Increasingly, this smart technology is
becoming part of daily life, and steady
progress continues to be made as
new connected devices are rapidly
brought to consumers.
While the transition from closed,
legacy systems towards open,
interoperable ecosystems has not yet
happened, International Standards are
being developed to help consolidate
the marketplace, harmonize systems
and allow for interoperability, in order
to reduce the fragmentation into
numerous incompatible technologies.
Given the importance of the IoT,
IEC, through its Joint Committee for
information technology, has taken new
steps to address remaining challenges
with the creation of its new SC 41 for
IoT and related technologies. Building
on ISO/IEC JTC 1 successful track
record of developing widely used
International Standards (JPEG, MPEG)
and working collaboratively with other
organizations, this new subcommittee
is well positioned to help the IoT fulfil
its initial promises and deliver on its
ambitious expectations.
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A place in the sun
Standards for solar PV support market needs
By Catherine Bischofberger

As the price of photovoltaic (PV) panels
continues to tumble and the requirement
for cleaner renewable forms of energy
grows, more and more of our energy
needs will be met by PV-generated
power. The IEC is a leader in the field
of PV standardization which falls under
the responsibility of IEC Technical
Committee (TC) 82: Solar photovoltaic
energy systems. The TC is publishing
International Standards which facilitate
market growth and global trade in this
crucial sector.

The times they are a-changin’…
Ecological concerns have boosted
demand for renewable forms of
energy across the globe and the
production of solar panels is booming.
Chinese manufacturers lead the
way in a market dominated by Asian
companies.
Made in China
According to the 2017 Global Status
Report on Renewables published by
REN21, an international non-profit
association which is part of the United
Nations Environment Programme
(UNEP) in Paris, global production of
crystal silicon cells and modules rose
sharply in 2016, with China dominating
shipments for the eighth year running.

The Chinese are leading producers of PV panels (Photo: Wing)
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Lower prices mean PV modules are now widely accessible to export markets in the developing world. Here, PV installations on Fiji

“Locked in a race to build bigger, more
advanced factories to produce panels
faster and more cheaply than their
competitors, companies announced
expansions throughout the year,” the
report states.
While some of this production boost
has fulfilled demand from domestic
markets, a sizeable chunk of it is
destined for export. This growing
surge in exports has been supported
by the publication of numerous
standards in the field of PV. Since
the 1980s, the IEC has been at the
leading edge of a wave of Standards
production, guided by IEC TC 82:
Solar photovoltaic energy systems.
“Chinese manufacturers hugely
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boosted their production levels over
the last ten years. To give you an
example, when I started out in this
industry in the 1980s, I was at the
head of a small company which
produced solar panels at a rate
of 10 units per day. Nowadays in
China, factories churn out thousands
of panels per hour. In order to
export, companies have to reassure
customers that their products meet
the required International Standards,”
explains George Kelly, Secretary of
IEC TC 82.
IEC TC 82 has issued 101 publications
so far, with a record number of
32 coming out in 2016 alone. “We
have published a lot over the last

couple of years. There is a strong
correlation between this rise in
Standards and the increased
popularity of PV-generated energy
around the world,” Kelly agrees.
Developing needs
Increased production levels have
led to a dramatic fall in the price of
solar PV. “When we started out in
the 1980s, the aim was to produce
modules at a price of one USD/W.
Now the industry has reached a level
of 40 cents/W,” he says. Lowering
prices mean that PV modules are now
widely accessible to export markets
in the developing world – making the
requirement for IEC Standards all the

TECHNICAL COMMITTEES

IEC TC 82 Secretary George Kelly

more important. “TC 82/Joint Working
Group (JWG) 1 was established to
prepare Standards and Technical
Specifications for off-grid projects
and hybrid systems that are now
being implemented in developing
nations. It has been working on the
IEC TS 62257 series of Technical
Specifications (TS) under the guidance
of two co-convenors, one from South
Africa, Leon Drotsché and one from
the US, Arne Jacobson. A big focus of
the JWG is to ensure that developing
countries, in Africa for instance, get
the appropriate quality of solar panel
equipment, in line with
IEC Standards,”.
IEC TC 82 has published 18 Technical
Specifications in the IEC TS 62257 series

on recommendations for small
renewable and hybrid systems for
rural electrification, and its significance
has been recognized by the World
Bank and the United Nations
Industrial Development Organization
(UNIDO). In 2013, together with
the IEC, they announced a new
cooperative agreement, offering a
specially discounted price for qualified
stakeholders, in order to provide
developing countries with access to
these important technical documents
that are designed to support rural
electrification. The TC, which is
composed of 355 experts, comprises
40 participating countries and
11 observer ones, drawn from all
around the world.
Conformity assessment check
Another boost for IEC TC 82
publications has been the
establishment of IECRE, the IEC
System for Certification of Standards
Relating to Equipment Used in
Renewable Energy Applications.
Kelly, who is also a member of the
RE Management Committee (REMC),
says: “We have been modifying our
publications to build in conformity
assessment (CA) requirements since
2014. A lot of work has been carried
out to identify which areas need to be

certified and where the gaps are.”
As a result the solar PV sector is
expected to issue its first conformity
assessment certificate in the coming
months. While the drive relating to
CA will continue in the future, Kelly
expects TC 82 to focus on energy
storage in the next three to five years.
“There is an increasing requirement
for small decentralized battery
units powered by renewable energy
sources which you could fit in a truck
or on a roof. Such systems already
exist in some small Pacific islands,
for instance. The batteries store
energy and can power the island if
anything goes wrong with the grid.
They replace diesel generators at a
comparable cost.”
To oversee standardization in
rechargeable RE battery systems,
TC 82 has formed a Joint Working
Group with IEC TC 21: Secondary
cells and batteries. JWG 82:
Secondary cells and batteries for
renewable energy storage, took
part in the development of the
"Battery section" of IEC PAS 62111,
a Publicly Available Specification on
decentralized rural electrification (DRE)
which is now incorporated in the IEC
TS 62257 series.
There is plenty more work to be
done in areas such as interfaces and
interconnecting storage systems
with the main grid. “We collaborate
with IEC TC 8: Systems aspects
for electrical energy supply, more
specifically with IEC Subcommittee
(SC) 8A: Grid integration of renewable
energy generation and IEC SC 8B:
Decentralized electrical energy
systems,” Kelly adds.
The TC therefore has a busy schedule
ahead of it, with 50 new publications
already planned for 2018. It helps,
says Kelly, “that we all share a sense
of purpose and a similar vision that
we are achieving something that will
benefit us all and our planet. We also
have a huge amount of fun along the
way.”
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Turn up the heat
New Technical Specifications on electromagnetic nearfields
By Catherine Bischofberger

Safety is a crucial concern for

describe different forms of industrial

anyone working in industries that use

electroheating processes. While

electroheating. The IEC has established

these may be less often alluded to,

key International Standards in that

they are widespread – in industries

area under the remit of IEC Technical

such as food processing, steel,

Committee (TC) 27: Industrial heating

ceramics, medical and textiles.

and electromagnetic processing. The TC,

These use different electroheating

which celebrates its 80th anniversary

techniques which are more efficient,

this year, is not resting on its laurels and

precise, cleaner and safer than their

has just issued two major publications on

counterparts which operate on fossil

electromagnetic nearfields.

fuels.
Electroheating can be employed
to kill microorganisms in the food
processing industry, for instance,
using a variety of techniques which
include microwave or conductive
heating. In the steel industry, the use
of electric arc furnaces (EAF) offers
considerable advantages compared to
traditional furnaces. EAFs can make
steel from 100% scrap metal and
glass can be melted wasting much
less energy than fuel-fired furnaces,
for example.
Over the last several decades,
IEC TC 27 has prepared International

Per Olov Risman is the co-convenor of WG 32,
part of IEC TC 27

Standards in the field of industrial
equipment and installations intended
for electroheating. They cover

Induction or microwave heating…

equipment for induction, microwave,

These words may sound familiar but

plasma, laser, dieletric, electron beam

whereas for most of us they refer to

and infrared radiation heating, to name

ways of cooking dinner they can also

but a few.
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Electric arc furnaces are used in the steel industry
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New Standards and Technical

techniques which could have an

Sweden’s Per Olov Risman together

Specifications continue to be

impact on the health of workers in the

with Norway’s Ketil Hornaes are the

produced and maintained by the

industries that use them. For example,

co-convenors of Working Group

different working groups which are

operating EAFs can expose workers to

(WG) 32 (now Maintenance Group

part of the TC. Older Standards are

explosion hazards, if safety Standards

33) which has been focusing on

constantly being revised, updated and

and safe working practices are not put

the issue of hazards caused by

withdrawn when required.

in place and adhered to.

electromagnetic nearfields. “We met

Safety is key

IEC TC 27 has been at the forefront

that we had similar interests. Ketil

in 2012 and immediately realised
of the effort to standardize safety in

was a total expert in electromagnetic

Safety Standards are crucial in

electroheating. Recently it has been

engineering and was working for a

the field of electroheating as there

examining the issue of exposure to

large Norwegian producer of induction

are a number of potential hazards

electromagnetic nearfields provoked

associated with the various heating

by induction heating processes.

heating devices. We were aware that
there was a requirement for Technical
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next step is to use them in a mass
production process.
“There are some interesting areas
which could require Standards,
including electrolysis for instance,”
notes Risman. “The requirement for
safety Standards is growing. The fear
of liability, which is high in countries
like the US where defective product
lawsuits can be filed for millions of
dollars, is boosting demand. Another
driver is that safety Standards help
companies export products to various
markets,” he adds.
Milestones along the way

Coupling value to body parts is a novel concept (Photo: IEC TS 62997)

Specifications on touch current and
voltages as well as a need to neutrally
assess the hazards of electromagnetic
nearfields,” explains Risman.
Both men led a group of six members
from China, the US, Poland and
Germany. It has recently published
IEC TS 62997 which evaluates the
hazards caused by electromagnetic
nearfields from 1 Hz to 6 MHz, and
IEC TS 62996 which specifies the
limits for contact and touch currents
and voltages and electric fields from
1 kHz to 6 MHz. Of the process,
he says: “It was a big project and
there was more work than we
initially expected. We established a
new concept of coupling value to
bodyparts, for instance. We proposed
several methods of assessing safety
depending on the availability of
qualifications and instrumentation.”
The group looked at the interaction
between external influences such as
magnetic fields and currents in the
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body using computer simulation and
other methods. “We found that in
certain positions workers exposed to
the levels we looked at could probably
feel a slight tingle in their hands but
nothing more. There is certainly no
risk of electric shock. According to
our findings, working in magnetic
nearfields is in fact less hazardous
than earlier anticipated, notably by the
2013 EU directive on electromagnetic
fields (EMF),” says Risman.
Follow the sun
Even though electroheating is a
mature field, there are a number of
areas which could require further
standardization. New applications
include the use of induction directional
solidification system furnaces for the
production of multi crystal silicon
used in the photovoltaic (PV) industry.
The furnaces have been tested in
an industrial environment, on the
manufacturing premises of one of
the biggest Chinese producers. The

Before his stint at the helm of WG 32,
Risman was involved in many other
working groups inside the TC which
he joined in 2002. Previously, he
was Chair of IEC SC 61B: Safety of
microwave appliances for household
and commercial use. “I joined the IEC
in the 1970s, which was a great time
to work on microwave technology.
Applications were in industry, which is
where the work of TC 27 is focused,
but also in household appliances,
under the remit of TC 61,” he
remembers.
IEC TC 27 was founded in 1937 but
its first Standards were published in
the 1960s, most notably IEC 60239,
which dealt with dimensions of
graphite electrodes for arc furnaces.
The Committee currently comprises
10 participating and 15 observer
countries. A number of crucial
milestones were reached in the
1970s with the publication of the first
Standard in the IEC 60519 series on
safety in electroheating installations.
These have been updated extensively
since then. Of the 90 or so
publications the TC has issued since
its creation, 33 are still valid. As it is
vital to keep Standards in the area of
industrial electroheating up to date,
many of the original publications
have been withdrawn, to ensure
compliance with technology and
safety requirements is maintained.
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80th anniversary of industrial
electroheating standardization
Polish experts continue to play a significant part in leading the development
of Standards in this important field.
By Alicja Haras, Secretary of IEC Technical Committee (TC) 27: Industrial electroheating and electromagnetic processing

Alicja Haras, Secretary of IEC Technical
Committee (TC) 27: Industrial
electroheating and electromagnetic
processing, looks back at the history of
the TC.

Universal use
Many products commonly used or
consumed owe their existence to
the application of electroheating
techniques. Electroheating causes
electricity to be converted to
heat, a process used in a variety
of manufacturing operations.
Calcination, evaporation, sterilization,
annealing, metal or non-metal melting,
solidification, sintering, smelting,
curing and moulding are only a few
examples of numerous processes
commonly used in electroheating.
Their main advantage over the
alternative method, obtaining heat
from direct fuel combustion, is the
ease of process control as well as the
lower environmental impact due to the
lack of harmful emissions from fuel
combustion.
Standardization started in earnest
in the 1960s
International Standards for industrial
electroheating equipment and
installations are developed by

Aluminium alloy convection conveyor furnace (Photo: Infrared Heating Technologies)
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Electric arc furnaces for steel production are more efficient than gas furnaces (Photo: Deutsche Edelstahlwerke)

IEC TC 27, celebrating its 80th
anniversary this year. Although the
committee was set up in 1937, its true
standardization activities only begun
more than two decades later, in 1960.
They are reflected in the adoption of
31 documents. In 1960, Professor
Marian Mazur became Chair of
IEC TC 27, while Professor Tadeusz
Skrzypek was appointed as the
TC Secretary. Under this management,
the TC held four plenary meetings:
in Warsaw in 1962, Milan in 1965,
and Brussels and Tehran in 1967. It
also developed two IEC publications
related to industrial electroheating and
now celebrating their 50th anniversary:
•

IEC 239 (1967): Nominal
dimensions of cylindrical machined

44 Issue 07/2017 I e-tech

•

•

graphite electrodes with threaded
sockets and nipples for use
in electric arc furnaces. This
Standard, updated over the years,
is now in its fourth edition and has
been renamed, IEC 60239:2005,
Graphite electrodes for electric
arc furnaces – Dimensions and
designation
IEC 240 (1967): Characteristics of
electric infra-red emitters for heating
purposes. A second edition of this
Standard was given a new number,
IEC 60240:1992
The purely dimensional specification
referred to in IEC 239 led to a
reduction in the variety of more
unusual types of electrode, resulting
in appreciable savings for users

Uninterrupted activities
The next Chair, 10 years later, was
Dr Maxime Kleinpeter from Electricité
de France. In 1971, a new IEC TC 27
Secretary was also appointed, with
the secretariat of the Committee
remaining in Poland between
1960-1987 and again between
1994-2017. The archives show that a
number of Standards were developed
under this leadership and there are
also significant contributions to the
field by Polish experts of the time.
Professor Mieczysław Hering was a
leader of the group that developed Part
841 of the International Electrotechnical
Vocabulary (IEV), IEC 60050-841:2004,
Industrial electroheat, as well as a
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Maria Pernach from 1994–1999, and
then by Elżbieta Ślażyńska from
1999-2017. While this report highlights
the involvement and accomplishments
of specialists from Poland, the
achievements of experts from other
countries must not be underestimated
for their undoubtedly significant
contributions to the development of
International Standards in this field.
Well-established techniques but
still room for new ones

Convenor of the team responsible for
its maintenance (MT). In 2004
he received the prestigious
IEC 1906 Award, in recognition of this
contribution. In the same year, this
award was given to another Polish
expert, who continues to be active
in the work of this TC, Wojciech
Rusakiewicz.
Six years later, Tadeusz Skoczkowski
joined the group of Polish experts
honored with the IEC 1906 Award
for their involvement in IEC TC 27
activities. Although the award was
made in recognition of his work with
IEC TC 27/MT 18, he was also the
Secretary of the TC from 1994-2010,
supported by Assistant Secretary

Although electrothermal techniques
are already abundant (resistive,
electrode, arc, capacitive, induction,
microwave, plasma, ultrasonic, laser,
etc.), there is still room for new ones
to appear in the field of electroheating
equipment. User demand dictates the
pace of technological development,
especially in terms of energy
efficiency, as electroheating equipment
consumes a significant amount of
electricity in industry overall. In the EU,
consumption due to electroheating
is estimated to be between 20 and
40%. The use of advanced technology
may allow this to fall by 5-25% over
the next 10 years, bringing significant
savings across multiple industries.
There is also a growing demand for
increasing the quality of final products
and the safety of equipment and
installations, and for reducing their
environmental impact.
Safety considerations paramount
Safety requirements, including
aspects such as shock protection,
alarm control and signalization and
electromagnetic compatibility, as
well as test methods for various
pieces of electroheating equipment
and installations are already either
covered in IEC TC 27 Standards or
will be included in the future, providing
industry stakeholders allocate
adequate resources to ensure that the
quality of those Standards remains
high. This requires the intellectual
input of a wide range of professionals,
as is normal in the standards

development process at any level. One
recent development (in 2011) has been
the extension of
IEC TC Ś 27 to include technologies
that use wavelengths in the
electromagnetic spectrum to modify
properties of materials, as is widely
discussed in current specialist
literature and online.
Standardization of the electroheating
and electromagnetic processing
aspects is of great importance
to providers of electroheating
equipment, whether they are small- or
medium-sized enterprises or global
corporations. Each offers products
that are individually tailored to suit the
needs of its customers. Users of
IEC TC 27 Standards are found
in a wide range of heavy and light
industrial sectors, including the
metallurgy sector, which is highly
important to the Polish economy.
Other newer sectors deal with
nanomaterials, nanotechnology,
optoelectronics and the processing
of waste and hazardous products. All
require precise and unique heating
methods which are covered by the
scope of IEC TC 27 and point to the
continuing need for developing new, or
revising existing, Standards of this TC.
TC regularly reassessing priorities
Increasing user needs, and
observation of emerging fields of
application of the methods covered
by the scope of IEC TC 27, require the
committee sets its priorities regularly
to cover the next few years. This year,
the first editions of two Technical
Specifications (TS) dealing with
electromagnetic compatibility (EMC)
and electromagnetic fields (EMF),
which are so relevant to the operation
of this type of equipment, have been
published.
IEC TS 62996:2017, covers
requirements on touch currents,
voltages and electric fields from 1 kHz
to 6 MHz, while IEC TS 62997:2017
concerns the evaluation of hazards
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Convection IR/convection oven for automotive dashboards (Photo: Infrared Heating Technologies)

caused by magnetic nearfields from
1 Hz to 6 MHz.
In the next three to five years, IEC TC
experts will revise the entire
IEC 60519 series on safety in
electroheating installations in order to
develop a consistent set of Standards
for all aspects of safety in industrial
electroheating and electromagnetic
processing equipment and
installations, whether electrical
or non-electrical. Publications on
test methods will also be reviewed
and revised, in accordance with
the technological progress already
referred to.
Future work to include existing and
new publications
Future standardization work on new
Standards or amendments to existing
publications will cover:
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energy efficiency issues and
classification of equipment
and installations that allow the
efficiency of a given system to be
determined and compared with
other systems in a given category
safety and test methods of
various pieces of equipment and
installations for electroheating
and electromagnetic processing,
especially new ones and those
not already covered by existing
standards
safety and reliability issues of
advanced digital control methods

The technological developments
anticipated for the field of
electroheating and electromagnetic
processing are cause for wide
discussion of standardization work
on new projects. New work item
proposals will include plasma-arc
installations, new casting systems,

electromagnetic processing of
materials, ultrasonic heating, crystal
growth process furnaces and spark
erosion. The emergence of numerous
new techniques and equipment calls
for intensive work on the revision of
Part 841 of IEV, which contains
IEC TC 27 terminology.
When I assumed the role of
IEC TC 27 Secretary at the beginning
of 2017, I was unaware that my tenure
was beginning in such a special year
for this TC. Now, knowing that 2017
marks the 80th anniversary of the
foundation of IEC TC 27 and that the
IEC National Committee of Poland has
held its Secretariat for over
50 years, I am delighted that it provides
a unique opportunity to recall
IEC TC 27 standardization work,
which covers equipment vital to the
production of many things in everyday
usage as well as being of a high
technological standard.
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Plugged in safely
It’s all about trust
By Antoinette Price

The home appliance industry is booming
and is expected to generate
USD 590 billion by 2020, according to
Statista, a market research company.

Today, we own many appliances,
large, small and a growing number
which are smart. Some may use
water, such as washing machines and
others heat up, for instance toasters or
grill ovens. The list is long, but these
devices help us store and prepare
food, clean and make things around
the home, and then there are those for
personal grooming. From hair dryers,
fridges, vacuum cleaners and irons, to
sewing machines, kettles, microwaves
and televisions, we plug them into the
mains without a second thought for
safety.
We simply expect and assume that
manufacturers have done whatever
it takes to ensure that the entire
appliance, including cords and
switches, will function correctly and
safely.
Standards and testing build
confidence
Manufacturers must adhere to strict
regulations regarding safety and

International Standards ensure household appliances are safe and reliable
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Today, our homes have many electric appliances

performance of their products in order
to get them to market and be sure that
consumers will buy them. However,
Standards alone are not enough;
consumers want proof the products
were actually made according to these
Standards.
IECEE, the IEC System of
Conformity Assessment Schemes
for Electrotechnical Equipment and
Components, offers manufacturers the
possibility to demonstrate conformity
with the prescribed Standard, through
the IECEE CB Scheme. This is an
international conformity assessment
scheme for mutual acceptance of
third-party test reports and certificates
dealing with the safety of electrical and
electronic components, equipment
and products.
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The Scheme uses the IEC 60335
series of Standards produced by
IEC Technical Committee (TC) 61, for
testing the safety of household and
similar appliances.

and certification. Manufacturers can
ensure their products are safe, reliable
and perform as they should, while at
the same time, consumers trust what
they are buying.

Some of the provisions include testing
for electric shock, water and moisture
resistance, heat and fire resistance
for insulating plastics, which protect
live elements in plugs and cords,
as well as stability and mechanical
hazards for appliances with blades
such as slicing or mincing machines.
The Standards also consider devices
left unattended which contain preprogrammed switching systems, such
as electric kettles.
Multiple benefits for all

Additionally, manufacturers can reduce
delays and the associated costs due
to multiple testing regimes in many
countries. Products can be certified
once by certification organizations in
participating IECEE countries. The
resulting test certificates and test
reports are usually accepted by the
national authorities and regulators,
retailers, buyers and vendors of other
participating countries worldwide,
without the need for further product
assessment.

Everyone stands to benefit from
using the IECEE System of testing

Find out more about IECEE and its
Schemes: www.iecee.org
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Fossil fuels in the energy mix
Ensuring safety in the oil, gas and coal sector
By Claire Marchand

While the part of renewable energy
sources - solar, wind, marine and hydro
- in the energy mix has been growing
steadily in recent years, fossil fuels still
play a major role in energy generation,
distribution and consumption.

Fossil fuels still leading in energy
generation and consumption
Oil, gas and coal still take the lion’s
share in power generation and
consumption but for how long?
According to the International Energy
Agency (IEA), global oil demand is
expected to grow at least until 2040,
used mainly in road freight, aviation
and petrochemicals; on the contrary,
oil demand for passenger cars is set
to decline due to increased efficiency,
biofuels, and the plan envisaged by
several countries and cities around the
world to ban gasoline and diesel cars
by 2030 or 2040, thus favoring cleaner
vehicles as part of the fight against
global warming.
Gas is the only fossil fuel whose
market share is growing, thanks in
good part to liquefied natural gas
(LNG) which today represents more
than half the global long-distance gas
trade (up from a quarter in 2000).
The IEA sees only a marginal growth

Coal consumption will grow marginally over the next 25 years due to climate change issues and
diversification in the energy mix

in coal consumption over the next 25
years due to climate change issues
and the increasing diversification of
the energy mix.
The pros and cons of fossil fuels
There are several advantages to
having such a high share of fossil

fuels in the world’s energy mix. Very
large amounts of electricity can be
generated in one place, fairly cheaply,
using coal; transporting oil and gas
to power stations is easy; gas-fired
power stations are efficient; and fossilfuelled power stations can be built
almost anywhere as long as they can
receive large quantities of fuel.
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The IECEx Certification of Personnel Competence Scheme assesses and certifies individuals working in potentially hazardous areas (Photo: AP images)

There are drawbacks as well.
Pollution is one: burning any fossil fuel
produces CO2 (carbon dioxide) which
contributes to the greenhouse effect.
In addition, oil, gas and coal are not
renewable energy sources. Last but
not least, coal mining, oil drilling and
gas extraction sites are considered
hazardous areas where the risk of
explosion, oil spills or gas leaks is high
and always present, and workers at
these sites are often exposed to harsh
and extreme conditions.
Safety in potentially explosive areas
relies largely on the proper and safe
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interaction of equipment and human
factors.

the equipment used in hazardous
areas.

While there is no guarantee that
working in Ex atmospheres can
be 100% risk-free, the oil and gas
industry and the mining sector have
tools at their disposal to make their
environment as safe as possible.

Built to IEC International Standards,
tested and certified by IECEx

The IEC, together with IECEx, the IEC
System for Certification to Standards
Relating to Equipment for Use in
Explosive Atmospheres, provides very
specific compliance tools for those
manufacturing, repairing or operating

IEC International Standards prepared
by IEC Technical Committee (TC) 31:
Equipment for explosive atmospheres,
provide designers, manufacturers,
installers, maintenance and repair
specialists with the specifications
and requirements against which
Ex electrical and non-electrical
(mechanical) equipment has to
be built, installed, maintained and
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•

with IEC safety Standards
persons involved in these areas are
competent to apply the strict safety
standards

Safety of Ex equipment
A great number of companies rely on
IECEx for the testing and certification
of their products. Manufacturers have
to meet the very strict requirements
specified in the IEC 60079 series of
International Standards on explosive
atmospheres as well as those put
in place by national or regional
regulations and legislation. Proving
adherence to those requirements
can be costly and time-intensive. An
IECEx certificate is like a passport
for manufacturers of Ex equipment:
it provides clear proof of compliance
with International Standards and
it certifies that the equipment in
question carries the requisite level of
protection.

certificates according to these two
Standards.
Maintenance and repair of Ex
equipment
Because Ex equipment has a much
higher capital cost than the same
equipment used elsewhere, repairing
it is often more cost-effective than
replacing it. The IECEx Certified
Service Facilities Scheme assesses
and certifies that organizations and
workshops that provide repair and
overhaul services to the Ex industry do
so according to the strict requirements
of IEC 60079-19, Explosive
atmospheres - Part 19: Equipment
repair, overhaul and reclamation. This
ensures that the unique Ex safety
features are not compromised during
the repair or overhaul process. The
System includes on-site audits prior to
issuing the IECEx Certificate, as well
as periodic audit reports.
Highly-skilled workforce

repaired. Market demand for these
Standards has increased significantly
in recent years and many countries
have adopted them.
IECEx has put in place a number of
Certification Schemes that provide
assurance that:
•

•

Electrical and non-electrical
equipment and systems are
manufactured and operated
according to the highest
international standards of safety
service providers including repair
and overhaul workshops comply

In 2016, in response to Ex industry
demands, IECEx integrated into its
operation International Standards
ISO 80079-36, Explosive atmospheres
- Part 36: Non-electrical equipment
forexplosive atmospheres - Basic
method and requirements, and
ISO 80079-37, Explosive atmospheres
- Part 37: Non-electrical equipment for
explosive atmospheres - Non electrical
type of protection constructional
safety "c", control of ignition source
"b", liquid immersion "k", which cover
non-electrical equipment. To prevent
explosions, both electrical and nonelectrical equipment needs to be
taken into consideration in a systems
approach. IEC and ISO worked
closely to prepare ISO 80079-36
and ISO 80079-37 on non-electrical
equipment for explosive atmospheres.
The Standards provide methods
and requirements for the design,
construction, testing and marking
of non-electrical Ex equipment, Ex
components, protective systems,
devices and assemblies that are
used in explosive atmospheres. Also,
in 2016, IECEx commenced issuing

To cover all safety aspects in Ex
environments and to complement the
Certified Equipment Scheme, IECEx
has developed the IECEx Certification
of Personnel Competence Scheme for
assessing and certifying individuals
working in potentially hazardous
areas.
The IECEx Certificate of Personnel
Competence (CoPC) provides
independent proof that the certificate
holder has the requisite qualifications
and experience for working on
electrical equipment located in
hazardous areas and can implement
IEC International Standards covering
explosive atmospheres.
For the CoPC, competence is defined
as "the ability to apply knowledge"
rather than simply assessing
knowledge. In this sense, the
assessment of persons evaluates their
ability to perform certain Ex-related
tasks.
To learn more about IECEx and its
Schemes, go to: www.iecex.com
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Electronics essential for
sustainable energy model
The energy sector relies on electronics for a smooth
transition to efficiency and sustainability
By Claire Marchand

The demand for energy is growing fast,
for electricity even faster. To meet the
needs of over nine billion people by 2050,
energy production will have to double
while at the same time greenhouse gas
emissions will have to be drastically
reduced. This can only be achieved
through a transition from a carbon-based
economy towards a sustainable and
efficient energy model that is accessible
to all on the planet.

that promote renewable energies
– wind, solar, geothermal, hydro,
marine (wave and tidal) – and energy
efficiency.
Smart systems, using two-way
communication technology and
computer processing, are making
their way into electricity networks,
from power plants to homes and
businesses. Smart and sustainable
energy has many benefits for
utilities and consumers alike: day-

A clean definition
In 2004, REEEP, the Renewable
Energy & Energy Efficiency
Partnership, proposed a definition of
sustainable energy as “the provision of
energy such that it meets the needs of
the future without compromising the
ability of future generations to meet
their own needs. Sustainable energy
has two key components: renewable
energy and energy efficiency.”
Technologies are key

to-day generation, distribution
and consumption monitoring, cost
reduction, electricity storage and
much more.
Smart gets smarter everyday

						

Today’s world is as smart as it

The role of power electronics

is thanks to the extensive use
of electronic components of all
types. Smart energy environments
rely heavily on information and
communication technology (ICT) for
transmitting and processing signals
and data smoothly and providing

The move towards sustainability in
energy generation, transmission and
consumption can only happen through
an array of technological advances
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communication between devices or
systems. They also depend on power
electronics for the conversion of
electrical power.

Power electronics is the phrase used
to define the application of solid-state
electronics for the efficient control and
conversion of electrical power. Power
electronics comes into play whenever
there is a need to modify voltage,
current or frequency. In modern systems
the conversion is performed using
semiconductor switching devices such
as diodes, thyristors and transistors.
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Smart meters allow consumers to monitor their energy consumption

Power electronics is used in a wide
range of applications in industry,
transportation, utilities, power supply
for electronic equipment, commercial
and residential appliances. For
instance, many consumer electronic
devices, such as cell phones, personal
computers and battery chargers,
contain an AC/DC converter, probably
the most popular converter of all.
In industry a common application
is the variable speed drive (VSD),

which controls induction motors. The
power range of VSDs goes from a few
hundred watts to tens of megawatts.
Power electronics also plays a major
role in low-voltage direct current
(LVDC) projects such as micro grids
used for electricity distribution in rural
or remote areas. Direct current in
the electrical network combined with
power electronics reduce power cuts
and enable the intelligent use of the
electrical network. This is of particular

importance for developing country
where access to electricity is still
limited or non-existent.
Trust throughout the supply chain
Manufacturers and suppliers
of electronic components and
manufacturers of electronic devices
and systems have to ensure that their
products are of the highest quality and
performance. For their part, utilities
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that install smart meters or retailers
who sell devices and equipment need
to make sure that those are safe and
reliable – and the consumers who
acquire them will also want to know
this.
For all, trust is essential. One way to
build that trust is through testing and
certification. IECQ, the IEC Quality
Assessment System for Electronic
Components, is a major player and a
leader in this field, working relentlessly
to develop Schemes that cover not
just electronic components but also

associated materials, assemblies and
processes.
IECQ – a building block
As a worldwide approval and
certification system covering the
supply of electronic components,
assemblies and associated materials
and processes, IECQ provides a
certification system that enables
manufacturers and suppliers to
provide independent verification that
the claimed specifications (including
IEC International Standards) have been

met. This gives end manufacturers the
reassurance of knowing that suppliers
holding IECQ certification do not need
stringent second party assessment or
monitoring.
The plethora of electronic components
and processes covered by IECQ are
used in all kinds of technologies,
from the smallest device to the most
complex piece of equipment. IECQ
contribution to a safer and more
reliable world can only increase with
the development of new technologies
and state-of-the-art electronic devices.
Large scope
IECQ offers several Schemes for
specific industry sectors or that
address issues that raise concerns:
• IECQ AP (Approved Process)
• IECQ AP-CAP (Counterfeit
Avoidance Programme)
• IECQ AC (Approved Component)
•
IECQ AC-TC (Technology
Certification)
•
IECQ AC-AQP (Automotive
Qualification Programme)
•
IECQ Scheme for LED Lighting
(LED components, assemblies
and systems)
• IECQ Avionics
• IECQ HSPM (Hazardous
Substances Process Management)
• IECQ ITL (Independent Testing
Laboratory)
The IECQ Schemes help facilitate
trade, reduce industry costs and
eliminate duplication of assessments
because certificates are recognized
globally in the member countries. This
means that once a device, a piece of
equipment or an installation has been
tested by a recognized certification
body, the certificate is valid
everywhere, making it highly valuable.
It also provides those components,
processes and materials that have
been certified with the potential to
access international markets.

Thermography helps detec energy losses in buildings (Photo: Mazza Inspection Group)
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To learn more about IECQ and its
Schemes, please visit: www.iecq.org
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Increasing the speed of standardization
Interview with Jan-Henrik Tiedemann
By Johanna Vepsä

Jan-Henrik Tiedemann, IEC Community
Manager, an architect and civil engineer
as well as a self-proclaimed coffee
enthusiast, was in a leading role on the
first day of the SESKO-IEC Workshop 2017.
Why does the IEC hold these workshops in
cooperation with the national committees
and what is their purpose? I met him to
find out.

Jan-Henrik Tiedemann started work

processes in the IEC.” This is how

as the IEC Community Manager in

the idea of the workshops started.

2011. A seasoned standardization

Procedures needed to be explained

professional having already worked

and supporting documentation

for ISO and in the German Institute

renewed. Tiedemann took what had

for Standardization (DIN) before

been used before and created the new

this role, he knew what he was

programme for the workshops.

getting himself into: “When I came
to the IEC, we noticed that a lot of

The first four workshops were in China

national committees had participants

in 2012 where the new structure

who were not fully aware of all the

was an instant success. With the

The SESKO-IEC workshop took place in Helsinki, Finland
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learnings from the first four, the
workshops were modified slightly and
breakout sessions were added where
attendees could actively participate
in answering the question ‘If I were
in charge of standardization, what
would I change?’ “We could collect
ideas directly from the people who
do committee work and report
directly back to Frans Vreeswijk, the
IEC General Secretary and CEO. We
gained a lot of knowledge for other
projects from this too. For me it was
at least 50/50 teaching and learning
which is very important.”
Sharing knowledge and good
stories
According to Tiedemann, the
workshops aren’t just about people
learning to use the IEC tools and
to work with the IEC but the longterm aim is to increase the speed of
standardization, get people to work
more openly together and to increase
the outreach. Different countries
get a different workshop package
depending on their needs: “For today
in Finland or for China, it’s always
completely different. I don’t want
to do a ‘PowerPoint karaoke’ just
reading slides, rather the workshops
are about motivating people and
building a community. It’s motivation,
showing that a complex field can be
fun, showing that people can make
a difference, teaching rules and
procedures, but in a way that people
remember them, and it’s about best
practice.”
The information Tiedemann hears
in the workshops gets reused
immediately. Forwarding knowledge
and good stories helps people
remember what they’ve learned: “The
benefit of a workshop is that people
have a real person in front of them
so there’s a much closer connection.
It’s much easier to talk.” Tiedemann
thinks that getting the participants
to dedicate time for the workshop
is important: “I do workshops and
webinars and can clearly tell the
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Jan-Henrik Tiedemann presenting IEC IT Tools during the Helsinki workshop

difference in the attention span. In a
webinar, you might have sent out the
invitation to 1 200 people, you have
25 people signing up, 12 participate
and three are listening. This would
never happen in a face-to-face
meeting.”
Also, the people who come to
workshops don’t have to do other
tasks: “If you’re in a webinar, your
ears are occupied but you will start
writing emails, you start doing other
things. Here it is full dedication.” And
the full dedication has two effects;
the participants have Tiedemann’s
time and they also know that they

have an obligation to report back to
their peers. This way the knowledge
sticks and the participants forward the
knowledge to others as well.
Standardization is a community
Tiedemann believes that the oneto-one talks in the workshops are
invaluable. The participants are
building their network and they form
a community: “Standardization is
community-based exchange of
knowledge and you can’t form a
community in a webinar.” If you really
want to get the knowledge to stick and
you want to bring some enthusiasm
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Ultimately, the workshops are about motivating people and building a community

about standardization, then a
workshop is the way to go.
“Having said that, I believe in blended
learning.” By this Tiedemann means
that when you learn in a workshop,
your knowledge increases very
steeply. Then once you go back to
your day-to-day life it disappears. The
best practice would be to reach the
same people multiple times – follow up
the initial workshop with web meetings
or webinars to make sure the message
stays with them.
Global project
Since starting them in 2012,
Tiedemann has given workshops
in 35 countries with 1 300-1 500
attendees annually. Depending on the
country, the number of participants
in a workshop varies greatly: “It’s no
problem to get 400 people in the room
in China but if you get 50 people in a
room in Finland it’s the equivalent of
more than double that of China.” The
competence of the people also varies.
In China, there are a lot of people who
are new to standardization so the IEC
must do more of a promotional event
first and then follow it up with expert

calls. In Finland, there are beginners
too, but also more seasoned
experts involved, which makes a big
difference.
Having people with different amounts
of knowledge in the room makes
workshops more interesting and also
challenging for the trainer. “You have
to give some very detailed information
but concisely, you have to give some
very basic information but in a way,
that keeps it interesting for seasoned
experts. It’s not easy. You have to
let the experts talk about details
because it’s important that you learn
something and they have a need to
discuss it, but of course you know
that at the same time a person new
to IEC standardization might think ‘oh
my god, I will never understand this’.
It is a continuous negotiation and a
challenge I enjoy.”
Tiedemann always keeps the agenda
for a workshop as flexible as possible.
“I’m always 100% looking at the
people. I want to make sure that this
really works out for both of us so I try
to give them all the information they
need to make the most of the time we
spend together”.

Finnish workshops
Tiedemann has done a workshop in
Finland once before. According to him,
this time people were asking questions
and were a bit more open than in the
last workshop in 2014. He has also
learned that establishing a personal
connection before you start is vital:
“It helps a lot if you talk to the people
when they come in. If you do that and
then start the workshop, you’re just
continuing the conversation which is a
lot easier than if the person has never
seen you before.”
He also noticed that there were more
new people in attendance than before:
“I think there were 2/3 new people
here. Younger people as well which
is a good sign. For Finland, it was a
fantastic participation. I think Sinikka
(Hieta-Wilkman) did a great job here
as we had people from legislation,
we had people from industry, we
had really the whole field and it was
very positive.” “And today was the
first time I had a dog in the workshop
which had a very positive effect on the
participants”, Tiedemann smiles.
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August, September and October 2017
nominations and extensions
The latest TC chair nominations and extensions approved by the SMB
By Amy Bionda

Over the past few months, the
Standardization Management Board (SMB)
nominated several new chairs for different
IEC technical committees (TCs).

Shuji Hirakawa
Shuji Hirakawa is the new chair of
IEC TC 124: Wearable electronic
devices and technologies, which
covers the breadth of smart wearable
devices. With nearly 40 years of
experience in the audio and visual
technology industry, Hirakawa is a
highly reputable member of the IEC.
Previously he was Secretary of

Shuji Hirakawa, Chair of IEC TC 124

Volker Leitloff, Chair of IEC TC 38

multimedia systems and equipment,

IEC TC 124 for the period of

Leitloff took over as the new chair of

from 2004 to 2010, as well as a

2017-07-01 to 2023-06-30.

IEC TC 38: Instrument transformers.

IEC TC 100: Audio, video and

member of the IEC SMB, representing
the IEC National Committee of

He has been actively involved in study
Volker Leitloff

Japan from 2011 to 2016. In 2014,

committees, strategic advisory groups
and working groups for CIGRE since

Hirakawa received the highest award

With nearly 25 years of diverse

of the IEC, the Lord Kelvin Award,

experience in electrical engineering

for his outstanding contributions to

and grid networking, Volker Leitloff is

Volker Leitloff has been voted chair of

international standardization activities.

a specialist in the field of instrument

IEC TC 38 for the period of

Shuji Hirakawa has been voted chair of

transformers. In August of this year

2017-08-01 to 2023-07-31.
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Laurent Antoni, Chair of IEC TC 105

David Werba, Chair of IEC TC 26

Xiaolin Yan, Chair of IEC TC 110

Laurent Antoni

Advisor and holds two patents for
cooling welding systems. Werba took
over as the new chair of IEC TC 26 in
October of this year.

Xiaolin Yan

Laurent Antoni took over as chair of
IEC TC 105: Fuel cell technologies,
in October of this year. He has
been actively involved in the
technical committee since 2005,
also as President of the French
mirror committee. Antoni has a
comprehensive background in fuel
cell systems, including coordination
and definition of hydrogen and fuel
cell programmes for European and
international projects.
Laurent Antoni has been voted chair of
IEC TC 105 for the period of
2017-10-01 to 2023-09-30.
David Werba
With over 30 years of experience
as an electrical engineer, David
Werba has extensive experience in
testing, compliance and certification
of welding products. He has been
actively involved in IEC TC 26: Electric
welding, as the US Deputy Technical

David Werba has been voted chair of
IEC TC 26 for the period of 2017-10-01
to 2023-09-30.
Stewart Whyte

Xiaolin Yan took over as chair of
IEC TC 110: Electronic display
devices, in October of this year. He
has been actively involved in the
technical committee since 2002. His
expertise includes display industries
and technologies, in particular plasma
display. He has 25 Chinese patents.

Stewart Whyte is the new chair of
IEC TC 123: Standardization of the
management of assets in power
systems. Whyte has worked in an
asset management focused power
utility for 12 years and currently
manages the UK National Grid’s asset
policy team, where he has extensive
experience of managing teams and
chairing panels to deliver high-quality
industry specifications and policies.
Whyte is passionate about asset
management and creating value for
key stakeholders.

Presently, Yan is CTO and Senior Vice

Stewart Whyte has been voted chair of
IEC TC 123 for the period of

High-voltage and high-current test

2017-10-01 to 2023-09-30.

2017-08-01 to 2020-07-31.

President of TCL Corporation Ltd
and the President of TCL Corporate
Research.
Xiaolin Yan has been voted chair of
IEC TC 110 for the period of
2017-10-01 to 2023-09-30.
Extension
The SMB has approved the extension
of the term of office of Ernst
Gockenbach, chair of IEC TC 42:
techniques, for the period of
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IECRE marine energy promoted at
largest global hydropower event
Standards and testing enable essential marine technology design evaluation
By Antoinette Price

The leading renewable source for
electricity generation globally is
hydropower. In 2016, it generated 16,4%
of the world's electricity, reaching
1 064 GW of installed capacity, and
supplied 71% of all renewable electricity,
according to a report by the World Energy
Council.

The power of water
Hydropower provides clean energy,
water services, energy security and
contributes to economic development.
Its role is expected to increase in
importance in future power systems,
with significant new developments
in Africa, China and Latin America.
Some of the reasons behind this
are an increased global demand for
electricity, energy storage, water
management and climate change
mitigation.

IECRE - IEC System for the Certification to
Standards Relating to Equipment for Use in
Renewable Energy Applications

Sandy Butterfield, Chair, IECRE

based standards reduces equipment

to Equipment for Use in Renewable
Energy Applications, was established
to provide services comprising
project and device certification for site
selection, operational requirements,
maintenance and repairs. It also
covers the qualification of personnel
for the wind, solar and marine sectors.

However, the growth of all renewable
energy (RE) is dependent on the
development of international standards

performance and reliability, thereby

and the verification of compliance to
these.

Global system lowers risks and

In the case of marine energy, thirdparty verification to consensus-

IECRE, the IEC System for the

“If an industry can collectively
establish technical standards and
certification processes through global
consensus, international markets
will be able to evaluate technology
viability fairly, more efficiently. This will
eventually lead to the positive adoption
of marine energy technologies
worldwide”, said Sandy Butterfield,

Certification to Standards Relating

IECRE Chair.

and project risk, improves safety,
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increasing marketplace confidence.

instils confidence

Marine energy can be produced by wave, tidal and other water current converters (Photo: Siemens)

Assessing the global potential of
hydropower

•

Attending Hydrovision, the largest
worldwide gathering of hydro
professionals, in Colorado, US, in
June, Butterfield participated in the
panel session Current challenges for
the marine and hydrokinetic energy
(MHK) industry, aimed at identifying
and discussing the challenges for this
industry, with the goal of providing
data and narrative for use when
presenting to potential investors.
In particular, he highlighted the
fact that for tidal and wave energy
equipment, testing alone was not
sufficient for verifying design. Instead,
design evaluation requires checking
extreme load cases and fatigue life
verification, which are provided within
the IECRE System.

•

MHK (challenges, regulatory
process, benefits of traditional

wind energy sectors, while maintaining
the required level of safety.

hydro to MHK)
Operations and maintenance
(inspection technology, planned
outages, data capturing tools)
•

Regulations and policy (US and
international changes in climate
policy)

•

Civil works and dams (managing
risk, remote technology for
diagnosing and monitoring safety
issues)

•

New developments (impact of
technology, power purchase
agreements, interconnection and
transmission, global case studies,
future projects)

About Hydrovision International

Asset resilience and sustainability
(strategy, business plans,

IECRE aims to facilitate international

Hydrovision is the largest annual
international event for hydro
professionals with over 3 000 attendees
and 320 exhibitors. As well as offering
insights into the role of hydropower
and aspects affecting resources,
participants can share knowledge,
expertise and viewpoints toward
effective solutions with water resource

technology and tools, training and

trade in equipment and services for

stakeholders. The exhibition showcases

education)

use in RE in the marine, solar PV and

latest products and technology.

Water and environment (optimizing
water use in multipurpose systems,
creating environmental benefits with

The event covered a broad range of
issues including:

hydro)
IECRE marine sector

•

IEC Technical Committee (TC) 114:
Marine energy - Wave, tidal and other
water current converters, prepares
International Standards the IECRE
System uses to assess marine
energy systems. The Standards cover
aspects, such as measurements of
mechanical loads, guidance for design
and analysis of an ocean thermal
energy conversion (OTEC) plant,
electrical power quality requirements
and power performance assessment,
for wave, tidal and other water current
converters.
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World Standards Day 2017
Celebrating the work of experts worldwide
By Zoë Smart

On 14 October, members of IEC, ISO and
ITU will be celebrating World Standards
Day 2017. The day is an occasion to
honour the experts thanks to whose time
and commitment International Standards
come into being.

Cities are smarter thanks to
International Standards
This year’s theme is “Standards make
cities smarter”, a reference to the
enabling role International Standards
play in the deployment of smart
technologies and services within
cities.
Building a smart city is a highly
complex task, requiring many devices
and systems to work seamlessly
and safely together. International
Standards provide the foundation
for electricity access and all the
many devices and systems that use
electricity and contain electronics.
They support the information and
communication technologies that
enable data collection, exchange and
analysis, and information security.
Last but not least they provide
important guidance for all aspects
of city life, including energy-efficient
buildings, intelligent transportation,
improved waste management, building
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sustainable communities and much,
much more.

design depicting “a combination of
interwoven lines in the brain as a
recognizable symbol of intelligence,

World Standards Day competition

and a dense city map”.

As every year, the World Standards
Cooperation organized a competition
inviting members of the public
to submit designs for the World
Standards Day 2017 poster and video.
Submissions for both were reviewed
by the three organizations and the
shortlisted posters and videos put up
for public vote.

Gabriel Hernández from Mexico
received the most votes for his short
video “Benefits of Smart Cities”.
The winning poster and video will
be used worldwide to acknowledge
and pay tribute to the collaborative
efforts of the thousands of experts
who develop the voluntary technical

Reza Rahimian from Iran won
the poster competition with his

agreements that are published as
International Standards.

Gabriel Hernández from Mexico won the World Standards Day 2017 video contest

The winning World Standards Day 2017
poster was designed by Reza Rahimian
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Upcoming global events
(October 2017-February 2018)
On the agenda: EMC, 5G networks, energy efficiency, IoT, HVDC, displays, hydrogen
fuel cells and SCADA systems
By Claire Marchand

The IEC regularly endorses key global and
regional industry events.

standards organizations will discuss

challenges, applications, standards

software-defined networks, network

and ecosystems and more.

virtualization, network slicing for
5G verticals, industrial internet/IoT,
MET CERTIFIED Project Workshop
at 2017 Ocean Energy Europe
Nantes, France, 24 October 2017
Participants including banks, insurers,
consenting authorities, technology
developers, test facilities and
certification bodies will learn from
experts about international certification
of marine energy technologies under
development by IECRE.

5G multi-access network support,
5G testbeds, and most recent

Dunkirk, France,

technology proofs of concepts (PoCs).

20-22 November 2017

2017 SAEEC Conference

Key topics: understanding physical

Johannesburg, South Africa,

applications, standardization,

14-15 November 2017
The Southern African Energy Efficiency
Confederation (SAEEC) is hosting this
event where end users and energy
professionals will discuss economic

5th International Symposium on
Electromagnetic Compatibility
Beijing, People’s Republic of
China, 28-31 October 2017
On the agenda: EMC fundamentals,
latest technologies, management,
standards and applications.
Berlin 5G Week 2017

Jicable HVDC'17

and market forces, new technologies,
regulatory developments and industry
trends shaping critical decisions
in energy management, facilities
upgrades, energy engineering, power
generation and more.
IoTBuild
London, UK, 14-15 November 2017

phenomena and materials for DC
HVDC LS corridor projects in Europe,
submarine connections HVDC;
converters: technical coordination of
cables/converters interfaces.
IEC participants benefit from
reduction.
IoT Tech Expo North America 2017
Santa Clara, Silicon Valley, US,
29-30 November 2017
6 000 attendees. 200 speakers.
150+ exhibitors. On the agenda: Smart
Cities, connected living, developing &
IoT technologies, connected industry,
connected services, data & security,

Berlin, Germany,
6-10 November 2017
Key international experts from
major operators, vendors and
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1 000 attendees, 700 enterprises and

and IoT innovations.

20+ industries will be represented.
On the agenda: 70+ IoT experts will

IEC participants benefit from a 20%

discuss IoT architecture, operating

reduction using the promo code

systems, power consumption

IEC20.

IEC WORLD

24th International Display

NextGen SCADA Europe 2018

Workshops (IDW 2017)
Sendai, Japan, 6-8 December 2017
On the agenda: experts will discuss
latest developments, R&D, oxidesemiconductor TFT, AR/VR and
hyper reality, lighting & quantum dot
technologies, automotive display, wide
colour gamut & colour reproduction
and more.
Hydrogen Fuel Cells Energy Summit
2018
Brussels, Belgium,
24-25 January 2018

Amsterdam, The Netherlands,
30 January-1 February 2018
On the agenda: a review of recent
implementations of advanced
SCADA systems within TSO and
DSO environments, roadmap for
future system architecture, digital
grid integration and functionality
requirements and more.
IEC participants benefit from a 10%
reduction using the promo code:
SCADA-L8-lEC.
Energy Storage 2018
Cologne, Germany,
31 January-1 February 2018

Key industry stakeholders will discuss
economical and infrastructural
innovations, investment, latest
technology implementations, material
optimization, production, monetization,
transportation in the hydrogen industry.

Key industry stakeholders will address
current challenges of the energy
storage market and discuss latest tech
developments, policy and regulations,
battery recycling and more.

IEC participants benefit from a
15% reduction using promo code:
EESe8MA15
ACI 5th Annual Conference on Next
Generation Demand Response
San Diego, California, US,
7-8 February 2018
On the agenda: industry experts,
regulators, and technology providers
will examine market trends, focusing
on how utilities can get the full
benefit of demand response and
energy efficiency programmes,
and best practices for design and
implementation of these.
IEC participants benefit from a 30%
reduction using the promo code:
DRAS5A.
More on these events: www.iec.ch/
meetings/events

The IEC regularly endorses key industry events
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Baptism of fire
New Technical Report from IEC SC 121A
By Catherine Bischofberger

Health and safety have always been key
drivers behind the publication of
IEC Standards. Electricity can be
dangerous and electrotechnical
equipment and systems can cause
different types of hazards if not used
according to a set of pre-determined
safety rules. A new Technical Report
(TR) published by IEC Subcommittee (SC)
121A lists fire risk reduction measures
as applied to low voltage switchgear and
controlgear.

The first risk that comes to mind
when dealing with anything electric
is electric shock. However electric
sparks, which can result from
something as mundane as a short
circuit, can also start a fire or even an
explosion, as some of us may have
found out to our detriment.

switchgear and controlgear. Published
by IEC Technical Committee (TC) 121:
Switchgear and controlgear and their
assemblies for low voltage, the series
sets out functional safety guidelines
for equipment ranging from switches
to rotating electrical machines.

IEC TR 63054, Low voltage switchgear

IEC TC 121 is divided into two
Subcommittees, SC 121A, dealing
with switchgear and controlgear
products and SC 121B, dealing more
specifically with assembly of the
equipment.

circuits occur.

SC 121A has recently published a
Technical Report which establishes
risk reduction measures for lowvoltage switchgear and controlgear.
An IEC TR differs from an IEC
Standard, by providing, for instance,
the latest research into cutting-edge
advances in technology.

and controlgear - Fire risk analysis and
risk reduction measures, describes
the risk reduction measures in the IEC
60947 relevant publications. These
include measures to be taken to
avoid ignition, for instance when short

One example is the requirement to
select appropriate insulating materials
for the insulating components.
It also mentions the latest research
into electrical fires undertaken by
Dr Vytenis Babrauskas, one of
the world’s leading experts on fire
ignition. While this information applies
specifically to low-voltage switchgear,
the report stresses that “other product
committees may find this information
useful”.

Fire hazards are one of the main risks
when dealing with faulty pieces of
electrical equipment or installations.
IEC product Standards for electrical
equipment offer risk reduction
measures and aim to minimize residual
risk without compromizing product
safety and function.
One such family of Standards is the
IEC 60947 series on low voltage
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Sparks generated by short circuits can cause fires and explosions

EDITORIAL FOCUS – PREVIEW

In the next issue:

IEC General Meeting – Vladivostok, Russia - Issue 08/2017
Issue 08/2017 of e-tech will summarize much of the 2017
IEC General Meeting (GM) proceedings in Vladivostok, Russian
Federation. It will cover the President’s address to Council and
the IEC activity report presented by IEC General Secretary and
CEO Frans Vreeswijk. Further reports will include management
meetings such as Standardization Management Board (SMB),
and Conformity Assessment Board (CAB) as well as an outline
of the Council Open Session which focused on geographical
and climatic features that influence the requirements and
reliability of electrical and electronic devices as well as on the
technologies used in the transportation of people and goods
within the Russian Federation. The Affiliate Forum, the Young
Professionals and Industrializing Country workshops will also be
featured. Not to forget a session on access to electricity through
LVDC, the Market Strategy Board (MSB) conference and a
cooperation agreement between the IEC and FINCA.
The issue will also highlight some aspects associated with smart
energy and smart devices.
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