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Focus of the month
Natural and transient  
phenomena

This issue of e-tech focuses on 
natural and transient phenomena, 
such as solar storms, water, dust 
or heat or cold waves, hurricanes, 
and the damages they can 
cause. For centuries, inventors, 
scientists and engineers have 
been devising protective and 
mitigating measures to counter 
their effects.

4 Solar flares can provoke severe geomagnetic storms that can have a serious impact on high-voltage power grids 6 Clarifications on a safety  
standard that cover AV and IT equipment 9 Electrical installations and supply can be directly and adversely affected by natural phenomena and  
disasters such as solar storms, hurricanes, extreme cold or heat 17 IEC TC 114 was established to develop standards for marine energy industry  
and CAB set up a working group to explore the CA needs of this sector 23 The first World Smart Grid Forum is scheduled to take place in Berlin,  
Germany, on 24-25 September 2013 25 e-tech spoke to Adam Murdoch about his vision for SC 61H, the committee he chairs, his work in  
standardization and what lies ahead.
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IEC International Standards provide protecticve measures
Solar storms may provoke stunning sights when they hit the earth expanding the reach 
of Aurora Borealis, or Northern Lights, and making them visible in more places around 
the globe. However, beyond this spectacular display the amount of geomagnetic 
activity created by these so-called transient phenomena may cause grid failures and 
widespread power outages. They can also disrupt many other services relying on 
electronic systems and components, such as satellite communications or air transport. 

The IEC works with other organizations on projects aimed at dealing with the 
vulnerability of power networks to these phenomena.

Other natural factors, such as cold and heat, lightning, dust – where the IEC has a 
universally recognized rating system – or humidity and water, can have an adverse 
impact on the operation of many electrical components and systems. 

Many IEC TCs (Technical Committees) have to take these into account in the 
preparation of their standards.

 

Editorial
Natural and transient phenomena

The forces of nature have to 
be reckoned with at all times. 
Whether a solar storm, water, 
dust or a heat wave, they 
can cause major damage. 
For centuries, inventors, 
scientists and engineers have 
been devising protective 
and mitigating measures 
to counter the effects of 
these natural and transient 
phenomena.

Claire Marchand, 
Managing Editor e-tech.

Northern Lights are produced from  
millions of explosions of magnetic energy 

Dust storms can cause important  
damage to installations and equipment 
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Sun to Earth: time for standards?
Mitigating the impact of severe geomagnetic storms on high-voltage power grids

William A. Radasky

Since the geomagnetic storm in 
March 1989 that produced a power 
system blackout in the Province 
of Québec, Canada, considerable 
scientific work has been undertaken 
in North America, Europe and Asia 
to understand fully the effects of the 
Sun’s activity on the Earth. Significant 
progress has been made, and 
questions are now being asked about 
the power industry’s response to the 
possibility of future storms. It may 
be time to consider the development 
of standards to mitigate this high 
impact – but low probability – threat.

Sun to the Earth
The Sun produces many types of high-
energy photon and particle emissions 
throughout its eleven-year cycle. 
Sunspots, representing areas of intense 
magnetic activity, are easily observable 
and vary in number during each solar 
cycle. Heat flow from the sun is reduced 
at the spots’ locations, resulting in a 
cooler temperature. Periodically these 
sunspots become active, resulting in 
flares and CMEs (coronal mass ejections). 
The CMEs are of primary import to the 
Earth’s high voltage power grids, as they 
represent massive numbers of energetic 
charged particles (electrons and protons) 
that are ejected from the Sun. Some 
of these particles return to the Sun’s 
surface due to the intense magnetic 
fields present. Those heading for the 
earth typically take 1-3 days to reach its 
surface, as they travel more slowly than 
the speed of light. 

Large geomagnetic storms at the Earth’s 
surface can occur at nearly any point 
within the solar sunspot cycle. This is 
because the CMEs typically emanate 
from a single sunspot, so the strength  

of a geomagnetic storm reaching the 
Earth does not depend on the total 
number of spots present on the Sun at 
that instant. Recent historical data shows 
that the occurrence of large storms is 
more likely several years after a peak in 
sunspot numbers, as opposed to at the 
time of the peak of the sunspot cycle.

The high-energy charged particles in the 
solar wind that are captured in the Earth’s 
magnetic field descend to altitudes of 
approximately 100 km in the magnetic 
Northern and Southern latitudes. There 
they are completely ionized and result 
in a horizontal flow of charge in the 
ionosphere. This structure is known as 
the Electrojet. Since the enhanced solar 
wind fluctuates in time with charged 
particles, this Electrojet also fluctuates 
in time, resulting in a current pulse with 
rise times of seconds and a pulse width 
of thousands of seconds. There may be 
many pulses of current over the period  

of a day, depending on the strength 
of the CME. 

The time-varying current in the 
ionosphere creates a time-varying 
magnetic field that possesses the same 
time history as the current flow in the 
ionosphere (fig. 1). This magnetic field 
couples electromagnetically to the 
grounded high voltage grid (through 
the transformer neutrals), where the 
actual “ground” is found at depths 
greater than 500 km. Thus the loop is 
very large, and even small fluctuations 
in geomagnetic field can create a 
significant voltage difference between 
the ends of a transmission line. Given 
the very low resistance design for high 
voltage power lines (to reduce the 
resistive loss of power), large quasi-dc 
(nearly dc as compared to the power 
frequency) currents will flow in the power 
lines, creating saturation conditions in 
high voltage transformers. When these 

Geomagnetic disturbance conditions for the geomagnetic field in nT at 15:39 UT on 28 Oct 1991 
 



transformers are saturated, the magnetic 
field linkage between the transformer 
cores will be deformed; the reactive 
load of each transformer will increase 
suddenly and there is a possibility of hot 
spot formation leading to potential wiring 
damage if the saturation condition lasts 
long enough. In addition, high levels of 
even harmonics will be generated that 
can cause problems in series capacitors 
in high voltage networks. Finally, the 
reactive load increase of hundreds of 
transformers at the same time can lead to 
voltage collapse. 

Modeling power grids
Computation of the GICs (geomagne- 
tically induced currents) and their 
impact begins with the variation of the 
geomagnetic field across the power grid 
of interest (an example of a geomagnetic 
field disturbance at one instant in time 
is shown in fig. 2). Using layered ground 
models for the region, the electrical fields 
are computed. These fields are then 
coupled to a “dc” model of the entire 
power grid (at high voltage) to which 
the resistances in each line, transformer 
and grounding grid have been applied. 
The electric fields are coupled to all lines 
simultaneously for each time increment 
to obtain the current flow in every high 
voltage transformer. These currents are 
then used to estimate the reactive power 
demand in each transformer, the level 
of harmonics generated and whether 
a transformer is at risk of damage. 
These types of calculations have been 
performed for power grids throughout 
the world, including in the US, the UK, 
Norway, Sweden and Japan. Validation 
on past geomagnetic storms has been 
performed and published, using ground-
based magnetometer data to provide 
the inputs for each calculation, and 
the calculations of currents flowing in 
transformer neutrals have been compared 
to measurements of GICs with excellent 
accuracy.

What information is missing?
Given a particular distribution of 
geomagnetic field disturbances in time 
and space, it is possible to accurately 

compute the flow of GIC within a complex 
power network. While this is good news, 
some important pieces of information are 
still missing.

First it is important to determine the 
levels of worst-case storms or, better 
still, a probabilistic distribution of levels 
of storm and their likelihood. This would 
allow the power industry to determine 
cost-effective protection strategies to 
deal with the problem. The US and 
European space agencies, NASA and 
ESA, are working on this problem, trying 
to determine why particular CMEs at the 
Sun are more powerful than others and 
how often powerful storms may occur in 
the future. It is important to realize that 
only a limited amount of detailed data is 
available concerning the Sun’s activity 
levels and the particles that are ejected 
(only made possible by the advent of 
satellites). To establish statistics regarding 
100-year storms based on 50 years of 
data will not be easy.

Second, when storms occur, the 
time-dependent characteristics of 
the geomagnetic field disturbances 
on the Earth vary considerably, and 
it is necessary to determine which 
characteristics are the most dangerous 
for the power grid. While a sudden rise 
in the geomagnetic field may create high 
levels of GIC, if these currents last only a 
short time (minutes), is this as important 
as a lower-level storm that lasts for 
hours? This requires the accumulation of 
more magnetometer data during many 
different types of geomagnetic storms. 

Third, more work is needed to determine 
if particular transformer designs are more 
susceptible to GIC with respect to both 
reactive power and hot-spot heating 
possibly leading to damage. While 
there is an understanding that certain 
transformer designs are affected more 
by GICs, more work is needed to make 
transformers less susceptible. There is 
also the problem that many transformers 
have been exposed to previous 
storms, thus shortening their lifetime. 
To understand this part of the problem, 

transformer design studies as well as 
testing and monitoring of transformers 
are needed.

The need for standardization
While part of the geomagnetic storm 
problem is understood, other aspects are 
evolving. Although the role of standards is 
not clear in trying to establish the level of 
a worst-case storm or a 1-in-a-hundred 
year storm, other portions of the problem 
do lend themselves to standardization. 

The characteristics of the ground-based 
geomagnetic storm environment need 
to be standardized, and a preliminary 
effort is underway in Cigré (Council on 
large electric systems) C4 to evaluate 
approximately 30 years of world 
magnetometer data to determine the 
basic waveform characteristics of 
B-[magnetic] fields at different latitudes on 
the Earth. While this effort will not result in 
a worst-case environment, it will provide 
some information regarding the typical 
levels of B-fields that can be expected 
over time. With the use of power grid 
modelling techniques, these B-field 
waveform characteristics can then be 
“translated” into GIC levels in power lines.

A second potential area for 
standardization is to develop design 
requirements for transformers to tolerate 
particular levels of GIC, and to determine 
whether protected designs might be 
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Solar flares on the Sun’s surface 
(Photo: NASA) 
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Clearing up misconceptions
Latest IEC International Standard for safety of AV and ITE

The latest International Standard for 
the safety of audiovisual products 
and information technology 
equipment is often incorrectly 
interpreted, clarification is needed. 
AV (audiovisual) products and ITE 
(information technology equipment) 
are found everywhere and used by 
billions of people on a daily basis. 
They must be safe for users and 
technicians alike. A new safety 
standard, introduced in January 2010 
to cover both categories, is gaining 
wider international acceptance. 
Some clarification regarding its 
positioning in relation to standards 
published earlier is required

Converging technologies
For many years AV and ITE products 
have been introduced to the market 
place at an ever increasing pace and 
technologies used to produce them 
have been converging. IEC TC (Technical 
Committee) 108: Safety of electronic 
equipment within the field of audio/
video, information technology and 
communication technology, which 
prepares the separate IEC 60065 and 
IEC 60950-1 series of safety standards 
for AV and IT equipment, felt it necessary 
to create a “hazard-based” standard, 
which would cover both. This led to 
the development of a new International 
Standard, IEC 62368-1, Audio/video, 

information and communication 
technology equipment - Part 1: Safety 

requirements, published in January 2010. 
This standard has gained wide accep- 
tance in many markets where national 
versions have been published, such as 
CSA/UL 62368-1 in Canada and the US.

Misconceptions 
TC 108 experts feel that there are certain 
misconceptions regarding IEC 62368-1 
and that it is important to dispel these by 
answering a number of questions.

HBSE (Hazard-based Safety Engineering), 
a safety science discipline that has been 
formalized over the last 15- 20 years, 

TECHNOLOGY FOCUS

appropriate for use in high GIC regions 
of the Earth. A related area is the 
development of appropriate test methods 
to ensure that such designs are properly 
verified.

Finally there are designs of equipment to 
protect existing power grid transformers 
from the GIC, including, for example, 
the placement of high-speed switching 
capacitors into the neutrals of large 
transformers. While some prototypes for 
these capacitors have been built, there is 
a need for test standards to ensure that 
these blocking capacitors achieve their 
performance specifications.

Dr William A. Radasky

Dr Radasky is chairman of IEC SC 77C, 
he was chairman of the IEC Advisory 
Committee on EMC (ACEC) from 
1997 until 2008. He received the Lord 
Kelvin Award, the highest IEC tribute, 
recognizing exceptional long-term 

achievements, in 2004. He is also an 
IEEE Fellow.

Radasky has been working in the field 
of HEMP (high-altitude electromagnetic 
pulse) for 45 years and of IEMI 

(intentional electromagnetic  
interference) for 20 years. He is the 
author of more than 400 reports 
and technical papers dealing with 
electromagnetic interference and 
protection

Coupling process of the geomagnetic fields to long power lines  



was used as a principal methodology in 
developing IEC 62368-1. As a result it is 
often characterized and referenced as the 
HBS (Hazard-based Standard), leading 
some incorrect conclusions to be drawn:

• IEC 62368-1 must be a generic   
 HBSE standard; 
• there must be some risk-based   
 considerations associated with it, 
 confusing the HBSE and Risk   
 Analysis concepts; 
• because of a. and/or b., the   
 standard must not have requirements  
 and compliance criteria that need  
 to be met as with the traditional   
 product safety standards for  
 AV and ITE, for example the legacy  
 standards IEC 60065 and   
 IEC 60950-1.

What exactly is IEC 62368-1?
IEC 62368-1 is the latest safety standard 
for AV and ITE. It was developed by  
IEC TC 108 and is slated to eventually 
replace both IEC 60065 (safety of AV  
and similar electronic apparatus) and  
IEC 60950-1 (safety of ITE). Several 
national standards around the world have 
been published based on Edition 1 of  
IEC 62368-1, and it is expected that it 
will be more widely adopted by other 
countries and regions when Edition 2 is 
published later in 2013.

Hazard-based Standard? 
Two points are intended to be conveyed 
when IEC 62368-1 is characterized as 
the Hazard-based Standard:

• The standard was developed by  
 IEC TC 108 as a new safety standard  
 for AV, ITE and CTE (communication  
 technology equipment), and HBSE  
 was used as a principal methodology  
 in its development
• For products covered under its   
 scope, the standard lends itself 
  to application using a hazard-based  
 approach/process, i.e., (a) identify  
 energy sources in the product;   
 (b) classify the energy sources 
 (effect on the body/on combustible  
 material), e.g.: Class 1 (not painful,  

 but may be detectable; ignition   
 not likely), Class 2 (painful, but not  
 an injury; ignition possible) or Class 3  
 (injury; ignition likely); (c) identify
  needed safeguards for protection  
 from energy sources with the  
 potential for causing injury or   
 damage per the criteria in the 
 standard; and (d), qualify the
 safeguards as effective using the 
 compliance criteria (performance- 
 based or construction-based
 (prescriptive)), also specified in the 
 standard. 

Merger of existing standards?
IEC 62368-1 is not a simple merger of 
IEC 60065 and IEC 60950-1; it is a new 
standard.
Over 10 years ago a decision was  
made within the IEC to develop a  
brand new standard for AV, IT and  
CT Equipment. This new standard was 
felt necessary because of the growing 
number of products then utilizing 
similar technologies, and having similar 
marketing/distribution channels, use 
environments and users. Obviously, this 
reality has become even more prevalent 
today.

Therefore, IEC TC 108 began to develop 
a brand new standard, with a foundation 
based on HBSE principles, research and 
field data, while also remaining aligned 
with IEC horizontal, basic safety and 
group safety standards.

Among the objectives adopted by  
IEC TC  108 from the outset was that the 
standard should be more performance 
oriented, but allow for prescribed 
constructions if they have a track record 
of being proven safe (for example, in  
IEC 60065 and/or IEC 60950-1). It should 
be technology independent as much as 
reasonably possible, and allow for more 
design freedom (again, by being based 
on sound engineering principles with 
compliance being more performance 
oriented). It should be applicable to 
a broad range of electronic products 
and allow for easier introduction of new 
technology to the global marketplace 
(and with minimization of national/regional 
differences). Finally, it should preserve 
information on the basis of (rationale 
for) requirements, and also be stable, 
understandable and user friendly, while 
leading to the design and manufacture of 
safe products.

Issue 02/2013 I e-tech 7
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AV products and ITE are found everywhere and used by billions of people on a daily basis 
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The resulting standard was IEC 62368-1, 
and when all the above considerations 
are factored into it, IEC 62368-1 is viewed 
as a new standard and not a merger of 
IEC 60065 and IEC 60950-1.

Is IEC 62368-1 a generic  
HBSE standard?
No. IEC 62368-1 has a scope like 
traditional product safety standards, so it 
is not a generic HBSE standard that can 
be applied to any product, although many 
of its parts in principle could be applied 
elsewhere. 

The requirements in IEC 62368-1 apply 
only to equipment covered by its scope 
(Clause 1), with examples of such 
equipment given in its Annex A. The 
examples provided in Annex A are aligned 
with the specific examples provided in  
the legacy standards, IEC 60065 and  
IEC 60950-1.
Also, while HBSE was used primarily to 
develop the requirements in the standard, 
and the standard is best applied 
using an HBSE application approach/
process, it is not a generic (free-form) 
standard. It has both requirements and 
compliance criteria, some of which are 
performance-based and some of which 
are construction-based (prescriptive).

Does it contain specific requirements 
and compliance criteria?
Yes. IEC 62368-1 is a complete product 
safety standard with specific requirements 
and compliance criteria.

IEC 62368-1 has both stated 
requirements and associated compliance 
criteria, either performance-based or 
construction-based (prescriptive). In this 
sense the standard is no different to the 
legacy standards IEC 60065 and  
IEC 60950-1.

Is IEC 62368-1 compatible with the 
IECEE CB Scheme?
Yes. IEC 62368-1 is wholly compatible 
with the IECEE CB (Certification Bodies) 
Scheme and has a formal TRF (Test 
Report Form). Also it is compatible 
with related international safety mark 

certification services since, once again, 
there are specific requirements and 
compliance criteria that must be met in 
order to demonstrate compliance with the 
standard.

Is it a risk-based standard involving 
risk analysis on an individual product 
basis?
No. The use of IEC 62368-1 in a product 
evaluation does not involve risk analysis 
on an individual product basis. In a 
standard-writing context. HBSE does 
involve use of risk analysis to develop the 
specific requirements in the standard (for 

example, determining the limit values for  
a Class 1 energy source). However, this  
is done wholly as part of the development 
of the actual requirements by the  
involved technical committee, in this  
case IEC TC 108.

There is no risk-analysis involved in the 
application of the standard to individual 
products, either by the manufacturer  
or certifier. In this sense there is no 
similarity in intent or application to the  
IEC 60601-1 series of standards for 
safety of medical products, as some 
people have assumed.

IEC 62368-1 deals with the safety of AV and IT equipment... 

...and is also applicable to components and subassemblies incorporated in those products 
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Coping with nature’s whims
IEC work helps mitigate consequences of natural phenomena

Electrical installations and supply can 
be directly and adversely affected by 
natural phenomena and disasters such 
as solar storms, hurricanes, extreme 
cold or heat, bad weather conditions, 
lightning, etc. A number of IEC TCs 
(Technical Committees) prepare 
International Standards to ensure 
systems are properly built to operate 
in extreme weather conditions – and, 
if required, to mitigate or prevent the 
severity of their impact – and can be 
repaired rapidly and efficiently.

From the Sun
Solar storms are frequent, their effects have 
been measured since the 1840s using 
ground-based magnetometers. Records 
show that there have been many solar 
storms, but only a very small number of 
them are severe. The largest was recorded 
on 2-3 September 1859, the day after 
a huge solar flare was observed on the 
surface of the sun. Aurora, normally seen in 
high latitudes, could be seen as far south 
as the Caribbean.

Solar storms release huge volumes of 
charged particles from the surface of the 
sun. These can create extra electrical 
currents in Earth’s magnetosphere and 
can infiltrate the electrical power grid and 
high-voltage transmission lines, causing 
transformers to overheat and possibly burn 
out. This happened in March 1989, when 
a solar storm resulted in grid failure in the 
Province of Québec, Canada.

A so-called 1-in-100 year solar super-
storm would have a devastating effect 
on many systems such as power grids, 
communication networks, navigation and 
electronic equipment.

Experts in IEC TC 77: Electromagnetic 
compatibility, and its SCs (Subcommittees) 
have experience in dealing with complex 
electromagnetic problems and are holding 

discussions on the possibility of working 
with other TC committees in IEC and Cigré 
(Council on large electric systems) to 
advance the understanding of this complex 
problem. 

From the skies and the seas
Weather conditions can be severe and 
are allegedly becoming more so and more 
frequent.

The most striking example of this in  
recent years was Hurricane Sandy that  
hit the US Eastern seaboard in late 
October 2012, after having wreaked 
devastation in many countries and 
islands in the Caribbean region. Sandy 
destroyed transformers, downed 
overhead power lines and flooded 
underground cables and other systems. 
Storm-related power cuts left more 
than 7,4 million homes and 
businesses without electricity in  
and around New York City, and 
knocked out mass transit transportation 
along a wide swathe of the eastern 
US. Damage in the US alone is 
estimated at over USD 71 billion.

There have been many examples of natural 
disasters or extreme weather conditions 
like tsunamis or hurricanes that have 
provoked serious damage in many parts of 
the world in recent years. 

Prevention is better than cure
Electrotechnical and electronic products 
intended for general use are expected 
to work all over the world irrespective of 
climatic conditions, operational mode, and 
mechanical environment or handling; as 
a result, many IEC TCs develop their own 
climatic and mechanical robustness testing 
procedures.

IEC TC 104: Environmental conditions, 
classification and methods of test, 
standardize environmental tests and 
provides guidance on the selection and 
use of these standards. It has a WG 
(Working Group) that collects data and 
makes recommendations regarding 
climatic conditions and climatic methods 
of tests, and another WG that collects data 
and makes recommendations regarding 
dynamic field data. TC 104 provides 
standards with Horizontal Safety Function 
for methods for climatic tests and  
for testing mechanical robustness.  
It maintains internal liaisons with 7 different 
IEC TCs and SCs, as well as with  
ACOS (IEC Advisory Committee on  
Safety). 

Another domain where prevention is better 
than cure is that of lightning protection, as 
damage to buildings and other installations 
can be severe and prove far more costly 
than installing lightning protection systems. 

INDUSTRY SPOTLIGHT

Lightning is dangerous for unprotected electri-
cal installations and buildings 

Snow storms, hurricanes can bring down 
power lines and pylons 



Lightning protection has been around for 
a very long time and validated by empirical 
experience.

The role of IEC TC 81: Lightning protection, 
is to “prepare guides or, where possible, 
international standards, for lightning 
protection for structures and buildings 
as well as for persons, installations and 
contents in or on them”.

Its International Standards cover general 
principles (design and installations) of 
lightning protection, physical damage to 
structures and life hazard, electrical and 
electronic systems within structures, and 
risk management. TC 81 also has a  
WG that prepares standards on LLS 
(lightning locations systems), to estimate 
the risk posed by lightning in certain 
locations. 

Tall structures, such as wind turbines, 
have special requirements as regards 
lightning protection. IEC TC 88: Wind 
turbines, has developed IEC 61400-24, 
its own International Standard for lightning 
protection. 

Extreme weather conditions 
Certain environmental conditions, such as 
exposure to extreme temperatures, can 
have an impact on particular installations. 
Some of these are addressed by TC 104. 
International Standards are intended to be 
adopted as broadly as possible. However, 
national variations are needed to leave 
room for differences in the operating 
conditions of equipment and systems, 

such as those encountered in hot or cold 
countries.

For instance some TC 88 experts from  
cold climate countries look at specific 
aspects of particular concern in their part of 
the world, such as the formation of ice on  
wind turbine blades, which could cause 
turbines to fail.

Likewise, wind classes are a central 
element in wind turbine design and 
erection, they are meant to prevent the 
installation of specific types of turbines in 
locations for which they are not suitable 
because of prevailing wind conditions 
(speed and turbulence). However, extreme 
weather and one-off wind conditions may 
still result in damage to wind turbines that 
have been properly selected and installed.

Some measures, such as burying power 
cables underground, may help prevent 
power outage in extreme climates or 
regions prone to severe weather conditions, 
but can be extremely expensive. Running 
cables underground has been estimated to 
cost 10 times as much as the installation of 
overhead lines.

If the worst comes to the worst
The best standards cannot prevent 
equipment and installations sustaining 
serious or total damage in case of extreme 
or severe natural conditions. Recent 
examples of this are to be found in  
downed overhead cables, damaged 
transformers or substations that require 
replacing or fixing.

Repairing installations often means 
technicians and engineers having to 
work on live installations. IEC TC 78: Live 
working, prepares “International Standards 
for tools, equipment and devices for 
utilization in Live Working”, that is “on, 
and in the vicinity of, live parts of electrical 
installations and systems”. These standards 
include the performance requirements, care 
and maintenance of such tools, equipment 
and devices. 

Live working is not only used in case 
of damage to installations, but also to 
avoid costly and disruptive outages. 
Repairing equipment also means deploying 
temporary systems such as mobile 
transformers; TC 14 prepares International 
Standards for power transformers.

Repairing and recovering
Recovering from extreme weather events 
can be a lengthy and costly process that 
leaves communities and industry without 
power. A solution has emerged recently in 
the form of microgrids. Microgrids allow 
power to be available and distributed to 
small communities where or close towhere 
it is generated. A smart factory, a smart 
building, a smart hospital, a smart store 
or an intermediate level grid with EES 
(electrical energy storage) may be treated 
as a smart microgrid.

With their flexibility in resisting outages 
caused by disasters smart microgrids are 
seen as an interesting solution for recovery. 
Following various disasters and significant 
damage that has delayed recovery in many 
countries, the IEC’s MSB (Market Strategy 
Board) introduced a MDR (microgrid for 
disaster recovery) project in September 
2012. The MSB held a Microgrid Disaster 
Preparedness and Recovery workshop and 
meeting in early 2013.

Countless other IEC TCs also prepare 
International Standards for components, 
systems and installations that are essential 
to the prevention, mitigation or reparation 
of adverse effects of extreme natural 
phenomena. They, together with those 
mentioned in this overview ensure that 
whatever the circumstances power, can be 
maintained or re-established in the shortest 
possible timeframe.
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Substations may be damaged by hurricanes, solar storms and other phenomena 
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Electrical equipment cannot always 
be powered down for maintenance 
or repair and work must therefore 
frequently be carried out on live 
installations, often at high voltages. 
IEC TC 78: Live working, develops 
International Standards to protect 
those who work in this hazardous 
environment. The outgoing TC 78 
secretary shared her thoughts on  
the TC’s past work and tasks ahead 
for e-tech.

Hazardous environment
Live working is essential as it prevents 
unnecessary outages, which are 
disruptive to electricity users and costly 
both to the utilities and the users in 
terms of loss of revenue, interruption of 
manufacture, administration resources 
and penalties.

Live working also allows power  
network operators to achieve efficiencies 
through cost-effective preventive 
maintenance, improved reliability and 
availability without any requirement for 
an outage.

Live electrical work is extremely 
hazardous because wires can be active 
without showing any visible indication 
of being charged, and because electric 
shock can result from low currents. 
IEC TC (Technical Committee) 78: live 
working, develops international standards 
for tools, equipment and devices 
intended for work on, and in the vicinity 
of, live parts of electrical installations  
and systems. This includes their 
performance requirements, care and 
maintenance. 

Stability and changes
Outgoing TC 78 Secretary Claire Vincent, 
recipient of the 2012 IEC Thomas A. 
Edison Award, shared her views on the 
TC’s work as she was getting ready to 
step down.

Vincent says she moved into the live 
working domain quite naturally after 
specializing in electrical insulation and 
working in the high voltage domain with 
Hydro-Québec. She later got involved in 
standardization before being elected  
TC 78 secretary.

“The interest of my work is that I learned 
something new every day”, she says.

Reflecting on the protective equipment 
used in live working Vincent says some 
of it hadn’t changed that much in 
decades. “What has changed are the 
materials used, polypropylene replacing 
rubber in gloves, for instance”.

Other protective kit has evolved quite 
significantly over the past 5-10 years, in 
particular equipment meant to protect 
from the effects of electric arcing, such 
as masks, helmets, etc. These are 
given special attention nowadays and 
particular emphasis is being placed 
on research into electric arcs. This in 

turn may lead to new work methods 
and the development of new materials 
(high temperature conductors, different 
composite materials, etc.).

New technologies
The installation of optic fibre cables 
along power lines, which are used by 
utilities to control the network and to 
set up smart grids, is one of the new 
technologies that have an impact on live 
working. It requires more installations 
on power lines as the new cables are 
installed on, or in parallel with, power 
cables. A new generation of power 
cables is being manufactured with 
embedded optic fibre cables.

New technologies may change the way 
live working is carried out, on power 
lines in particular.

One option that is being used 
increasingly is the deployment of 
robots, so-called LineScouts, which are 
mounted on overhead lines, travel along 
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Safer work on live installations
Established and new work practices and equipment ensure safe live working

LineScout robots are used to inspect overhead lines (Photo Hydro-Québec) 
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them and check their condition remotely. 
The installation of such robots, which 
must be hauled up from the ground, 
requires certain precautions to protect 
their electronic systems.

Another spectacular new form of live 
working involves the use of a helicopter 
that carries a technician. The pilot 
hovers carefully near overhead lines 
whilst the technician works on them. 
To do so he must first connect to the 
lines with a special rod to equalize the 
electrical potential between helicopter 
and line, so as to drive the current 
around the helicopter and avoid 
shock. This method of live working is 
particularly perilous as the pilot must 
ensure that helicopter, live lines  
and other obstructions don’t come  
into direct contact with each  
other.

Unknown challenges
If many working practices and 
equipment are well established, 
some new technologies pose fresh 
challenges for live working. The relatively 
recent installation of microwave and 
mobile communication transmission 
equipment on power line pylons poses 
particular challenges as the effect of 
radiations emitted by these systems on 
technicians working on overhead lines  
is not yet known. TC 78 liaises with  
TC 106: Methods for the assessment of 
electric, magnetic and electromagnetic 
fields associated with human exposure,  
to evaluate any possible impact on 
workers.

Fond memory of TC work and 
contacts
As she steps down from her position 
Vincent recalls fondly her years as TC 
78 secretary. Although experts from the 
TC and their Central Office colleagues 
may not meet very often, they maintain 
frequent contact, sometimes on a daily 
basis. “They were more than colleagues, 
they became friends”, she says. Vincent 
expressed her satisfaction to see young 
experts keen to join standardization 
work, thus ensuring its future. 

Vincent also stresses the constant  
liaison work with many other IEC TCs  
that are either customer or supplier  
to TC 78.

Vincent will have warm memories of  
her time as secretary of TC 78 as  
she reflects on the significance and  
wide scope of the TC’s work, as well  
as the closeness of contacts between  
its experts.

Essential work
TC 78 publications are widely used at 
regional and national levels, and are often 
adopted as national standards. They are 
increasingly referenced in legislation, which 
can have business impacts. They are also 
used as the basis for contracts

New technologies and work methods will 
ensure its activities will evolve constantly to 
remain relevant to the industry. 

e-tech I Issue 02/201312

Electric arc protection shield (Photo: Elvex Corp.) 
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Working on high-voltage power lines and pylons is a hazardous occupation
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TC work to help thwart potential threats
Preventing electromagnetic interference from nuclear and other weapons

TECHNICAL COMMITTEE AFFAIRS

As concerns about potential risks 
to power and telecommunication 
grids from nuclear devices and 
electromagnetic weapons grow,  
IEC subcommittee work takes centre 
stage

Known phenomena
Cases of electromagnetic fields from solar 
activity-induced geomagnetic storms 
disrupting and damaging power grids have 
been known for a long time. Another type 
of electromagnetic field known as HEMP 
(high-altitude electromagnetic pulse) was 
discovered when nuclear devices were 
detonated at high altitudes in the 1950s 
and 1960s. To develop environmental, 
protection and test standards for 
commercial equipment that might be 
exposed to HEMP, in 1992 the IEC 
created a SC (Subcommittee) under  
TC 77: Electromagnetic compatibility in 
1992. Nowadays its work is proving ever 
more relevant. 

Unwelcome results
In the late 1950s and early 1960s the  
US and the USSR carried out nuclear 
tests at high altitudes to study the 
possibility of using nuclear devices to 
defeat incoming ballistic missiles and 
to understand the effects on radio 
communications. However these HANEs 
(high-altitude nuclear explosions), 
besides indiscriminately knocking 
out the few satellites in orbit in 1962, 
had unexpected consequences on 
the ground by disrupting and even 
damaging a few telecommunication and 
electric installations, including portions 
of the power and communications 
infrastructures. While these effects 
were not widespread, it is clear that 
the electromagnetic sensitivities of 
the electronics controlling today’s 
infrastructures are much higher than they 
were 50 years ago.

Different parameters for the US and 
Soviet HANEs (altitudes, weapons’ yields 
and locations –- over water in the Pacific 
Ocean for US tests, over land for Soviet 
tests) meant different results.

HEMP from the July 1962 Starfish  
US test (400 km altitude, 1,4 megaton 
device) caused burglar alarms and air raid 
sirens, street lights and telecom systems 
to malfunction or fail in Hawaii, some  
1 400 km away from the burst. 

HEMP from several October 1962 Soviet 
HANEs (300 km, 150 km, and 60 km 
altitudes, each with a 300 kiloton device) 
carried out over Kazakhstan in what was 
then the USSR, fused at least 570 km 
of overhead telephone lines, overloaded 
a 1 000 km shallow-buried shielded 
communications cable and damaged 
power line insulators, according to 
information made public by former Soviet 
scientists in 1994 during the EUROEM 
1994 Conference in Bordeaux.

IEC involvement
IEC SC 77C Chairman Dr William Radasky 
traces back the IEC’s involvement in the 

field to 1989 (as a Working Group of  
TC 77) when it began the development of 
environment, protection and test standards 
for commercial equipment that might be 
exposed to HEMP.

When the pace of the work on 
HEMP accelerated in 1992, he says,  
it was assigned to the newly created  
IEC SC 77C: Immunity to High Altitude 
Nuclear Electromagnetic Pulse (HEMP).  
In 1999 the National Committees in  
SC 77C decided that it was important to 
extend this work to include high power 
electromagnetic transients created by 
electromagnetic weapons producing  
IEMI (intentional electromagnetic 
interference), based on concerns raised 
by URSI (International Union of Radio 
Science). The new (and current title) of   
SC 77C is: High power transient 
phenomena.

SC 77C’s scope is to prepare 
“standardization in the field of 
electromagnetic compatibility to protect 
civilian equipment, systems and 
installations from threats by man-made 
high power transient phenomena including 

High-altitude nuclear explosions can have the same destructive impact...
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the electromagnetic fields produced by 
nuclear detonations at high altitude.”

SC 77C has 18 participating member 
nations and 15 observing member nations 
that prepare publications within the  
IEC 61000 series, many of which are 
basic standards that need to be applied to 
specific products and industries.

The 20 publications available thus far in 
the series are divided into 5 major parts 
covering: general, environment, testing 

and measurement techniques, installation 
and mitigation guidelines, and generic 
standards. Each part is further subdivided 
into several subparts or sections, and these 
are published as International Standards, 
Technical Specifications or Technical 
Reports.

Radasky says that the basic work covering 
both HEMP and electromagnetic weapons 
that have the capability to produce IEMI is 
now complete. He adds that future work 
is planned that will use the existing basic 

publications as a “tool box” to solve more 
complex problems – for example, dealing 
with the distributed civil infrastructure.  
In a further example, the Chairman of  
IEC TC 13 recently asked for support from 
SC 77C to help develop an immunity test 
method that would allow Smart Meters 
(electronics based) to be protected from 
attacks from stun guns.

Governments, other organizations 
relying on SC 77C work
As a growing number of countries or non-
state actors may gain access to nuclear 
weapons, and criminals may obtain the 
ability to inflict IEMI (which is a much more 
accessible technology), IEC SC 77C  
work is seen as absolutely essential by 
governments and organizations that  
seek to protect infrastructures from high 
power EM threats.

Recent confirmation of this can be found 
in evidence, documents and references 
provided to the UK House of Commons 
Defence Committee by IEC SC 77C 
Chairman Radasky and Secretary  
Dr Richard Hoad, which figure prominently 
in the Committee’s 10th Report of  
Session 2010–12: “Developing  
Threats: Electro-Magnetic Pulses  
(EMP)”. In addition, earlier work by  
the US Congressional EMP Commis- 
sion included contributions from  
IEC SC 77C. Their work is published  
in two reports available at 
www.empcommission.org.

As regards standardization and other 
organizations, IEC SC 77C publications 
have been adapted in recent years to the 
needs of the telecommunications industry 
by the ITU (International Telecommunication 
Union) in ITU T Recommendations 
K.78, and K.81, and to the needs of 
the international power industry in Cigré 
(International Council on Large Electric 
Systems) WG C4.206 where work is 
underway.

SC 77C International Standards, Technical 
Specifications and Technical Reports are 
also extensively referenced in countless 
specialist reports and documents.

TECHNICAL COMMITTEE AFFAIRS

Logitech® Extreme Action™ Controller for PlayStation®2 

...on power installations...

...as powerful solar storms (Photo: NASA)
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Safer entertainment and work
IEC TC work ensures audiovisual, IT and communication equipment is safe  
to use for all 

TECHNICAL COMMITTEE AFFAIRS

Audiovisual and information and 
communication technology equipment 
can be found in virtually all homes and 
working environments. The widespread 
existence of such electrically powered 
devices means they have to be safe 
to install, operate and maintain for 
users and technicians alike. IEC TC 
(Technical Committee) 108: Safety of 
electronic equipment within the field 
of audio/video, information technology 
and communication technology, 
prepares International Standards to 
ensure this is the case

For entertainment and work
Households use more and more 
electronic goods. Smartphones and 
tablet computers are expected to 
push worldwide consumer electronics 
spending over 1  000 billion dollars in 
2013, according to data released at the 
2013 CES (Consumer Electronics Show) 
in Las Vegas.

Computers, first introduced in the work 
environment decades ago, are also 
omnipresent in homes in many countries. 

Preparing safety standards for devices 
and systems used by billions of people 
and the need to merge the activities 
of two separate IEC TCs that covered, 
respectively, data processing equipment 
and office machines, and electronic 
equipment for household and similar use,  
led to the creation of IEC TC 108 in 2001.

Worldwide use 
AV (audiovisual) and ICT (information  
and communication technology) 
equipment is manufactured and traded 
across the world. Global acceptance  
of safety standards is essential to 
guarantee the production, trade 
and use of such equipment worldwide.
TC 108 prepares International Standards 

that form the basis for many national and 
regional standards around the world and, 
as a minimum, are used and referenced 
by most world’s countries. The IEC 60065 
and IEC 60950 series that cover safety 
requirements for, respectively, AV and  
ICT equipment are among the most 
widely used of all IEC standards. 

TC 108 also developed IEC 62368-1,  
Audio/video, and information and  
communication technology equipment -  
Part 1: Safety requirements, with a view 
to simplifying the problems created by 
the merging of AV and ICT technologies. 
TC108 recommended that the first 
edition of this new International Standard, 
destined eventually to replace IEC 60065 
and IEC 60950, be “considered as an 
alternative to these at least over the 
recommended transition period”.

Global expertise, extensive scope
Reflecting the global nature of the AV  
and ICT industries, 111 experts from  

27 participating countries and 14 observer 
countries take part in TC 108 work. 

To develop and update International 
Standards TC 108 also has 2 WGs 
(Working Groups) and 2 MTs 
(Maintenance Teams).

WG 5 is in charge of maintenance and 
proposals for IEC 60990, Methods of 
measurement of touch current and 
protective conductor current.

WG HBSDT (hazard-based standard 
development team) works on IEC 62368-1 
and IEC/TR 62368-2 . Its task is to develop 
a new safety publication covering requi- 
rements for equipment within the described 
scope. IEC 62368-1 is meant to replace 
eventually IEC 60065 and IEC 60950.

MT 1 leads the maintenance of  
IEC 60065, Audio, video and 
similar electronic apparatus - Safety 
requirements, and IEC/TS 62441, 

Hundreds of millions of TV sets are in use and must be safe to operate (Photo: Samsung)
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Safeguards against accidentally 
caused candle flame ignition for audio/
video, communication and information 
technology equipment.

MT 2 deals with the maintenance of  
4 International Standards from the  

IEC 60950, Information technology 
equipment - Safety, series as well as 
maintenance of another International 
Standard, a TR and a TS related to  
safety aspects of equipment connected 
to a telecommunication network and  
to ICT networks.

Collaborative work and medium term 
objectives 
As AV and ICT equipment contain 
many components, such as cables, 
circuit-breakers, connecting devices, 
transformers, fuses and semiconductors, 
to name only a few, TC 108 is a 
customer of IEC TCs and SCs preparing 
International Standards for all these 
and others (so-called component 
committees).  

TC 108 objectives for the next 3-5 years 
have been set as:

• continuing to develop and 
 maintain standards necessary for 
 manufacturers and the safety of 
 users, for national authorities 
 responsible for such equipment  
 safety and for bodies responsible for 
 certifying such equipment. Monitoring 
 market trends and developing the  
 necessary requirements.
• finalizing the transfer of all non-safety 
 related standards activities to TC 100:  
 Audio, video and multimedia systems 
 and equipment
• engaging with IEC component  
 committees identified under the  
 IEC systems approach aspect to 
 ensure that component standard 
 safety requirements are compatible 
 with the safety requirements  
 in the standards maintained  
 by TC 108.

Wide scope, fast-evolving industry
The very extensive range of equipment 
relying on IEC TC 108 work for safe 
operation and the fast moving nature 
of AV and ICT technologies mean that 
experts from this TC are set to have a 
very busy agenda for the foreseeable 
future. Their work will continue to 
underpin the development of new AV 
and ICT products safe to operate and 
maintain for hundreds of millions of users 
and technicians.

Squaring the circle: today’s 2D QR code is the 
direct descendant... 
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Safe operations of IT equipment relies on IEC International Standards

IPTV set-top boxes give access to more services to consumers (Photo: Comtrend)
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A CA System for marine energy?
IEC working on new conformity assessment structure

CONFORMITY ASSESSMENT

Oceans offer an enormous source of 
renewable energy with the potential 
to satisfy an important percentage 
of the world’s demand for electricity. 
Marine energy however has not 
evolved at the same rate as other 
types of renewable energy. While 
research in this field has been 
ongoing for more than 30 years, 
the technologies used to harness 
the energy from waves and from 
tidal and water currents are still in 
development. Driven by the necessity 
to look for alternative options to 
increase the amount of energy 
produced, some countries have 
started to invest in projects that 
convert ocean power into electric 
power

Reducing production costs through 
efficient design and reasonably-priced 
quality materials and components is 
crucial to improving the overall economic 
viability and acceptability of wave energy 
converters as well as of tidal and water 
current energy converters. This is where 
standards, IEC International Standards in 
particular, can play a major role. 

First IEC International Standards 
issued 
More than 10 years ago, the IEC 
identified the need to address the 
standardization of marine energy and 
in 2007 established IEC TC (Technical 
Committee) 114 to prepare International 
Standards for marine energy conversion 
systems. The primary focus of the TC 
is on the conversion of wave, tidal and 
other water current energy into electrical 
energy, although other conversion 
methods, systems and products are 
included. 

At the end of 2011, TC 114 issued its 
first publication, IEC/TS 62600-1, Marine 

energy - Wave, tidal and other water 
current converters - Part 1: Terminology,  
which was followed in August 2012 by 
IEC 62600-100, Marine energy - Wave, 
tidal and other water current converters 
- Part 100: Electricity producing wave 
energy converters - Power performance 
assessment. The TC is currently working 
on several other International Standards 
addressing the design and performance 
of marine energy converters.

A CA solution for marine energy
Establishing a TC to develop standards 
was a first step for the IEC. The logical 
next step was to address the CA 
(Conformity Assessment) aspect.  
At the request of TC 114, in 2010,  
IEC CAB (Conformity Assessment Board) 
authorized the establishment of an ad hoc 
WG (Working Group) to explore the CA 
needs of this sector. 

Since then, the ad hoc WG has been 
transformed into WG 15 to develop 
possible CA solutions. The group has 

met on several occasions and produced 
a “Blueprint”, endorsed by CAB, as 
the basis for CA in the marine energy 
industry. 

The fifth meeting of WG 15 took place 
in Singapore on 29-30 January 2013. 
Its main objectives were to reach an 
agreement on the proposed structure for 
the new CA System. Also on the agenda 
was consideration of a pathway leading 
to the operation of a common approach 
to certification for the industry, and a 
draft set of rules that would enable the 
establishment of a new CA System was 
included. 

Outlining a structure 
During various WG 15 meetings, 
members received presentations and 
information on the current CA Systems 
and their Schemes, namely IECEE 
(IEC System of Conformity Assessment 
Schemes for Electrotechnical Equipment 
and Components), IECEx (IEC System 
for Certification to Standards Relating 

The CAB WG 15 meeting last January in Singapore was hosted by IEC-APRC (IEC Asia-Pacific 
Regional Centre)
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to Equipment for Use in Explosive 
Atmospheres) and IECQ (IEC Quality 
Assessment System for Electronic 
Components). While the IECEx System 
and Schemes provided a likely model, 
the unique aspects of the marine 
energy industry required more of a 
“Systems Approach” to cover stages 
from design concept to prototype, in 
addition to production of equipment and 

components, transportation, installation 
and commissioning. WG 15 Convenor 
Chris Agius, who is also the  
IECEx Executive Secretary, along  
with Co-Convenor Melanie Nadeau,  
from Emera, both agreed on the unique 
CA aspects of the marine energy industry. 

In the discussions that ensued, several 
options were reviewed, including a 

proposal for a RE (Renewable  
Energy) System within which different  
RE sectors will be able to operate 
schemes. Contact with CAB WT CAC 
(Wind Turbine Conformity Assessment 
Committee), the group that is  
working on a CA solution for the  
wind energy sector, will be sought to 
allow for an exchange of views on  
this issue.

Aquamarine Power’s Oyster wave power technology captures energy in nearshore waves and 
converts it into clean sustainable electricity

Ocean energy buoy

WG 15 Blueprint
The Standards being developed by IEC TC 114 address a 
critical need for an industry that is characterized by a diverse 
range of technology concepts that will be deployed in harsh 
environmental conditions. The International Standards 
will provide a basis for ensuring the reliability of these 
technologies and their safe deployment.

As is the case with other industries, device developers 
will additionally have to provide evidence to interested 
parties (financiers and insurers) that they have designed, 
manufactured and tested their devices in accordance with 
an accepted protocol. In general, this type of assurance is 
best served through third-party verification and certification.

While device developers, purchasers and interested parties 
will benefit from a framework that will provide them with 

independent assurance risk mitigation and a route map 
of compliance through Standards, the IEC framework 
for a common approach for certification provides that 
added confidence in both the process and the certification 
providers themselves.

The CAB WG 15 Blueprint covers the CA needs of the new 
and burgeoning marine energy industry (within the scope of 
TC 114) with the goal of building confidence among existing 
and new stakeholders.

IEC experience in operating CA Systems and Schemes 
under the control of the CAB, coupled with expertise  
from the marine energy industry drawn from TC 114  
will ensure that the marine energy industry will be well 
served. 

CONFORMITY ASSESSMENT
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Protection against electromagnetic 
effects
Specific IECEE EMC programme ensures safety and reliability of electrical and 
electronic devices

Lightning is a huge natural 
electrostatic discharge between 
electrically charged areas within 
a single cloud, from one cloud to 
another or between a cloud and the 
earth. The discharge is accompanied 
by a flash or strike, can result in 
serious injuries or fatalities when 
people are exposed to it, and can 
cause serious damage to equipment, 
installations and buildings when it 
hits the ground.

Keeping safe in a thunderstorm
We have all learned from an early  
age what we have to do in a 
thunderstorm. When outdoors, keep 
away from trees, tall objects, metal and 
water; try to find shelter in a building; 
spread out if in a group. When driving, 
stop at the side of the road or on  
a motorway’s hard shoulder, stay  
in the car and avoid touching  
metal. While indoors, stay away  
from windows, stop using phones 
and electrical equipment and unplug 
appliances and computers. 

Electrical damage
Telephones, modems, computers and 
other electronic devices can be damaged 
by lightning, as harmful overcurrent can 
reach them through the phone jack, 
Ethernet cable, or electricity outlet. 
Close strikes can also generate EMPs 
(electromagnetic pulses). All electronic 
devices are highly susceptible to these 
electromagnetic effects.

As the market in electronic goods has 
increased rapidly and steadily over the 
past 30 years, so the need for protective 
measures against such effects has 
grown.

Lightning protection standardized
In 1979, the IEC established TC 
(Technical Committee) 81: Lightning 
protection, to prepare International 
Standards and guides for lightning 
protection for structures and buildings 
as well as for persons, installations, and 
contents in or on them.

TC 81 has provided other IEC TCs with 
guidance on the protective measures to 
be taken against electromagnetic effects 
produced by lightning.

EMC tested and certified by IECEE
As part of its CB (Certification Body) 
Scheme, IECEE (IEC System of 
Conformity Assessment Schemes 
for Electrotechnical Equipment and 
Components), has put in place the 
mechanisms to ensure, through 
assessment, testing and surveillance, 
that products conform to the specified 

requirements of the appropriate  
EMC standards. The service provides 
testing and certification in compliance 

Lightning strikes can cause serious damage to equipment, installations and buildings
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EMC chamber (Photo: Philips)



IECEx, the IEC System for 
Certification to Standards relating 
to Equipment for Use in Explosive 
Atmospheres, has launched 
the first mobile application to 
show international certificates 
for equipment used in explosive 
atmospheres.

Easier for the end user
The person in the field can now look at a 
piece of installed equipment and the app 
provides them with the ability to confirm 

that there is a valid certificate for the 
apparatus on the IECEx online Certificate 
System.

The app
“The application is a powerful tool  
that can now be used in the field, 
onsite, sitting at a desk or in  
meetings. It provides users with 
the ability to search the system 
offline so that products really  
live up to Ex safety needs,” said  
Chris Agius, Executive Secretary  
of IECEx.
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IECEx certificates go mobile
An app to identify devices in explosive atmospheres

with IEC International Standards 
prepared, among others, by IEC TC 77:  
Electromagnetic compatibility, and 
CISPR: International special committee 
on radio interference. 

The main features of the IECEE EMC 
compliance services as provide by the 
CB Scheme and the CB FCS include, as 
appropriate:

• Third-party testing and  
 certification for products based  
 on IEC International Standards 
• Testing of products by internationally 
 approved laboratories 
• Regular surveillance of quality  
 systems and products through  
 factory inspection to ensure that  
 quality products comply with the  
 relevant IEC International Standards

Using the IECEE EMC programme 
and obtaining IECEE  certificate of 
compliance offers multiple benefits for 
manufacturers. Among them are faster 
access to market, cost and time saving, 
a competitive advantage at the national, 
regional and international level, and 
ultimately customer confidence that the 
product purchased meets all safety and 
reliability requirements.

Close lightning strikes can also generate electromagnetic pulses

The IECEx app goes live
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This free application of the IECEx online 
Certificate System, for iOS, Android 
tablets and smart phones, can be found 
at the Apple App Store and Google Play. 
It installs a simplified version of the main 
IECEx online Certificate System covering 
Certified Ex Equipment and allows the 
user to synchronize the Ex Mobile App 
with the IECEx online Certificate System, 
as required.

The offline mode provides advanced 
search capability and CoC (Certificates of 
Conformity) abstracts (simplified details), 
while the online version gives the full 
details of CoC. 

With the simplified details the user is 
able to determine that the equipment 
has been installed in compliance with the 
relevant International Standards. They 
can immediately verify the authenticity of 
a CoC as the IECEx online Ex Equipment 
Certificate System holds the definitive 
original certificate. Search criteria include 

the certificate number; certification 
body; type of protection for equipment; 
apparatus; and applicant. 

In the future
In the coming months, IECEx will  
launch a new application for  
Windows 8 Mobile OS so that all  

IECEx Certified Ex Equipment  
System users are supported.  
IECEx is also planning to add three  
other IECEx Certification Schemes  
to make sure that industry can  
search and find the basic  
information it needs to ensure  
product safety.

CONFORMITY ASSESSMENT

The IECEx app at the Apple Store The IECEx app at Google Play

As winter comes to a close, your 
jacket may give you an electrostatic 
shock. You may get one from 
touching a metallic doorknob after 
crossing a carpeted room or from 
shaking someone’s hand. Although 
static electricity is ever present 
people rarely notice it.

What causes electrostatic discharge?
Why is everyone shocked at some point? 
ESDs (electrostatic discharges) happen 
because of a buildup in static charge 
caused by friction. When certain surfaces 
move against each other, electrons  
rub off one surface and accumulate on 
the other, causing a difference in potential 
electrostatic energy to build up between 
the two. 

Shocking
Understanding electrostatic discharge

ESD is usually harmless to people...
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The accumulated voltage may reach a 
point where it is powerful enough to jump 
very quickly to another surface holding a 
different level of static charge. This jump 
or discharge causes the feeling of pain 
when your skin is one of the surfaces.

These electric shocks can be very 
unpleasant but are usually harmless. But 
if this happens to electronic components 
or devices, harm can occur.

As smaller electronic devices such as 
NEMS (nano electromechanical systems) 
and MEMS (micro electromechanical 
systems) take off, it becomes increasingly 
important to understand and control 
electrostatic phenomena. Because 
of their size, these tiny electronic 
components can become permanently 
damaged even by very low electrostatic 
discharges.

Electrostatic discharge, new and old
Static electricity has been a serious 
industrial problem for centuries. As early 
as the 1400s, European and Caribbean 
forts were using static control procedures 
and devices to prevent electrostatic 
discharge ignition of black powder  
stores. By the 1860s, paper mills in the 
USA (United States of America) employed 
basic grounding, flame ionization tech- 
niques, and steam drums to dissipate 

static electricity from the paper web as it 
went through the drying process. 

Today, as devices have become faster 
and smaller, their sensitivity to ESD 
has increased. Because electrical 
and electronic products contain many 
components, manufacturers want to be 
assured that the electronic components 
used in their products are of the required 
quality. 

Protection from ESD by IEC...
This is why it is essential for industry 
to put in place protection programmes 
against ESD. IEC is the world reference 
for ESD standards. This is where the 
IEC, through its standardization and 
CA (Conformity Assessment) activities, 
plays a major role. IEC 61340-5-1, 
Electrostatics – Protection of electronic 
devices from electrostatic phenomena – 
General requirements, is the most recent 
International Standard on developing  
ESD control programmes. 

...and IECQ
IECQ, the IEC Quality Assessment 
System for Electronic Components, 
offers assessment and Process Approval 
Certification as a means of providing 
independent verification of compliance 
to IEC 61340-5-1 for facilities handling 
unprotected ESD sensitive devices.

As semiconductor devices continue to 
become more sensitive to ESDs it is 
important that companies handling these 
devices develop, implement and maintain 
effective ESD control programmes in their 
facilities. 

The IECQ ESD Approved Process 
Certification Scheme is also designed to 
work with a company’s existing quality 
management system. Companies with 
electrostatic discharge requirements may 
instill confidence; however, experience 
has shown that an approach on the 
management and control of ESD is 
necessary. 

About IECQ
IECQ is a worldwide approval and 
certification system that covers the 
supply, assembly, associated materials 
and processes of a large variety of 
electronic components that are used in 
millions of devices and systems.

IECQ operates five certification schemes: 
HSPM (Hazardous Substances Process 
Management), ECMP (Electronic 
Component Management Plan),  
AP (Approved Process), AC (Approved 
Component), and ITL (Independent 
Testing Laboratory).

The IECQ Certification System provides 
manufacturers with independent 
verification that IEC International 
Standards and other specifications were 
met by suppliers who hold certification. 

CONFORMITY ASSESSMENT

IECQ helps industry to put in place protection 
programmes against ESD.

...but can ruin electronic devices (Photo: Micronas)



There is an urgent need for the 
development of robust, low- 
carbon energy systems to address  
global issues of long-term energy 

security. Despite this unanimous 
target, Smart Grids are still failing to 
move beyond the project stage. 
 

Complexity of Smart Grids
Literally hundreds of mostly commercial 
and technical Smart Grid events are 
trying to get a handle on this complex 
issue. However, counter-intuitively the 
complexity and difficulty of Smart Grids 
doesn’t come from technology, which 
is mostly readily available, but rather 
involves the need for intricate human 
decision-making.

Under the thought leadership of IEC, 
SGCC and VDE
Three neutral, global partners with 
a strong interest and know-how in 
Smart Grids, but without commercial 

motivation, have now joined forces for 
the first World Smart Grid Forum (Berlin, 
24-25 September 2013). The IEC, 
the world’s leading standards body in 
electrotechnology, the SGCC (State Grid 
Corporation of China) the world’s biggest 
power utility, and VDE, one of the largest 
technical and scientific associations in 
Europe, have combined their efforts to 
deliver a decision-making canvas that 
aims to allow Smart Grids to finally move 
into large scale implementation. 

Smart Grids must progress from 
discussion to action if energy security 
is to be assured. For Smart Grids, 
sustainable communities, and Smart 
Cities to become a reality all key 
stakeholders need to be represented and 
there needs to be the impetus to move 
this forward as a reality.
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World Smart Grid Forum 
2013
First global forum to drive Smart Grid decisions, 
analyzing past successes and failures

With 36,000 members, including 1 300 companies, 8 000 students 
and 6 000 young professionals, VDE, the Association for Electrical, 
Electronic & Information Technologies, is one of the largest 
technical and scientific associations in Europe. VDE embraces 
science, standardization work and product testing and certification 
under one roof. VDE is involved in technical knowledge transfers, 
research, and promoting young talents in the key technologies 
of electrical engineering, electronics and information technology 
and their applications. Other key VDE activities include ensuring 

safety in electrical engineering, developing recognized technical 
regulations as national and international standards, and testing 
and certifying electrical and electronic devices and systems. The 
VDE mark, known and respected by 63 percent of Germans, is 
considered to be a symbol for the highest safety standards. VDE 
works in the fields of information technology, energy, medical 
engineering, microelectronics, micro and nanotechnology and 
automation. More information about VDE is available at:  
http://www.vde.com/en/

About VDE

State Grid Corporation of China (SGCC) ranked the 7th on 
2012 Fortune Global 500. The core businesses of SGCC are 
investment, construction and operation of power grids that 
cover 8,448 million square km of the national territory, providing 
power to a population of over 1,1 billion. SGCC also runs  

15 Brazilian transmission companies, and holds shares of  
the National Grid Corporation of the Philippines and Portugal’s 
grid operator Redes Energéticas Nacionais (REN). It has 
established 10 representative offices in five continents.  
www.sgcc.com.cn 

About SGCC

IEC WORLD
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Fully Networked Car 
Workshop
This one-day workshop looked at 
how International Standards can 
help the industry meet customer 
needs and continue to develop the 
cars of the future.

Highest level key decision makers 
representing all stakeholders, from 
regulators/policy makers, energy 
producers, power utilities, to 
manufacturers, will join forces to analyze 
Smart Grid initiatives to crystalize factors 
for success or failure.

Global scope
The World Smart Grid Forum is co-
chaired by Prof. Dr.-Ing. Klaus Wucherer, 
President of the IEC, Liu Zhenya, 
President of SGCC, and Dr.-Ing.  
Joachim Schneider, President of VDE. 

The three partner organizations  
have a truly global scope and are ideally 
placed to stimulate concrete Smart Grid 
development. 

The Forum offers two parallel tracks 
that provide participants with a highly 
condensed knowledge base that can 
serve as the foundation for reality-based 
decision-making.

Track A will explore the interactions that 
are needed to support a low-carbon 
energy supply. 

Track B will define what is needed 
to develop smart and sustainable 
communities and cities. Beyond 
technology and design: identify the gaps 
that need to be filled to bridge from vision 
to reality.

Interactive sessions will involve all 
conference participants to further 
refine hot topics, burning questions, 
reservations and expectations. 

Further information: 
www.worldsmartgridforum2013.org

Spotlight on the Fully Networked Car
At the 8th FNC (Fully Networked  
Car) Workshop held on 6 March 2013 in 
Geneva, Switzerland, the fundamental 
question explored was How can 
international standards provide 
even greater support to the global 
automotive industry for developing 
FNCs integrated with ITS (Intelligent 
Transport Systems)?

Moving up to a higher gear
Almost 100 automotive experts and 
specialists from around the world came 
together to share their experience and 
vision about where the FNC is heading. 
The workshop explored new approaches 

to establishing international standards 
for electric vehicles, with a particular 
focus on vehicle safety, communications, 
the electrification of vehicles, and 
performance measures.

The Fully Networked Car Workshop was 
organized by the WSC (World Standards 
Cooperation), a strategic partnership of 
the IEC, ISO (International Organization 
for Standardization) and ITU (International 
Telecommunication Union). 

Call to fill in the gaps
In his introduction for the IEC, Gabriel 
Barta, Head of Technical Coordination, 
noted the progress already made in 
integrating the car into both the electrical 
and the information networks. He 
encouraged workshop participants to 
initiate the standards they saw as most 
urgent, in areas such as active vehicle 
safety. 

The workshop heard that identifying 
the most valuable opportunities for 
standardization at the intersection of the 
automotive sector with electricity supply 
on the one hand, and with information 
technology on the other, could realize the 
true value of the fully networked car. 

Safety, emergency communications 
and information
Discussion covered the need for further 
safety standards, also for new standards 
covering traffic information and vehicle-
to-vehicle emergency communications. 

Through round-table panels and 
interactive sessions, the workshop helped 
foster a better understanding of the 
challenges the automotive sector faces 
in the near future, and how international 
standards can be an essential support.

Rob Steele, ISO Secretary-General, and 
Reinhard Scholl, Deputy to the Director, 
Telecommunication Standardization 
Bureau, ITU-T, also addressed the 
workshop.

Gabriel Barta, IEC Head of Technical Coordina-
tion, addresses the workshop

IEC WORLD



Adam Murdoch became the Chair  
of SC (Subcommittee) 61H: Safety  
of electrically-operated farm 
appliances on 1 March 2013. He was 
an IEC 2010 Young Professional. 
e-tech spoke to Murdoch about his 
vision for this subcommittee, his 
work in standardization and what lies 
ahead.

IEC 2010 Young Professional takes 
the reins
e-tech: You could be seen as part of 
a younger generation of experts...how 
would you say this helps in your new 
role?
Murdoch: New ideas in a mature 
standardization organization are never a 
bad thing. This will challenge considered 
best practices and will provide 
opportunities to reform, refresh and 
optimize processes. I am excited as these 
opportunities do not come up too often. 
I was honoured to have been nominated 
for the position and am looking forward to 
the work ahead.

e-tech: What are your priorities for  
SC 61H? 
Murdoch: As SC 61H is a relatively small 
committee I envisage I will be able to 
take the reins and settle in to the position 
quickly. I believe it will be an ideal learning 
platform to provide me with expertise 
and enable me in the future to possibly 
chair other larger committees. I want to 
continue to ensure that all committee 
work is completed accurately and 
efficiently and uphold the high standard 
that Albert Dreyer, the previous Chairman 
of SC 61H, delivered.

Background in safety standardization
e-tech: What, if any, could be seen as 
challenges?
Murdoch: SC 61H is currently a well-
developed subcommittee; there are no 
challenges that stand out at this minute. 

For the time being I will concentrate on 
settling in to the position and ensure 
that it continues to perform. My style as 
Chairman may be a little different to that 
of Dreyer’s, so getting in and working in 
the position will be essential.

e-tech: How long have you been  
involved in international standardization? 

Murdoch: I attended the first IEC Young 

Professionals programme workshop 
in Seattle in 2010. Since then I have 
attended the TC (Technical Committee) 
61: Safety of household and similar 
electrical appliances meetings and 
meetings for SC 61C: Safety of 
refrigeration appliances for household 
and commercial use and SC61H as an 
Australian delegate. 

e-tech: From whom have you gained 
inspiration? 
Murdoch: I have gained inspiration from 
Derek Johns Chairman of TC 61. He has 
been a great mentor and he has a wealth 
of experience with the standardization 
process.

Busy role with equipment safety
e-tech: Tell us a little about your  
‘day job’? 
Murdoch: I am currently the Manager 
of Equipment Safety at ESV (Energy 
Safe Victoria). ESV is the independent 
technical regulator responsible for 
electricity, gas and pipeline safety in 
Victoria, Australia. ESV’s role is broad 
and ranges from overseeing the design, 
construction and maintenance of 
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The safety perspective in standardization
Profiling Adam Murdoch, Chairman of IEC SC 61H

 IEC FAMILY

Adam Murdoch, Chairman IEC SC 61H

Murdoch during the IEC Young Professionals workshop 2010, Seattle.
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electricity, gas and pipeline networks 
across the state, to ensuring appliances 
used in the home meet safety and 
efficiency standards.

Managing the equipment safety 
department requires attendance at 
Standards Australia’s electrotechnical 
committees for household appliances as 
an expert. I am active on the following 
Standards Australia committees:

• EL-041 Lamps and related   
 equipment 
• EL-002 Safety of household and  
 similar electrical appliances, small  
 power transformers and power   
 supplies 
• QR-012 Conformance marking to  
 regulatory requirements 
• TE-001 Safety of electronic   
 equipment.

Regulation and incident investigation
In addition, being a member of the ERAC 
(Electrical Regulatory Authorities Council) 
Electrical working group enables me to 
liaise with other regulatory jurisdictions  
in Australia and New Zealand about 
current equipment safety concerns and 
trends. 

On a day-to-day basis my department 
provides technical support and guidance 
within the areas of electrical safety 
and energy efficiency while ensuring 
compliance to relevant acts, regulations 
and standards. We also consult with 
suppliers and manufacturers to provide 
technical support and guidance to ensure 
relevant equipment safety standards are 
met; analyze test reports to determine 
compliance to relevant Australian and 
New Zealand standards; and certify 
household electrical appliances. 

Our work also covers the investigation 
of electrical-related incidents, including 
house fires, electric shocks and 
electrocutions and also investigation of 
electrical appliances that are suspected 
of being non-compliant with relevant 
Australian and New Zealand electrical 
safety standards. 

In addition, we provide technical support 
to internal and external departments 
including but not limited to installation 
safety, the Country Fire Authority, the 
Metropolitan Fire Brigade, and Work  
Safe Victoria, when equipment has  
been involved in a fire, electric shock  
or other incident.

Benefits of the IEC Young 
Professionals programme
e-tech: How has the IEC Young 
Professionals programme  
helped you?  
Murdoch: The IEC Young Professionals 
programme provided me with a great 
overview of the IEC. As a young 
professional I gained expert knowledge 

and exposure to exactly how such 
a large organization operates. I now 
have a comprehensive understanding 
of the growing need for international 
standardization, and how this affects 
every aspect of trade and the wellbeing 
of end-users. 

e-tech: What advice do you have 
for young engineers, technicians or 
managers who might be interested in 
becoming involved in the world and the 
work of the IEC? 
Murdoch: The best way of getting 
experience is to get involved – when an 
opportunity arises put your hand up for 
the work. Don’t be afraid to ask for help 
from others. 

Safety of electrically-operated farm 
appliances
IEC SC 61H prepares international safety standards for electrical appliances 
primarily intended for agricultural use on farms for example, electric fencing, 
harvesting, processing, protecting packaging, breeding or cultivating of 
agricultural produce.

IEC Young Professionals: Go ahead,  
Get ahead
The IEC Young Professionals 2013 workshop will be held in New Delhi, India, 
from 21 to 23 October, in parallel with the IEC 2013 General Meeting. Please 
contact your NC for further information.

IEC SC 61H works on the safety of electrically-operated farm appliances.

IEC FAMILY



The SMB (Standardization  
Management Board) has  
approved a number of 
nominations as well as the  
extension of the terms of office  
of existing Chairmen.

 
New chairman for TC (Technical 
Committee) 26
IEC TC 26: electric welding welcomed  
its new Chairman Josef Feichtinger at  
the beginning of February for a period  
of six years.  
 
Feichtinger has been convenor of TC 26 WG 
(Working Group) 1 since 2007 and is currently 
Head of R&D compliance at the engineering 
department of Fronius Safety. He was 
presented with the IEC 1906 Award in 2010.

With a wealth of experience in EMC 
and environmental and life cycle testing, 
Feichtinger is ideally placed to lead  
TC 26 in its preparation of standards for 

electrical safety and EMC and EMF matters 
related to the construction, installation and 
use of equipment for electric welding. The 
TC’s current objectives are the improvement 
of the sections of its standards dealing 
with the safety of laymen, energy efficiency, 

standardized interfaces and EMF- 
related matters. 

New ACOS members
The SMB has approved the nomination of 
two new ACOS (Advisory Committee on 
Safety) members. Jonathan Hamilton has 
been elected ACOS member representing 
TC 66: Safety of measuring, control and 
laboratory equipment while Thomas Kapper 
will be representing TC 89: Fire hazard testing.

Extensions
The extensions of the terms of office of 
the following IEC TC Chairmen have been 
approved by SMB:

Ken A. Buckingham, second extension of 
term of office as Chairman of TC 15: Solid 
Electrical Insulating Materials.

Fourth extension to the term of office 
of Gert Bukkjaer, Chairman of TC 96: 
Transformers, reactors, power supply units, 
and combinations thereof. 

Second extension of the term of office of 
Uberto Vercellotti, Chairman of TC 89: Fire 
hazard testing. 
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Nominations and extensions
Latest nominations approved by SMB

TC 26: electric welding has a new Chairman as of February

SMB has approved a number of Chairmen 
extensions

ACOS welcomed two new members,  
representing TC 66 and TC 89

 IEC FAMILY
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From the beginning of April the  
IEC website homepage has a 
new look, designed to provide an 
improved user experience for existing 
and new users. 

Navigation made simple
The new homepage has simplified 
navigation with tabs for Home, Work, 
Learn, News and Buy which bring users 
directly to the content they are most 
interested in.

Upgraded myIEC tool makes working 
easier
At the same time the upgraded myIEC 
tool is being launched. Accessed  
through the myIEC login, it offers the  
IEC community a set of personalized and 
role-based direct links to information, 
tools and applications on a single  
web page.

Personalized work page
If you work as a TC/SC (Technical 
Committee/Subcommittee) or CA 
(Conformity Assessment) System expert; 
have responsibilities in a NC (National 
Committee) or Affiliate, or participate in a 
Management Committee, you can now 
find all your documents and links in a 
single place. Users are able to customize 
their personal page so it responds to their 
specific needs.

The new homepage and the upgraded 
myIEC tool aim to better serve the  
IEC community, in line with the  
IEC 2011 Masterplan objective of  
offering the most efficient working 
platform to its community and other 
interested parties, for all their standards 
and Conformity Assessment needs.

Seeking your feedback
Please visit the new IEC homepage, the 
new myIEC (login required) and complete 
short survey to help IEC Central Office to 
continue to improve these tools.  

IEC shows a new digital face

IN STORE

myIEC offers a workspace that can be personalized
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Integrating information security and 
service management processes
New International Standard provides integration advice

Integration of security best 
practices and service management 
processes helps lower the total 
cost of maintaining acceptable 
security levels while effectively 
managing risks. A new International 
Standard published by IEC and 
ISO (International Organization 
for Standardization) provides 
organizations with guidance on when 
to use two existing Standards which 
address very similar processes and 
activities.

Security and service management 
closely linked
The relationship between information 
security and service management 
is so close that many organizations 
recognize the benefits of adopting the 
two standards – ISO/IEC 27001 for 
information security and ISO/IEC 20000-1 
for service management. This can 
bring advantages through an integrated 

IN STORE

The News section offers direct access to videos, news releases,  
e-tech, tweets and more

In the IEC Webstore Standards and publications are on sale

Information security and service management are often closely linked
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IN STORE

management system which takes into 
account the services provided and also 
the protection of information assets.

Guidance on when Standards are to 
be used
The new ISO/IEC 27013, Information 
technology – Security techniques 
– Guidance on the integrated 
implementation of ISO/IEC 27001 
and ISO/IEC 20000-1, provides 
guidance on whether one standard is 
to be implemented before the other, 
or if both standards are implemented 
simultaneously, depending on the 
situation.

Range of users
Users of this International Standard 
include auditors, organizations 
implementing information security  
and/or service management systems, 
and organizations involved in auditor 
certification or training, certification/
registration of management systems,  
and accreditation or standardization in  
the area of Conformity Assessment.

Benefits of ISO/IEC 27001 Ed.1
Key benefits of an integrated 
implementation include:

• Gaining credibility for an effective  
 and secure service to internal or   
 external customers 
• Lowering costs 
• Reducing implementation time 
• Eliminating necessary duplication
• Promoting understanding between  
 service management and security  
 personnel 
• Improving the certification process 

ISO/IEC 27013, Information   
technology – Security techniques 
– Guidance on the integrated   
implementation of ISO/IEC 27001 
and ISO/IEC 20000-1, was developed  
by joint technical committee 
ISO/IEC JTC 1: Information technology, 
SC (Subcommittee) 27: IT Security 
techniques, in cooperation with  
ISO/IEC JTC 1, subcommittee SC 7: 
Software and systems engineering. 

Integrated implementation helps to lower costs and reduce implemenation time

ISO/IEC 27013 provides guidance on the integrated implementation of ISO/IEC 27001 and 
ISO/IEC 20000-1
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Issue 03/2013 of e-tech will focus on transportation. Drivers tempted by EVs 
have more choice today as manufacturers introduce new types of vehicles 
from hybrids and plug-in hybrids to full electric cars. IEC Standards are proving 
instrumental to consumer adoption.

While electric vehicles often make the headlines these days, the fact that motor 
vehicles, even when powered by internal combustion engines, contain an ever 
growing number of electric and electronic parts is often overlooked. Through its 
standardization and conformity assessment work, the IEC ensures that electrical 
equipment and electronic components used in these vehicles are of the highest 
quality and reliability and help make cars safer and ever more energy-efficient.

Another type of EV is under scrutiny in this issue: electric urban transport 
vehicles. They are now a regular feature in city streets the world over and offer an 
environmentally-friendly option to reduce local emission of pollutants significantly 
in the expanding cities of the future.

EDITORIAL FOCUS - PREVIEW

Transportation
Cleaner and safer driving
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